BEIREEE L AT 23 Internet B9 PIX/ASA
VPN & FinEl & R f

PIX/ASA #J CLI &

fFH ASDM ELiE ASA/PIX
VPN & F i i B

VPN & F- 3 56 iF

B HE BR

HXEE

1Lk

AXENB T WRE ASA Z218E 7.2 REBRAUMNITER IPsec, LIZEREAT ASA TR
WA EIRZE H B SR L EEEET ASA REFTHAFIHE Internet B4R EZHI,

E®E : £ PIXIASA WA 7.2 RESMAH | intra-interface XBF A FFIEHRER ( M2
IPSec #iEH ) HAFMBHE—#O,

FS LA Internet (VS EREHEFN VPN B /- i g B 7R Bl BATE /0 0h REE B 2R L ST A LUBCIE

FZH PIXIASA 7.x £ TACACS+ S KIFHERH 5 X FI% ik VPN BLERHI T AKX H
O PIX REFERM VPN FEFimEERE 2 X PIX BIE RN FMAESR

EE: ATBEREFHN IP#utESE , B VPN BERHSE —NELTRM IP #huki (450
10.x.x.X, 172.16.x.x 1 192.168.x.x ) » Lt IP it F RE B T HEBRM B HUE,

KRR
ER
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ZHBATHEE 2R , FRRBEATER :

- AL PIX/IASA Z2IREFFEEEITRA 7.2 LESRAK
. Cisco VPN & imhRA 5.x

{58 AR B9 48 4
ARXHEHPHEEET PIX X ASA Z2RZEHRA 8.0.2 M Cisco VPN & IRhR A 5.0,

AXHEPNEERRETREXRENEFNRZEEFEEN, AXEFEANMERZHNERAR
(BN ) BE, MREEANREIMEG  FRAREKELTHRMEG THBERN,

XM
WEE W AT Cisco PIX ZL£iIRBRA 7.2 RESRA,
ps Wl

BXRANGEMES , HSH Cisco HARETAN,
BERER

BERR U FRED

FNFHAEBEOARGEIMNE—EOBAEEN VPN RE , WIEEEEER, fln , MREER
VPN M  HEhREZLEEEH0 , MR VPN WERS X, BBL , RES X 2B AJLARIEE
, BIERMSHEARSIRE  RAEBROHEMES X,

& £ F same-security-traffic i T A A FHIERFEANBREE —#O,

securityappliance(config)#sane-security-traffic pernit intra-interface

AR RXRFH U FREGEEAT VPN FF T VPN B IRBEE,

EE

A E 3 AR R AAES E AN AP S BERVE B

AR ERADKTERTE (XRIEMAS ) ATRMBEXFIBIFRERA B THEAREE
P 4% P
AXHEEARTHERE :

PIX/ASA iy CLI Ei ik

- PIX/ASA

# PIX/ASA Liz1TE &
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Pl X Version 8.0(2)
nanes

|
interface EthernetO

nanei f outside

security-level O

i p address 172.18.124.98 255. 255.255.0
|
interface Ethernetl

nanei f inside

security-level 100

ip address 172.16.3.101 255.255.255.0
|
i nterface Ethernet2
shut down

no nanei f

no security-Ileve

no i p address

|
interface Ethernet3
shut down

no nanei f

no security-1leve

no i p address

|
interface Ethernet4
shut down

no nanei f

no security-1leve

no i p address

|
interface Ethernet5

shut down

no nanei f

no security-1leve

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi xfirewal

ftp node passive

I--- Conmmand that pernmits |IPsec traffic to enter and

exit the same interface. sane-security-traffic permt
intra-interface access-list 100 extended permt icnp any
any echo-reply pager lines 24 | oggi ng enabl e | oggi ng

buf fered debuggi ng mtu outside 1500 ntu inside 1500 ip

| ocal pool vpnpool 192.168.10.1-192. 168. 10. 254 nask
255.255.255.0 no failover nonitor-interface outside
monitor-interface inside icnp pernmt any outside no asdm

hi story enable arp tineout 14400 nat-control !--- The
address pool for the VPN dients. !--- The gl oba
address for Internet access used by VPN Cients. !---
Note: Uses an RFC 1918 range for lab setup. !--- Apply
an address from your public range provided by your |SP.
gl obal (outside) 1 172.18.124.166 !--- The NAT st at enent

to define what to encrypt (the addresses fromthe vpn-
pool). nat (outside) 1 192.168.10.0 255.255.255.0 nat
(inside) 1 0.0.0.0 0.0.0.0 static (inside,outside)
172.16. 3. 102 172.16. 3.102 net mask 255. 255. 255. 255
access-group 100 in interface outside route outside
0.0.0.0 0.0.0.0 172.18.124.98 1 tinmeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225
1: 00: 00 ngcp 0:05:00 timeout ngcp-pat 0:05:00 sip




0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absolute
I--- The configuration of group-policy for VPN Cients.
group-policy clientgroup internal group-policy
clientgroup attributes vpn-idle-tineout 20 !--- Forces
VPN Clients over the tunnel for Internet access. split-
tunnel -policy tunnelall no snnp-server |ocation no snnp-
server contact snnp-server enable traps snmp !---
Configuration of |Psec Phase 2. crypto ipsec transform
set nyset esp-3des esp-sha-hmac !--- Crypto map
configuration for VPN Clients that connect to this PIX
crypto dynami c-map rtpdynmap 20 set transformset myset
l--- Binds the dynamic map to the crypto nmap process.
crypto map nynmap 20 ipsec-isaknp dynamic rtpdynmap !---
Crypto map applied to the outside interface. crypto map

mymap interface outside !--- Enable | SAKMP on the
outside interface. isaknp identity address isaknp enable
outside !--- Configuration of |SAKMP policy. isaknp

policy 10 authentication pre-share isaknp policy 10
encryption 3des isaknp policy 10 hash sha isaknp policy
10 group 2 isaknmp policy 10 lifetine 86400 i saknp policy
65535 aut hentication pre-share isaknp policy 65535
encryption 3des isaknp policy 65535 hash sha isaknp
policy 65535 group 2 isaknp policy 65535 |ifetinme 86400
telnet tineout 5 ssh tineout 5 console timeout O !---
Configuration of tunnel-group with group information for
VPN Clients. tunnel-group rtptacvpn type ipsec-ra !---
Configuration of group paraneters for the VPN Clients
tunnel -group rtptacvpn general -attributes address-poo
vpnpool !--- Disable user authentication.

aut henti cation-server-group none !--- Bind group-policy
paranmeters to the tunnel-group for VPN Clients. default-
group-policy clientgroup tunnel-group rtptacvpn ipsec-
attributes pre-shared-key * ! class-map

i nspection_default match default-inspection-traffic ! !
pol i cy-map gl obal _policy class inspection_default

i nspect dns maxi mum | ength 512 inspect ftp i nspect h323
h225 inspect h323 ras inspect netbios inspect rsh

i nspect rtsp inspect skinny inspect esntp inspect sql net
i nspect sunrpc inspect tftp inspect sip inspect xdncp !
servi ce-policy global _policy globa

Crypt ochecksum 1alad58226e700404e1053159f 0Oc5f b0 : end

f£  ASDM Ei B ASA/PIX

EFEH ASDM R Cisco ASA Bt & NIxFE VPN Server , EERA TSR :

1. \EBE O A i%$F Wizards > IPsec VPN Wizard,
2. 1%£# Remote Access VPN P2iEK R , HAFRKRBERIZE VPN BREEO,
3. E:ii;%TuE_EI‘JE.”Eﬁ VPN g}t‘ﬁ#ﬁ;‘éiﬂo ifﬁ Nexto

4. A“Tunnel Group Name i A& #5. REEFANSHRIIER. &ARHIH%EE T Pre-shared

Key. X : ASDM L&A RNRBHRE/MEMAZRANT E, FEZ ASDM A HEE
ASA WARBFEBEFHTHEBHARER.

ERRFLECAS A BEENTEAS#THORIE , ERFE/EMANEE AAA BRS5H4E

MR PHTHEORIE, X : SRESR 6 PRASPMER LA BEES, X
: Bxafai@Ed ASDM ELESAER AAA BRSRREMNEES. | 1S H _PIX/ASA 7.x BBt ASDM
71 VPN BB E & 7560 iF MR AR S5 8540 9 Bl & 7R Bl

NRFE  BHAFRNIRHEED, TX: BFEMNKEAFRERITAS, &

ASDM & O i%$F Configuration > Device Administration > Administration > User
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Accounts , SURBEHIERFE FHIER B X &5 B MEIEE Bl BR.

7. EX—NEEIZERE VPN B iR TIEZER IS 2 B A T80 AR b itk i,

8. W# : $§7E DNS 1 WINS FRFE5E B U RS HHIE 2 mE VPN B IHHNRIAF S,

9. N IKE EESH , h#H IKE £ 1 R, MBERBENEEXMNTL—H , {8 Cisco VPN &EF

W B NECERREBNEE, TEEE iR PC LHIT IKE BE.

10. N IPSec EEESE , B A IKE 5 2 Bir . BEMRMNEESLNTE— , B Cisco VPN
EFm2BNECEREBNEE, THEEEFS IR PC LT IKE BE.

1. IBEMERIBLENEMNE (MRE ) AIEERE VPN AP AF, RFGIIREZE |, MFATF
iF2 VPN B 1518 ASA IBANNZIME, SR ENREN SRS EBERE, 2 ERZER
REXRS R EAE XN EREROBERFTNE , HEIFURRER L WiZBERREMM
FTEA Internet IR MEZ TR, R A BASEIPEE , NIk BiZRE VPN AP ERIER
fFEIFEEEHE ASA. XARESHBENTRMLESREAR , EFFRTENEE.

12. LB OE REEHITRENLCE, IRNEEREHE |, 52 F Finisho

13. B RPN EIRERN |, FEE ST same-security-traffic LA AR EREEIE —ZEONFH N H
EZENzEERBER

14. 1% Configuration > Firewall >NAT Rules , 3 % t“Add Dynamic NAT Rule” A ASDM
BRI LB AR,

15. i£$% Inside fERRIED , REWAEH T NAT Bifbit, 3 F“Translate Address on
Interface” , i£$% outside & &5“OK”,

16. 1% outside fERRIED , REWAERIT NAT EH#f#ut, 3 F Translate Address on
Interface” , i£#% outside H # &5“OK”,

17. H#%3%4% Configuration > Firewall >NAT Rules i , #i6f¥ .8 'R 1 “Translation Rules” /.

X8 1 : FERE sysopt connection permit-vpn &5, show running-config sysopt ti S RIERHR
BETZ®HD.

AR 2 AL UDP ZHAIMU TR

aroup-policy clientgroup attributes vpn-idle-tineout 20 ipsec-udp enable ipsec-udp-port 10000
split-tunnel -policy tunnel specified split-tunnel-network-list value splittunnel

AR3:EPXREN2RREEFHEBLHHLUEN IPSec over TCP i#3E VPN BF i :

i saknp i psec-over-tcp port 10000

EE . SELEERASATSAN EXRAFAUERAFRBER N A RIENTREN S RNESEL,
VPN EFinh B

SERUATESRUEE VPN & :

1. 1%+ New,

2. WA PIX B8RO IP it AR AT S HRIENBELAENOS,

3. ( @i ) B “Transport’ it I+ T &Y Enable Transparent Tunneling, ( X2kl , HAE
EAR 2 PIRIAI N PIX/ASA BLE. )

4. REFEEXH,

B

ERAER D ATEIAE BRER ERIZTT.
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o AHBRER (XRIFMAF ) (OIT) XFFEL show 5. M OIT AIEEX show an S
HE 2o

- show crypto isakmp sa - & 7RI FE LA 81 IKE 2 XE (SA).
. show crypto ipsec sa — E RETE X SA. E# SA LE X VPN &P inEIE R N2 M #R%
BED,
ZiAMNE P is ping SN H IP etk (420 www.cisco.com ) .

XE : BRIEE2FEEEN TEE management-access @5 , BNFEE ping PIX B AR O LU
PR BEIE

Pl X1(confi g) #managemnment - access i nsi de Pl X1(confi g)#_show nmanagenent - access nanagemnent - access
i nsi de

VPN % P i 5 iF

SERA T ZBRUREIE VPN & F i,

1. 5 BRE , ABEFREESEDHN VPN BERHSIEE |, HEERITERIETIUEE IR
MER,
2. B FH“Route Details”iE I F LARIE R B ARMIRE B TEIE D EIFEE YR,

P B BR

AR AXWMMAHERR VPN BB EFMAESR |, 15200 VPN SEESERBRE E.

HXER

- PIX R2REMZA 7.0 EBHN 9 B E i VPN E B RA)
. Cisco VPN &P i

- |Psec {hE/IKE

. Cisco PIX BF K3l 8k 4

. Cisco Secure PIX B K i fs £S5 &

. 27 Field Notices ( 8% PIX)

. EEBASAR R X

- HREM# (RFC)

- BARFZEHHH - Cisco Systems
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