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3. #%&$ZVPN Settings.

4. %FEAdd VPN,

5. 1% ##Add L2TP/IPsec PSK VPN,

6. %R VPN Name , A5 A RSB FR.

7. %£$%Set VPN Server , ARG AR BT,
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User nane <nane> password <passwd> nschap
ip local pool |2tp-ipsec_address 192.168.1.1-192.168.1.10
group-policy | 2tp-ipsec_policy interna
group-policy | 2tp-ipsec_policy attributes
dns-server val ue <dns_server>
vpn-tunnel - protocol |2tp-ipsec
tunnel - group Defaul t RAGroup general -attributes
defaul t-group-policy |2tp-ipsec_policy
addr ess-pool | 2tp-ipsec_address
tunnel - group Defaul t RAG oup i psec-attributes
pr e-shar ed- key *
tunnel - group Def aul t RAG oup ppp-attributes
no aut hentication pap
aut henti cation chap
aut henti cati on nms-chap-vl
aut henti cati on nms-chap-v2
crypto i psec transformset trans esp-3des esp-sha-hmac
crypto i psec transformset trans node transport
crypto dynanmic-map dyno 10 set transformset set trans


https://tools.cisco.com/bugsearch/bug/CSCtw58945
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crypto map vpn 65535 i psec-isaknp dynam ¢ dyno
crypto map vpn interface outside
crypto i saknp enabl e outside
crypto i saknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400

ASA 8.3.2. 128 ¥ & x4~ &l B 7= fl

User nane <nane> password <passwd> nschap
ip local pool |2tp-ipsec_address 192.168.1.1-192.168.1.10
group-policy | 2tp-ipsec_policy interna
group-policy | 2tp-ipsec_policy attributes
dns-server val ue <dns_server>
vpn-tunnel - protocol | 2tp-ipsec
tunnel - group Def aul t RAG- oup general -attri butes
def aul t-group-policy |2tp-ipsec_policy
addr ess- pool | 2tp-ipsec_addresses
tunnel - group Defaul t RAG oup ipsec-attributes
pr e-shar ed- key *
tunnel - group Def aul t RAG oup ppp-attributes
no aut hentication pap
aut henti cation chap
aut hentication ms-chap-vl
aut henti cation ms-chap-v2
crypto ipsec ikevl transformset ny-transformset-ikevl esp-3des esp-sha-hmac
crypto ipsec ikevl transformset ny-transformset-ikevl node transport
crypto dynami c-map dyno 10 set ikevl transformset ny-transformset-ikevl
crypto map vpn 20 ipsec-isaknp dynam ¢ dyno
crypto map vpn interface outside
crypto i kevl enabl e outside
crypto ikevl policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetinme 86400
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4. %% Disconnect.
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- show run crypto isakmp — A FASARRZ<8.2.5

- show run crypto ikevl — FI FASA 8.3.2. 128 E & R4

. show vpn-sessiondb ra-ikev1-ipsec — i TASA 8.3.2. 128 & MR &K
- show vpn-sessiondb remote — F TASARRZ8.2.5
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- Cisco Bug ID CSCtg21535 , “ASA traceback when connecting with Android L2TP/IPsec
client”

- Cisco Bug ID CSCtj57256 , “L2TP/IPSec connection from Android does not establish to the
ASAS55xx”

- Cisco Bug ID CSCtw58945 , “L2TP over IPSec connections fail with Idap authorization and
mschapv2”
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