ASA 8.2 : ImOBER(%KR)Snat, £/ , BS
MipEHxRBHEHAASDM

SV H Ui A
RVFRSBENFEFR NAT 5 R SRR 45
Fo i R 3 ANLXS SR P 4% B 1 8] S PAT
BR 1 P 3B 3 AL S4B P 4% /4 175 7]
AFBOZENFRESEHRELER
AFRZEENENHRSEFHMRE R
N4EEEN/MEEH NAT

(£ Static v S HITHOEEM (HEX )
£/ Static @55 BR%| TCP/UDP £1iF
EH T a8 B9 5 [7] 51l 5=

HXEE

1Lk

AR HE O EE@AMAEBR TENZE T EASA) THEFEAASDM, B R ER B2 & &
ASA |, F BRI 204 T4,

KRR
ER

Cisco BWEB THLUTEE :

. NAT #iR
. PIX/ASA7.X : isOEEM

{E FIRY 4B #F
XN ERET AT REMBEARE :



//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/nat_overview.html
/c/zh_cn/support/docs/security/pix-500-series-security-appliances/63872-pix70-asa-portredir.html

. Cisco 5500 % 5| ASAhR 2~8.2
. Cisco ASDM}R7<6.3

AR . RNRBENATHENEARE RULEEMCisco ASARKHHIRZ8.058. 2R R #F T4,

AXREPHESHRETRERBEREINREREN . AT EANRERERIEIRAR
i (BiL) BE. NREEANREIMGE  FRREELTHMESHREERN,

|

BXRXEANGFMRES , H5H Cisco HARERAN,

) 4% P

Application
Sarvar Q
Internal Cisgo ASE Chatside
N etw ork I atwr ok
ﬁ a Intenet
2 |
172.16. 11024 e Cloud
172.16.10.024 PP 209,165 200 0 :
Crutside User
17a MG 100824

WEEAREAN IP iS5 RE Internet EFRAIEERAH, XLt BESRERERFEHAN RFC
1918 b,

S VF 35 1 [F]

HIEHRERMNREZE RN EOINRERZE RNV EONER, XTEMNRIBRSEBRESE,
MAHZEEX (DMZ) WEEZMM DMZ ZINERERE, REEZREONZERHS T BIREOD
MZERF , XEATEITEN—1 DMZ F| 5 —1 DMZ BiE#E.

EETEZEILZ2TESAERENEZREIN, LtIhsERF W nat-control, LEAL kAL REVE BTN
TESASDMEA N TETASAARFIERE , TRHE MM, AR, RZHEiEEH N &
B K ARZRALIEFTREERNFERE , A RBNEERHRE MU R NE,


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/no.html#wp1746857

Configuration > Firewall = NAT Rules

o Add - @ Ede W Dol + & g;.EI;-.ﬂE- QFndEmag;am;L-..
e L R P i .._mmm{ Tran
# Type
SourcE Deskination Sarvice Inket
I
!
1
!
!
[

T

@ Enable traffic throwgh the Firewall wakthout address translation ]

|] ﬂapq:-l'.l] ][ Reset ]

AEREBEYEE NAT B REISABR L

BATRE AT EN/MEZR —ABIEENSNATRNFEIAR . AT TR , BEZERFELEN
FEAH/M BRI SSER MU TTE] | B A AT AT 5 4 AR 5T 3 B R Y | P 3t 1k A9 0t

SERIXESTRA T AFREBENNABMLEI TR SNAT:

1. Z&Configuration>f K 3> NATHM , BRI , AREEFMEIENATRUIET N TEE —
/\KNATW!IJ o

.FI|EE iews Tools ‘Wizards ‘Window  Help

tﬁl Home 9?% Corflguration D l'-"lnntnrlr‘ug| @Sme @- Rafr&sh a Back \__J

Device List ol % % Confl 0. > Firewall > NAT Rules
& add ] Delete & Connect *n:tdrﬁ' E‘i Ti ;%
Furewall LI e Add Satic NAT Rule...

| I [T
% 7 | "".". Add Dynamic NAT Rle. .

B8 Add NAT Exempt Rule...

|
ﬁ%mm Reces il | |ahd| Add Satic Policy NAT Rus..,

I

1

|

| 42} steto-see e |

I
ﬂ) Device Management

ol
il Add Dynamic Policy NAT Rule. .
s

yidress

o de

2. R ENEREZEOMN BN, £AESource PRI EME B ERHMIEE EH/MBHIKERIP#
2|8



&% Add Dynamic MAT Rule

Ej”mal Ry e ey i YR CR TTCTIEY 1oiis
Interface: | |
SOUrce: | BJ
Translaked
Select a global pool For dymamic transiation,
| Pool ID Interface Addresses Pood
(] {outbound) Same a3 ofiginal address (identity)
L) {irbound) Same as original address (identiky) E
P
Connection Settings

3. EAHI |, BAMEAELFE, JTOKEN T FERIER.



% Browse Source

& add [ £dt [f Delete  CL Where Used

Fiker: | ke
arme sl TP Address Metmask Descriphion Civject MAT Add
= IPwd Mebwork Qbjects
L any 0.0.0.0 0.0.0.0

{25505, 2550

-l manage. .. 10,77.241.64 255, 255,255, 192
- il outside-.., 209.165.200.0 255, 255,255,224
™ 20,1.1.10 20.1.1.10 265,755,255.255
ﬂ. L7216, 172.16.01.1 255,255.255.255
L. B 172,16..,, 172.16.11.10 255, 255,255,255

= 172.16..., 172.16.12.2 258, 255,255, 255

M 209.16.,, 209,165.200.10 255, 255,255.255

[ SOUCE -3 ]Erﬂlde-retl.-'.lnrkaﬂ

4. BHREN T IR R KPR M 45 AR 51 | P 1k 49 5t



@& Add Dynamic HAT Rule

Criginal
tnterface: T
! <
Soiroe! |In5|n:]E-netl.~.b:tic;.|'24 [3
Transiabed
Select a gobal pool For dvnamic branslation.,
| Pocl ID Interface Addresses Poal
o0 {outbound) Same &5 origing address (dentity)
L0 (inbound} Zame as origingl address (dentin) ® =
Manage, ..
i
Connection Settings L3
[ ok ][ coce ][ nHeo |

5. BEBRMN THFANERitbut e O,
B8 Manage Global Pool

|PoollD  Inkerface | AddressesPool

i oK I” Cancel ” Help ]

6. RFWEATF BEEHOEO - BEETFRNVNMERMIPHL. FE  FEEEHIDFAE
TR TARMX LR i, REOKEAN TEREIEELRMED,



& Add Global Address Pool

Irkesface: | outside

Pool ID: 10

IF &ddresses bo &dd
(%) Range

Addresses Pool
[ 209,165, 200,20 - 209, 165,200.40

Starting IP Address: | 209.165.200.20

Ending 1P Address: |209,165,200.40

Netmask (optional): |255.255.255.192

{ ) Port Address Translation (PAT)

L
[P &ddrees! |

Malmiass d antarsaih |

'® Port Address Transiation {(PAT) using IP
Address of the interface

= .

7. REOKE N TR E 2 Az ASNATH

&M,

&% Manage Global Pool Ea
& add @ =l oot
Pocl ID Inkerface Addrasses Pool

8. REOK®EN T A SNATANE E.



&% Add Dynamic MAT Rule

Crignal —
[mEerface: |insi|:|e W
SOLrce: !mmg—nﬂmrm‘zq E]
Translakbed

Select a global pood far dynamic translation,

Pool ID Inkerface fiddresses Pool
~+( {outbound) Same as original address (idantity)
(lr!:un-_lnd',t Same as arignal address (idenkitv)

o
N

Connection Settings

TP
| ok ]| cencel || Hep |
9. BhEAMEEWNAEN, XX : Enable (event)it BB 3% A b 1k F 3015 01 49 By K IR T IEE o
Configuration = Firewall > NAT Rules [m]
#add - FHed [Jocee 4 & X% By B - Q Fnd B Owgram 57 Packet Trace
l' s Criginad Translated
Source Dastination SEiCE Interface Bk ass Sarvice

LDl | ossde LT 200.165.200.20 - 206.165.200 40}

| Erusbde Eraffic through the Frewal vithout address translation

L[_tenly J| [ Rest ]

X2 IASDMEE % HZEFECLI

nat-control global (outside) 10 209.165. 200. 20- 209. 165. 200. 40 net mask 255. 255. 255. 192 nat
(inside) 10 172.16.11.0 255.255.255.0

RIFUEE , £172.16.11 OH%E’Ji*ﬂﬁ?ﬁ?zzﬁﬁMNAT}ﬂ’,E’JFﬁﬁlPﬂbiﬂ: 209.165.200.20-
209.165.200.40, XE , NAT/@,IDE#%EEO B eE D B R — MNATHEI S — N EB/dmzM 4. a0
%WERQ\TE’J/&J:IZ%E‘HHE’J‘EMM EaRe AR , MRREBELSEELTITR, GR , L=
HRIMPATH A AL ERENE i&iﬂ:dbi_{'*' Eo

AR HRTENUERRANNPAEESR , XD , EFEMREAclear xlate@y T ABLEAE R AE K,
BN, E-/NAEERTERREFRARKE , ERMEE, FRIEEN , HEZLclear xlate®®
T, BN UL IEIMAERE,

SV P ER I AL SR P 4 89 T [F] S PAT

MBEHEABENHREZE PN H b ## T | BEH PAT. 1R global FAEE—Mtut |, NiZ
k2w O iRitit, ASARFEEON ﬁiﬂﬁefz%ﬂﬁ Rim OEREIT BN 2 FHMHA65,5350)
ﬁx‘ﬁ??ﬁ&ﬂgﬂo



//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/c3.html#wp2134958

FTRXLELSTRAN T AFAEBENNIASEHHE SPAT :

1. & Configuration>ffz K 1> NATH A , 2EHFM , R EFRMBIABANATRUIED R T EE—
Configuration = Firewall = NAT Rules

oo @ e @ (4§ %

s Add Stakic NAT Rule. .

131 Add Dynamic MAT Rule. ..
E=# Add NAT Exempt Rule...

w1 Add Static Palicy NAT Rule. .
'_ﬂ add Dynamic Policy MAT Rule. ..

ddress

NBHASNATHN
2. BRI ENEEEON BN, EAESourceF B 1¥HE B HREIE R T A/ & #Y SKRRIP
i, FEEEMBAEB, BHREN TELERBUES.

&% Add Dynamic NAT Rule

Original
Interfare: | I |
Source: |h5idametwu:wk,l'2¢ {Z]|
Translabed
Salect a global poal For dynamic bransiation,
Pool ID Interface Addreszes Pool
| {outbaund) Same a5 original address (dentity)
- {inbound) Same as original address (identity)

Manage, ..

Connection Settings *



B Manage Global Pool

| Pool ID Inkerface fddresses Pool

3 % Add, m |_ Cancel J [ Help J

4. SR B QR MY IPHb b L3208 O b 3t IR (PAT) , FEETHRMN THRMEE i, B2
iC 0 ECLENAT 3 1k th Y — E— YD,

B Add Global Address Pool |

Intesface: oubside v |
Pool ID: 20 |
() Range [ |iii igi EEEEEﬁ ii
b E Sodrece i |
I T In' I : |
{ ; i | |
() Port Address Translation (PAT) T
| f | |
I‘ | JLACIOT .E | | |

'E:' Port Address Transiation (PAT) usng TP
Address of Ehe irterface

[[ ok | |[ caeel |[ Heb |

5. RRIEbAL B AERE O AVEC B AV i M AR N 2O M — R AT At REOKE N TiRE FH



B% Manage Global Pool

g Aadd [ Co ﬁ Dielete

Pool ID Interface addresses Pool

“ outside == | autside

.
QK | | Cancel | | Help
MZSNATRNE D, e

6. £ Oko
& Add Dynamic NAT Rule

Ciriginal -
Inkerfare; | nside v|
Source!  |inside-networkf24 E]‘
Translabed
Select a global pool For dymamic bransiation,
| Pool I Interface Addresses Pool
| =0 {ioutbond}) Same as orlginal address (identity)
{ w0 {irbound) Same as original address (identity)

&

Conmection Settings

ok [J[ concel |[ teb |

7. BEE /S ANATHLIE Configuration>Fs X 1> NATH N & 18 & RIL4L .



m r § B + 4+ Lt E Q, Find f29 Diagram &
Oraginal Translated
F Type
SOLRce Deskinakion Service Inkerface Address
= incide
i -EEE Dy namic iy irside-network/24 outside B8 outside
¥

[[] Enable traffic throwgh the firewall without address translation

[Toomy [ [ et

XENWPATE B HEANFRCLI :

gl obal (outside) 20 interface nat (inside) 20 172.16.11.0 255.255.255.0

PR ) PR 3B 3= A% 4358 P 4% B9 15 )

HEEANEEELN K MNEERE£MEONAFETRMEREXEKERERSMEOD, ERH
MR RELEFRROELERF |, BEABRAMNIEASDM, Lt RAEIHER A T £ A4 P IHRATRE
JB(SFTP. SMTP, POP3, HTTPSHIWWW)FRIM i 8 51884 5 BR 4 E 4t

AR RRNIELHIN EF 4 Ritaccess-listo

BIX L5 25 Bk

di

1. Z&Configuration>P5 X #>AccessHIN , #diFMN , H HERBMBRMRUET 7 T 012 —H

Configuration = Firewall > Access Rules

& add -\ @ e W + ¥ | &
g Add Access Rule, .

gp | Add IPvE Access Rule. ., -

ﬂ: o =B
§ 1 @@ any
n

ORI RTIE S = TR

2 EE AV ESource S RMEIPI AL, MERFE— N AR EENEOSE , #AAY
Bk, BE  BERSTRATRAERREAN TORESNEOMN —TCPRES A,



B Add Access Rule

Interface: insii:lu W
Action: (=) Permit () Deny

Source: 172, 06,10.100

B
Destination | any X [j
Service: i @

Dezcription:

{+] Enable Logaing
loggngLevel [Defaul  +|

More Dptions

Lot

i pdd v @ £ P Delete | @ whera s

_rri Service Group,..

[l TCP Service Group... o
UDF Service Group.., .

E |
gﬁi TCP-LIDP Service Group. .,
g TCMP Group...

_r% Protocol Group. ..

3. BERM , A BETCPRS B, cdleigm el
4 WAMANET, HERRES—AEBWHEO | 5 ELETFNN T B HA1E Group=BE9 &



@& Add TCP Service Group

Group Mame:  Peemit-172.16,10,100

Dresoription:

%) Exigting Servics/Service Group: Members in Group:
m"ﬂ HI-HI'FE

= TCP Service Groups ~
| - Predsfined
rer: ol
L t';"FI
-rgx. chargen
-~ M cifs
- Kk cikris-ica e
et chigbe _ Add = |:_
ma davytime T
- xeke discard
- Mgk domain
fie echa
Tek: exac
1ok Firnger
e Ftp-data
"N gopher

e T

[ Create new member:
Part/fange: | '

| €

| ook || cocel || e |

=
Dlo

ENZEBIAENEOEALNFR, QEOKREN T EAEEHEENRS WA,



6.

i

@& Add TCP Service Group

X

Group Mame: Permit-172, 16,10, 100

Description:

Members in Group:
[eme |
e ||1=E k- H;FI
B nnkp B | k- Fep-clata
1k hitkp
B pranywhere-data i
1 https
- §iEs pifr-aubo-rp |
6 pop ||~ X pop3
- !
-
- sip
i
EE suUnifpc
- I bacacs
- g talk
16 telnet
- uucp
rer whois 3
{) Create new member:
Port [Range: I |
e,
| o [][ ceond ][ hHeb ]

RREIICEENTCPRS AL, £ Oko



§% Browse Service

% Add ~ [ Edit [ Delete @ Where Used

Fl:sr:l |'
Name Protocol | SowrcePorts  Destination Ports | ICMP Type | Description
L LmeFtp kep default (1-65535) 21

e Frp-data bep default (1-65535) 20
gt hitp bep default {1-65535) 80
g hitps  kep default {1-65535) 443
mrp:p? kcp default (1-65535) 110
Lwesmkp kep default (1-65535) 25
- EiERDP kep
=1 Predefinad
i gy aol Ecp default {1-£5535) 5190
-2 bgp kcp default {1-65535) 179
-2k chargen  Rop default (1-65535) 19
i HE cifs kcp default {1-65335) 3020
il citri-ica bep default {1-65535) 1494
1 clighe kcp default {1-65535) 2748
i@ daytime  kep default {1-65535) 13
g discard  kep default (1-5535) 2
i T5E domain Ecp default (1-65335) 53
1@ echo kep default (1-65535) 7
LR BB Ecp default (1-65535) 512
Seleched Service

o e



§& Add Access Rule

'"_"l..-
Action: (%) Permt () Deny

Inkerface:

172.16,10.100

[ More Options

Source: g]
Diestination aﬂv G|
Service:  Permit-172.16.10.100 E"
} Descrigtion:
[«] Erable Logaing
Logging Level: | Default v

=

2k,

I

Cancel ][ Help ]

7. 5% OK U ZREE.,
8. BL ERY A RH N A

EWE IJ'EConflguratlon>I3J§Ai >AccessH NI BB ARZFEAOT,

@'Eﬂtﬂb&i&te 4+ 4 ¥ B2 - Q Find B Oiagram [ Export + (@ Clear Hits 5] Show Log &7 Par

# Enabled SOUrce Destination SErice Aekion Hit= Lagging Ti
= ,F inside (2 m:nmmg ruh'ss}
@' any @ 0 [7CP Group: Permit-172,16.10,100
= _ﬂ' inside 1P+ (2 imphct incoming rules) TCP: fop (21}
i1 @ any @ Ary less secure ng.,. 181D IEE LE'{;E}':ED}
2 @ any @ any w00 | Top: hibps {443)
= .F' ranage (2 imphidt incoming rules) TCP: pop3 (1100
il @ any @@ finvy less secure ne... e ip Libbihie ES.:'
9. S(‘H:% F , BRI sEth R BTCPIRS A B iE £ Services EMM I M BEH. BHHRBHNTE
?&i&ﬂ%ﬂﬂﬁtﬂﬁ%ﬁ 4,
vzEincmall > Sccces Bules SO, o pddensey” Serdces | T Ronges
fear [fowmte | & & % G L - 0 Frd B3 Cvram (g Erpert - @ Tl Fis (3 Showlog 73 Padket Trace AnCYiEe, BB
whisd | Seurce [ Sarvioe mion | WEE Logana  Tme Desoeomion [ 'ﬂ PR N b L
{2 moawang rules) Fk&i:
: EOL I Y I R -
e D Dy Ireplc rade | &1 TCP Servics Grouse A
mop ' Feer Iraplicit ! P o e
= G oy Eraplick: w8 Foedata
1 2 ok rcoring rabes) = hits
[ e A Arvy led Seture e i o Perci Ernplt ruls; Per = hikzs
@ oy & oy . Qb Dery Ireplek ruie W popd
1 1P (2 impiot incoming nulesh ¥ imip |
P any & ey less smorene.. D o Parmit Ernplicit ruls: Par TR RDP |
o o ey . O Derw Erepleck: ruie | = Fredefined
£ (2 ireering rubed) s
(B 8 2.0.1.0 5 209,185.500.10 e d W Parit 0 b
i ey = P G D=y el rde 1 chagen

10. EBEERNEFETCPRSARAET ., HITREEM
&Ko

FERNENR , HERTOKBANTREE



@& Edit TCP Service Group

faroup Mame: Permit-172.16. 10,100

Description:

{#) Existing ServicefService Group: Members in Group:

Name
LT]"T':F' JErViICE GrOUpS -
@ §2% RDP - gt fp-data

[l
g
=)
=

mek- citroe-ica
ik chighe Add ==
- i daybime
oo e discard
: - domain
me echao
s axaC
- mi#e finger
- g gopher
- N h323

N PRy e

() Create new member:
PortfRange: |

|

o ][ G | [ b

. e, sl ban]ne
| B | l CISCO
T T
# aad [ twnin B Comact Wadde Few P + & 4By B 0 red B capen et ¢ g Cear e (5] Sowlog 47 R T e o2 E.
fwomell B RE | g frathe  Soures Teatruean ssreca Mwr M Laggng  Tem Cemripten Wi - (b ) el ) e e
mm ! = e (7 reareng rur) i R A |
Bamen Acce W | T L o (LA ) i Dy Frohet nuin i BT S Grmapa -
uu S | |y e e —— F 2246, 1. L0
.ﬁuﬂiouu:E’luﬂmm . e AP A R B o Pirmt Dmckef ruim:E 2 = fp
Bs et 2 > -2
— dwei P Trom 3 et aind P (3 Pt Oy () It Oy e
o Freem hanagreans | -
AR e T T f o pemd
H | deet || e || ehwwed. | g e
regt " ] (B vy ooy e

XE2FRECLIEE

obj ect-group service Permt-172.16.10.100 TCP port-object eq ftp port-object eq ftp-data port-
obj ect eq ww port-object eq https port-object eq pop3 port-object eq snmtp ! access-list

i nsi de_access_in extended pernmit TCP host 172.16.10.100 any object-group Permit-172.16.10.100 !
access-group inside_access_in in interface inside !

KXTRAFREFINLEELR | SFEETLASDM GUIRINTE ik [R5 K.



/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/112925-acl-asdm-00.html

AFEOCHNAREFAFERLEHR

Mo ERNAERAEEREZ2EFANEORNNRE,

XL B R I 5 AR A RELE

HABONXAVPNRENZRER , ERARKER —MED, VPNREGFEXRER T RINE
, REHFRE —VPNEZFEBEMNE, EConfiguration>iRFiRE>EEO , F REBRFHANMRZSMNEN
Z [E Enable (event) i IEREXN E—MEO %I,

. : 2 :

Leyel Prefis Length S =atE
Ethernetlil.il |n5|da 100 1??. ‘:E~ 11. llJ' 255,285,255.0 el
Ethernetyfz manage ‘fes a0 10.77.241,115 255,255.255.192 Mo
Ethernst0)s ] §la]
¢

[ ] Enable traffic babween bwo or more interfaces which are configured with same security levels

[ [¥] Enable Fraffic betwesn b of mare Nosts conpecked o the same rter ace j

| Apply ” Reset j

X L B R a0 )3 A O 2 & AR

XRERANATFEZEOZENBESHENZEER, EConfiguration>REFRE>8EO , HHIEEE
ﬂ'—?— FAHEREFHEMAAPRZ N ED ZEIREnable (event)iit k.

Eunf'j'g_ uration > Device Sefup > Inl:erfﬂces_

Interf ace Mame Enabled EEL‘;U';? TP address :" ;T:EET;: Redun
EI:hEFthtEIfl U'lsldEl fo0 172.16.11.10 255.255.255.0 Mo
El'hernet[lrz manage "r'es o0 10.77.241.115 £55.255.255.192 Mo
Ethernet0)3 ) Mo
<

[J v| Enable traffic between twa or mare mterf aces which are confiqured vath same security [evels )

XRXMIRENFRECL :

same-security-traffic permt intra-interface
same-security-traffic permt inter-interface

RATZEENFNGRAZEENMBERHE




X AT LUB TS B A B ANATHRR MG RIMAA R R FRE TN, BFREREL , SHANBAFFER
B EE 120 P EB P S AL B P A IR 25880 7R A2 TR FR B9 1E LK P9 PR SR R 9 BR 5 B9 B — M &
IPitbit, 4R , ZFREEMFZT AP R ARIPHb i EE — MNESNATAL ., RIREE—1NAE
EE%%%(172.16 11.5)0 N THU T , EFEBRULBRSRIPEILFIP, L RHIHER NS
MO EEASNATERIF172.16.11 .5§|J209.165 200.5,

KT AN AP EB 0 @ LI RIA N 5 Bk WebfR %5858 B E R ikdl. FECLIF MR ER
T#RERIAL

access-list 101 permit TCP any host 209.165.200.5

HHAEZEE , ZEBEIASDM GUIR IS E KA 5K

AR EEXRFHPEAWMARNABEASBRLLERESSR. F8 , NRRENEARS R
OIS | RS BEFARS SO TSR |, YL REEE, HYD , YEKHN |, F BERY
PR 50 BB S/ AR A 2 3 EL R PE PR S SR MO PR T O

SERIXESTRA T EEFRSNAT

1. E&Configuration>ff5 X 1> NATHR A , #5500 , H BikZF W INEASNATAL .
Configuration > Firewall = NAT Rules

f add | [ [ + 4 4L BB
11 Add Static MAT Rule. ..

add Dynarmic MAT Rule. . De

Add MAT Exempt Rule. ., -

Add Static Policy NAT Rule. ., 24

i [

add Dynamic Policy MaT Rule. ..

2. B ED —EEERRKIPHUNZRENIPHIL , H B SEHOKE,


/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/112925-acl-asdm-00.html

&% Add Static NAT Rule

Orignal — —
Inkerface: inside b
Source! 172.16,11.5 B

Translated
Inkerface: autside b
(@) Lse IP Address: |209.165.200.5 (-]

{:} Les Interface IP Address

Port address Transhation (PAT)
[ Enable Port Address Translation (PAT)

T IE3F
;| el ! |
rslated Fart | |
Connection Settings o
e T
[| o [J| comemt || heo |
e
3. MBI CRBEMNEASNATR A AL, BHRMAN T RELEIASA,
Configuration > Firewall > NAT Rules
EEL‘E ﬂﬂulua + 4 % xR ELFME&E?’MIU}PHMTIEEH
Original | Translated
# Type
SOurcE Destination Sarvice Intarface Address
= inside (1 Stakic nulas, 1 Dynamic rules)
E 17216115 wlsde T 209.165.200.5
2 1;!! Diyrismic w8 inside-networkf24 outside B outside
L

[ ] Enable traffic through the firewal| without address translation

|[ Apply ﬂ[ Resst

X2 IASDME B —HECLIRA

! static (inside,outside) 209.165.200.5 172.16.11.5 netmask 255.255. 255. 255 !
MGEEV/MEER NAT

HEFERRBEINHMEMNATE |, FEM—INATHREANZE A ER, XETFEENZ
BEIEREE,




B LB TR

di

1. Z&Configuration>ff X 1> NATH A , #5500 , 3 BikZF M IMNATIRR SN,
Configuration = Firewall = NAT Rules

g add | Edic [ Delete + & %

s Add Static NAT Rule.., |
31 Add Dynamic MAT Rule. ..
=3 Add MAT Exempt Rule. ..

dud Add Static Policy MAT Rule. . E
.i'g_ﬂ Add Dynamic Policy MAT Rule. .. ¢
g8 Insert,.,

?lb- Insert After. .. d

2. X8, MERE172.18.10.0 M ib it MW R T . BERBMEETUEE. NATREFBEHRD
TR NREZEMEAONHERENESZEMEON AWBIERMINETZ H HIERE,

B Add NAT Exempt Rule

Ackion: { ) Do nok exempt

Crriginal

|inside

| |
1
Source:  |172.18.10.0] B

Destination Earw

Interface:

MAT Exempl Direchion

&3 NAT Exemnpt cuthound Eraffic Fram interface inside’ ta lower security

{4 NAT Exempt inbound kraffic from interface 'inside’ to higher sscurity

Descripbion

Lok JJ[ Concel J[ Hew

KRETOKEN T ERT R p=35 3
D HEERNBZREBET , ZBEEZVNFLMNATEER R , H B0 8915 RN FE
MEEL RETF, IEAAEREMNATHREENHE  EARATETN , FTEEXLE
, WERRHINAT,
3. f’f\ﬁ‘éj] HEH EEBINATR AN A, BEMAN T RIEEETIASA.




_l;m@rqtinn > Firewall = MAT Rules

dp add ~|E Edk [oelete 4+ & % Bz B - @ Find = Diagram <7 Packet Trace
Origineal Translated

& Tvpe
Source Destination SErvice Irterface

= inside 1 Exempt rules, 1 Static rules, 1 Dvnamic rules)
= 172.16.11.5 oukside
3 i3 Crymamic aflh inside-networkj24 outside

[ ] Enable traffic through the Firewall without address translation

| oo ) rem )

ZRICLI HEEAISZE © access-1ist inside_nat0_outbound extended pernit ip host

172.18.10.0 any
!

nat (inside) 0 access-list inside_nat0_outbound

 BEER W REE S MMINATER R AN, S EHOKERIETH AL AE M
B5 Edit NAT Exempt Rule

%2
fim

Ackion: {33 Exempt ¢ Do not exempt

Driganal
Irkerface:  inside

Source:  |172.13.10.0

8]
Destination! an-,- E]

MAT Exempt Direcbion

{3 NAT Exempt autbound traffic From interFace inside’ bo lower security interfaces (default)

IEREL BT E B 75 10 At A M



Configuration > Firewall = NAT Rules
dp Add » G Edt [ Delete 4+ & X B3 ML - Q Find B Dlagram <) Packet Trace
Original Translated

Saource Dreskination Service Interface
= inside (1 Erarnpt rules, 1 Skakic rules, 1 Dynamic rubes)

1l Static 8 172.16.11.5 oukside
173 i1 Dynamic afh inside-network) 24 outside
{ 1

[] Enable traffic through the firewall without address translation

# Twpe

- o

fpply |[ Resat J

BENARNT XKiEHHIELCLIZIASA : access-list inside nat0_outbound extended permit ip
host 172.18.10.0 any
!

nat (inside) 0 access-list inside_natO_outbound outside ﬁi . MJHS IBEEFR B — TR X
RF (M) BARINLE Rnat 0fF . LEIhRERF A EENAT,
 ERANATH S — N A XARBIERIANATEI SN, FRIANATEIEEYNEF P, XRIER
BASHPRANAT RG] , EH1(172.16.11.20) B0 F XS @ IP# st , 2 M E BT R,

§& Add Static MAT Rule

Crigina
Interface: :I‘EljB b
Source: it?E 16.11,20

Tramslated

Intmrface: outside b

(& Lise T8 Address: !1?2 16.11,20

(" Use Interface IP Address

Port &ddress Translation {PAT)
[ ] Enable Port Address Transkakion (PAT)

1R

Connection Settings b=
ak || cancel || hHeb |

I static (inside,outside) 172.16.11.20 172.16.11.20 netmask 255.255. 255. 255 !



{5 Static i FHTIWMOEEMD (HX)

BARBER RO EERRABAFRETRE-—MEERON—AERS [N E AR, B
TR , AERSEE  A—NT AP RBERNNEERORERAFG RN 2MIPHE L,

ERIS | AHMAFEERA257SMTPARSE S , 209.165.200.15, XERNMNTTRTK :

1. BRI S HR AR S5 88 | Eim N25/M9172.16.11.15 , XA MIPH#bit , 209.165.200.157E iw 0
25,

2. W HERHARSERH LV |, E im0 25/Y209.165.200.15,

HAMAF L RIRS SR , Eiv02589209.165.200.15 , IR &R EE @ I X S8R 4R S5 28
172.16.11 15%E 4w H 25,

1. Z&Configuration>ff5 X 1> NATH M , #5500 , H BikF R INERANATHRL,

Configuration > Firewall = NAT Rules

d oadd | [ Edic [[] Delete 4+ 4 %
o Add Static MAT Rule..,
Add Dvnaric MAT Rule. ..

B3 Add MAT Exempk Rule. .. i
8 add Static Policy NAT Rule. .

.E'E_EEI &dd Dynamic Policy MAT Rule. .. EI
g8 Insert... a
¥ Insert After. .. 1

2. 51X ED —EBEEVRRMNERENIPibit, EIZEnable (event)i O itttk
(PAT) , EEFEEOMNI®AO , 3} HRHOKE,



% Add Static MAT Rule

Criginal
Irterface: |r|5~rde= e
Sourre: 172.16.11.15 E]

Translztad
Inteiface: |uut5i:|e=

)

(%) Use IP Address: |209,165.200.15

(3 Use Interface IP Address
Pork Address Translation (PAT) -
[+] Enable Port Address Translation (PAT)
Protocol; () TCP {3 UDP
Original Port: |25 |
Trarslated Port: |25

0

Connection Settings

[] ok []| cancel || e |

3. EBERFEAPATHR NI E B tbak

Confique ption > Firemall > MAT Rules m|
[ acd -]t e [osee + & % B2 @ - | G Fnd B3 Disgram < Packet Trace
Cirginal Trarslated
] Ty
Sirce [hessh iry akion Savice Irtaiface Addrags Servi
=9 Exerpt = 372.18.10.0 & any (outhound) A

H
F]
a
#

5 No Exempt M 172.20.10.10 & sy {outhiound)

e Shatic M 172.16.11.5 e = 205.165.200.5 e

XERHNEFECL
! static (inside,outside) TCP 209.165.200.15 sntp 172.16.11. 15 sntp netmask 255.255. 255. 255
|

4. KB R VEINERF P15 /A L SMTP RS 82 4£200.165.200. 1549 1 4L



§ 1 g any G oy less secure ne,., I Ip " Hermit

P2 @ any &g any IF-ip & Deny
D _ﬁ' outside (3 incoming rules)

& = z0.1.1.10 = 209.165.200.10 @»RDP q? Permit
m # any &l 209.165,200.15

E 3 = = 1 | 2% Diores
@@ any @ any ezl TCP Group: smbp-access

TCP: smkp (25)

AR BREABEZNHAREARERXBFEHRANBKIR.

£/ Static S BR&| TCP/UDP £1iF

BEEABSAN , BERIEETCP/UDPEREZ R, ErREtiEEMNHEZESA, MEER—FTIT
RSHEE, xlt“E’Jj@SvaE‘"F]ASAE’J'Iiﬁm FREXEEZEFEENERE LB IEREREHRM
DoSHMSYN, WTZBEM , BFEENEMPFERNRE , REHAXHTEE 2. XTHER
MESEL  SEFBMAKE.

TR LSRR

1. RETEERBAT+ |, FEEERAEENELBSERN.


/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/100830-asa-pix-netattacks.html

% Edit Static MAT Rule

Crriginal
Intetface: Insice
Soarce: 1172,16.11.15 [3|
Tramslated
Irterface: nukside o |
() Use IP Address: | 209.165.200.15 (-]
(3 Use Interface IP Address
Port &ddress Translation (PAT)

[#] Enable Port Address Translation (PAT)
Protocol; = TCP (UDP

Original Port:  smip |
Translated Port:  smbp |

s

Connection Settings

[ ] Translate the DNS replies that makch the translation rule

.- Fandomize sequence number \

Maimumn TCP Conneckions: Imu |

Mainun UDP Connections: |4_:| |

anx'm..m Embryaric Conrections; |5I:I | )
e
| o [ cancel || hep |

2. FERBRE RIS EBRSKIRAVIEZR

% add » B Edit [ Deletse 4+ 4 % B2 Ml - G Fnd 5 Diagram &Y Packet Trace

Criginal Trarslated

SOUrCe Destination Service Inberface Address Service
Skabic rules, 1 Dynamic rules)

B 172.18.10.0 @ any {outbound)

® 172,20.10.10 & any {outbound)

. B 172.16.11.15 B 209.165.200.15




Options

DNS Rewrite Max TCF Connections Embryonic Limik Max LUDP Connections Randomize Sequer

R e R R e i
xR HIHEECL

static (inside,outside) TCP 209. 165.200. 15 sntp 172.16. 11.15 sntp netnmask 255. 255. 255. 255
TCP 100 50 !

ETrENERIIER

B EAASDM , I o BRI E TRIEMTFRISIR, THRF N AN ERNBE, 77Xk
, BEXR/AIBIEZRIEEENMNEEEE Utime-range. ARG , BEEHE ttime-rangeREEMF
BHN, Time-rangeR AEX AFEM AR :

1. B33-E X T S FF 4R ast 8 M4 R et E f — et 1El

2. EH-IME K. BN T KEEIBERRTEE FRAYRTE,
xEE . ERBEtime-ranged] , BFRRASAERESIEH B H/NENZE , HtTheEARERNEHRE
X, BENtp serverRIZHASAT = IFE R,

FERIXELSTR T BIASDMES B LI EE

1. HELFEANE , FENEEEFRLAGHAERERY.



% Add Access Rule

Action: () Permit (%) Deny

Source:  |172.16.10.50

Destination | any

G G)E)D

Serice: lip

Description:

Enable Logging

Loggng Level: |Default v

More Qptions
Enable Rude

Traffic Direction: ¢ JIn (&) Qut

Source Service: | [3 {TCPorlL

ke — — .@

8% Browse Time Range

| % Add % et W Dslete

| Mame | StartTime | EndTme  Recurri

2. BB IA T 22— #time-range, | |
3. EMREBEMNEBE , HFEEEF A RMERATE, £ Ok



#% Add Time Range

Tine Range Mame: |Restrict-Usage = i
Start Tima End Time
) Start mow () Mewer end
{%) Starkt ak () End at {inclusive)
F e P [ | T ]
Moth: |February | Day: (05 % Yesr: 2011 ¥ Morkh; |Februsry % Dayi (06 | Year: |2011
How: |14 v| mnue: 00 Haur: 16 ¥ Mnute: (30 ¥
Recurring Time B anges
You can Further constrain the active time of this range by specifying recurring ranges, The recurring time ranges wil be active within the
start and shop bime specfied.
e,
Lok J|[ Cancel |[ ke |

4. Be BB ESEE AL, SEOKE N TIREF A MG RIMME A,

@® Browse Time Range

* Add H Ect ﬂ figlete

Mame Skart Time Erd Time Reecurnng Enkries -

= ]l o)

ST T [

5. RS RI B BIRFIER BRI REE —EX L5 R,




§% Add Access Rule

Interface: v

Action: () Permit (%) Deny

Source: | 172,16,10.50 B
Destinstion |any E]i
Service: IID E]I
Descrigtion:

Enable Logaing

Logging Lewel: iﬂdault w

More Dptions
Enable Rule
Traffic Direction: ¢ JIn (&) Quk
Source Service: B: (TCF or LIDP servi
Time Range: Restrict-Usage B
&
[| ox ||| cocel || hep |
R4 1t 5 ) A U e

2, 172.16.10.5009 A P \E R A & IRBRFIM05/Feb/2011T F2 2 EI06/Feb/2011 4.30
PM, X2 HNZERCLI

time-range Restrict-Usage absolute start 14:00 05 February 2011 end 16: 30 06 February 2011
! access-list inside_access_out extended deny ip host 172.16.10.50 any tine-range Restrict-
Usage ! access-group inside_access_out in interface inside

6. XEX T EHMN —REEEFAN ESEE, £EHRMA T EEREFETBE,

% Edil Time Range

Tinnez Pange Name: Pestrict-Lsage

Start Time End Tima
() Start now {7 Mever and
(%) Skt &t {#) End &t (inchusive)
iMonth: Fc_bmdr_v ¥ Day: [0S v | Year: 2011 ¥ Marith: 'lMurl:h ¥ Day: 08 ™| Year: 2011 v
Hour: 00 v Minuke: 00 | Hour: |00 ¥ | Mrute: 30 v

Reouring Time Rangss

Yo can further constrain the active e of this range by specifying recuming ranges, The recurring Bme ranges will be active within the
start and stop time specified.

7. EERBFBENFERNIRE , FEKTOKEN T K.



@ Add Recurring Time Range

(%) Specify davs of the week and times on which this recurring rangs will be active

For example, use this aption when wou wank the Bme range to be active every
Monday Hrrough Thursday, From 2:00 through 16:59, onke.

Drays of Ehe Week,
() Every day
() Weekdays
) Weekends
{#1 On these days of the week:

[«ItMon [w]Tue [«]wed [w]The [w]Fri []Sat [ ]5un

Daily Start Time Dally End Time {Inchushe)
Hour [15 | Minute |00 | Hour (B v Miute [00 |

{_) Spedfy a weeky interval when this recurring rangs will be active

For example, use this option when wou wank the bime range to be active
cortinuousty from Monday: ab 00 through Friday &t 16:53,

e et

| (o ) (o ) o )
8. RTEOKHE N TIRERE A ESEEE O,



#& Edit Time Range

Time Range Mame: Restrict-Usage

Stark: Time End Time
{7 Stark mow i Mever end
%) Stark & (%1 End ak {inclusive)
voreh: [rebraary ] Dyt [15 9] vear: [2011 orthe [mereh ] eys (05 9] vear [201
How: (00 w| mMnue: 00 v mour: (00 ()| minute: (30 ]

Recurring Time Ranges

Yious can Further constrain the active time af this range by specifying recurring ranges. The recurring time ranges will be adtive within th
start and stop time spechied.

wisskaays 15:00 through 20:00

i

Edk

Dielake

i

ey
Lok JJ| concel [ web ]

BIEWLEE , 172.16.10.50MAF RELHRNMNTFI_RNMERREEMEIEBNTF
SRERTEHANFMEHA,

! time-range Restrict-Usage absolute start 00:00 05 February 2011 end 00: 30 06 March 2011
peri odi c weekdays 15:00 to 20:00 ! access-list inside_access_out extended deny ip host
172.16. 10.50 any tinme-range Restrict-Usage ! access-group inside_access_out in interface

inside XX : MRtime-range®HHEEENENMERE , MBBGTHRITME , ELNTF B
B#HEEzfE , FEFH-FEE , ELNEREEHEERE,

HXER

. EBIASAY TR
- BARZTFHHMH - Cisco Systems
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