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HXEE
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BILA fo i8S ASDM = Secure Shell (SSH) I iEZHITEE.
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ANHEPNEEHRRETREXRENEFHNRZEEN, AXEFEANARERZRAERAR
(BN ) BE, MRBEANREIMEG  FRARKELTHMEGTHEERN,

X7

WEEBTAT Cisco PIX REREMRAK 7.x REBMRA.
A

BX RN B EMER , HSH Cisco HARRTHAM,

HRER

2T R BB R AR Cisco VPN BRI ( IBFAF ) WERLEREH . ZiEFR VPN iz A

PR R RIERHME AR, Cisco VPN BEFIREST IPSec MU HEZINRIT A TERZ2RE
BEEERH, BER , T2 RBUUSFZPUREEZFIWEIL IPSec iE#E, B IPSec WiFAER
55 ASA Bt BIEE.
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, AR B EREEEEBWICKRS R (WRE ) . ENERAEENRAAERE  HEENES
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EE

fi5F ASDM F ASA/PIX ELE xR VPN BRSSES

E#FH ASDM ¥ Cisco ASA BLiE NizfE VPN Server , EERUTE R :

1. ST R BR H 5 A https://<R V5] ASDM MEC A ASA #0089 IP #bit> | LUIGE ASA £
ASDM, HRBZERKTIFEHNEX SSLIEBEXIMNEMNES. RMANAFBNOTER
ZE, ASA ERILE DL T# ASDM RRERF. RGN AREFINEEIA#EITEN , B
T Java PEFHIETT,
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©L, Cisco ASDM 6.1 isco

Cizco ASDM 6.1(3) provides an intuitive graphical uzer interface that makes it easy to =et up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.
» One desktop shortcut allows you to connect to multiple Secunty Appliances.

[@ | Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

® Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your secunty appliance.

|  RunASDM | |  RunStartup Wizard |

2. B Download ASDM Launcher and Start ASDM LA T2 ASDM M AREFHNLZERRF.

3. T# ASDM BaiEF 2B , TR RFIIETRNISR | MELZEIZE 4 H121T Cisco ASDM B
HER.

A BIAER http - B PEENZON IP it UEAFEMOS (MREEE ) . RFIER
cisco123 fERRAF & , M cisco123 ER O T,




B% Cisco ASDM Launcher ¥1.5{30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dema Mode

| Q. || Close |

5. \E & O F ik Wizards > IPsec VPN Wizard,
B Cisco ASDM 6.1 for ASA - 10.77.241.111

File “iew Tools | Wizards | Window  Help

@ Home E‘-' ol —atartup Wizard,.,

IPsec WPM Wizard...
Device List I E— 1.

.
S5L vPM Wizard. .. g

gp Add ﬁ Delete

------ @ 10,77.241.10

High &vailability and Scalability Wizard, ..

S T110.77.241.1 Packet Capture 'Wizard. ..

6. i%£#¥ Remote Access VPN B3EXH N HERBTFEEEIRE T VPN Tunnel Interface , RE#
7 Next ( LOEIFTR ) o




= YPH Wizard h El
d VPN Wizard ¥PN Tunnel Type (Step 1 of ..}

Lise Hhiz wizard bo configure new ste-to-site VPR bunnsls or niew remoks access VPN tunnels. A
tunnel between bwo devices is called & site-to-aite bunned and |5 Bedirectional, 4 tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creakes basic tunnel configurations that you can edit lster using the 450N,

WEM Tunnel Type: Sita-ta-Sin VPN

LDI.‘-'!I Rt

() Ske-to-Site %J? @ﬁﬂ

WPMN Remdabe Access

"-"“'l Htlﬂntn:

[*) Remote Acoess

WPM Tunnel Interface: |Dur~:-:|e W

o Friable inbound TRsec sessions to bypass rkerface access ists. Group policy and per-user |
suthiorization sccess isks skl spply tobhe beaffic, ]

7. 1%% VPN Client T RFR ) o BEET%$E Cisco VPN Client, 2 Next,
= YPH Wizard
d VPN Wizarnd Remote Access Client (Step 2 of ...)

Remoke aocess users of various bvpes can open VPR bunnels to this 854, Select the type of
WEM clienk For this bunnal,

WH Clienk Type:

(% Elsco WeR Client, Felease 3.% or higher|

o other Easy VPN Remote product

() Microsoft \Windows client wsing LETP ower [Psec

|:E|a|:k. Mexp. = | |
8. jJTunneI Group Name#i A&7, MAEZSEANSHRIEEE , EXARHIPRMAZTRS, &K




TP EANTEZ 4R cisco123, LLRBIHREMAR Tunnel Group Name 79 cisco, #i
exto
= YPH Wizard |E|
¥ vPN Wizard ¥PN Client Authentication Method and Tunnel Group Rame (Step 3 of ..}

The ASA allows you bo group remabe access bunnel users based on common connection parameters
and chent attributes configured in the subsequent screens, Configure suthentication method and
bunmed group For this remote connection, Use the same tunnel group name For the device and the
remokbe clisnt.

Authertication Method

(=) Pre-sharad key
Pre-Shared Key: |cls-cu|.23

() Certificate

Certificate Sigring Algorithm:  rsa-sig
Certificate Name:;

() Chalenge,response authenkcstion (CRACK)

Tunnel Group

Turnel Group Meme! | Geog|

(e oo |

9. ERRFLEMAL A HFEENZERAFHITHHRIE , ERFLEEAINT AAA RSHFA
NEZBAFHTHORIE, & : ZRESR A0 PRAFRNBIR LA REES, X
: BXRUMAET ASDM BLE SR AAA BRSSERAMER |, BS5 5 PIX/ASA 7.x BYEE ASDM
73 VPN AP B 5 47 30 -UF F0 S AX AR 55 85 48 A Bt B 7R .
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=

B VPN Wizard X
d VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
¥ou can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe s new one using the e button below.

To manage &l obher 858 setbings, go bo Configuration > Device Management > Users A8% in
the main AS0M window,

(%) puthenticate using the local user datsbass

(:} Authenbicate wsng an Q80 server group

A48 Server Group Mame:

10. 2t Username M AI1ERY Password , A ¥ & Add AP RIMEIA R IAEBEREH., &
7 Next. X : BTRENKBEOFHRIBRIABEAF . £ ASDM & O+ i%#E Configuration >
Device Management > Users/AAA > User Accounts , SUREBIEERHNINELE FEMN

TR B R B BR



B YPN Wizord ]
d VPN Wizard User Accounts  (Step Sof 11)
Add new users inbo the user authentication database. To edt existing ertries inthe database

o ko remove them From the database, go to Configuration > Device Management =
Usersfasf = User Accounts in the main ASDM window,

User ko Be Added

Lsarmame:

ciscof | Add >>

P rd {optional):
assward fepsensl)

Confirm Passvord Coptional):

| < Back || Mext > ]l

M. EELHHID D EAIER VPN BRI AR ibib it | 55 & New SIZHTH IP Pool,
= YPH Wizard
i VPN Wizard Address Pool (Step 6of 11)

Eriter a pool of locsl addresses to be used For assigring dynamic IP addresses to remobe VPN
clents,

Tunnel Group Mams : CkCo |

e I
| »

(<ot J et > )
12. EE A Add IP Pool BWiE O & , HRMUUTER , RAFHE T OK, IP BB FREME IP bk




B Add IP Pool

Mame: wpnpool

Starting IP Address: 192.168.1.1

Ending IF Address: 192,168.1.254

Subnet Mask:

£k 1P a7 MR
13. EMEEZERE VPN BERIREBEIEEMN SIS IAXEEF IR ARibib it g | 8T
Next. _
& VPN Wizord X]
v VPN Wirard Address Pool (Step 6ol 11)

Ertter a pool of local addresses to be used For assigning dynamic IP addresses to remoke VPR
clents.,

Tuninel Group Mams : cisco
Pool Name: wpnpool w |
Fool Settings
Range Start Address: 192, 168.1.1
Range End Address: 192, 168, 1,254
Subnet Mask: 255,255.255.0

| < Back |[ Mext ::_I:ll f

14. A& : $&7E DNS M WINS RS 87E R AR FHEHEESIZE VPN FFima BIARA,



B YPN Wizard Ed
d VPN Wizard Attributes Pushed to Client {(Dptional) (Step 7of 11)

Artribubes you configune below are pushed to the VPN chent when Ehe dient connecks ba bhe
A54, IF wou do mok wank an atthbube pushed to the chent, leawve the corresponding field blank,

Tunnel Group: [

Primary DMS Server:

Secondary DS Server:

Primary \WINS Server:

Secondary WINS Sarver:

Diefault Domain Mame:

|=:Elack|LNeIt:=-|
15. N IKE IBESH , N IKE 55 1 BBk, RMBERmNEESLNTE —H. {8 Cisco VPN &
Fine BN BCEREBRNEE, Fitt , TEEE, K PC LT IKE BE,
= YPH Wizard
¥ VPN Wizard IKE Policy (Step 8 of 11)

Select the encryption slgorithm, authertication slgorithm, and Ciffie-Helman group For the
desaces bo use to negotiate an Intermet Key Exchange (IKE) seourity association betweesn
kthem. Configurations on both sides of the connection must mabch exacky,

Encryplion; DES - |
austhentication: L - |
Ciffie-Helman Group: | 2 L

| < Back Ne:tt




16. LE O EREEMITRERNLCE, MRNEERIHE , FE S Finish,
= YPM Wizard
d VPN Wizard Summary (Step 10 of 11)

Yol have cresked & Remobe Accesa VRN tunnel with the Falowing attributes:

WP Tunniel Interface: Outside
IPserc suthenticstion uses pre-shared key; ciscol23
Tunnel Group Mame: cisoo
Drefauk Group Policy: cisco
User sukhenticabion using local user database
M users crested in the local database: cisco
Bood of [P addresses For WP chenks: wpnpool
{192.162.1.1 - 192, 168.1,254)
IKE Policy Encryplion | Authentication [ Diffie-Helman Group: DES | MDS | Group 2
Internal network elements sxposed o remobs VPR users wthout MAT;

arry

Sgiit tunneling: disabled

Pesfect Forward Secrecy (PFI): enabled
Diffie-Hellman Group: 1

'Flnmu-:anca | [ Hep |
|

fEFH ASDM EEM ASA/PIX B NAT YA ¥ VPN £k

E#FF ASDM BLEM Cisco ASA ZI NAT B AY VPN BEFIRHRE , BRUATHE

1. 1%3% Configuration > Firewall > Nat Rules , A5 ¥ & Add. £ T 5IF&k+%EEF Add Dynamic
Configuration > Firewall = MAT Rules

g add ~| @ et [ + ¥

Add Skakic MAT Rule, ..

iﬁ .ﬂ.dq{)ynamic MAT Rule. ..
Add MAT Exernpt Rule. ..

Add Static Policy MAT Rule. ..

F 5

#dd Crynamic Palicy NaT Rule...

ok

[ ]

NAT Rule,
2. 7£ Add Dynamic NAT Rule & O , i%$% Outside fE3 Interface , fAf5 % o Source E35iHHY
SR,



& Add Dynamic HAT Rule

Original

Interface: |ECN&l=

SoLrce %

Translated
Select & ghobal pool for dynamic translation,
Fool ID Interface Addresses Pool
0 {outbound) Same as original sddress (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

[ Ok I | Cancel | [ Help ]

3. £ Browse Source EOA |, “IFFHAMNENR , ERT%EFE Selected Source FH TH
source , ARG ¥ T OK, LEALIERHMLEITR (Network Object) 3 192.168.1.0,



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' [
Harme “1 1P Address Metrmask Description
= Network Objects
L@y any 0.0.0.0 0.0.0.0
- inside-network  172.16.1.0 255,255,255.0
- afh Outside-network 10.10.10,0 255.255,255.0

O 192.168.1.0 192,166.1.0

Selecked Source

192.1668.1.0/24

[ Cancel ]

4. ¥ & Manage.



& Add Dynamic HAT Rule

Criginal

Interface: |ECi&l=

SoUrce; | 192.168.0.0

Connection Settings

Translated
Select & ghobal pool for dynamic translation,
Pool ID Interface Addresses Pool
0 {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

| o

i

5. £ Manage Global Pool B O |, # & Add,

B Manage Global Pool

df odd| @ cdir T

Poal ID Interface

Addresses Pool

6. £ Add Global Address Pool B O , %% Inside YEN Interface , #%&3F 2 #£8 Pool ID, Lt5h

, FBHRIER PAT using IP Address of the interface SZil Y £ 1E 1%, £ Add>> , RFHE

i OK.




& fdd Global Address Pool

Interface: |in5i|:|e W |

Pool ID: |2 |
IF Addresses ko Add Addreszes Poal
() Range = linside

() Port Address Transliatlnn (PAT) |

@ Port #ddress Translakion (PAT) using IP
fiddress of the interface

[ QK Cancel ] ’ Help

7. ZEFEAL—SEER Pool ID 2 i&F£ /i)
8% Add Dynamic MAT Rule

FHEE OKo

Origiral
Interface: | Outside v |
Source:  |192.168.1.0/24 B|
Translabed
Select & ghobal pool for dynames translakion,
F'l:n:l D Interface Addresses Pool

{outbound) Same as origingl address (denrity)

9

Connection Settings

| GKE i| Cancel || Help |

8. MEEHE T Apply , AEFEENAE ASA, BLEFILLE R,



Confiquration > Firewall > NAT Rul

Addre:

g add - || + 4+ J B R Q, Find [54 Diagram &
Criginal Translakted
# Type
Source Destination Service Inkerface
B Oukside (1 Dyvnamic rules)
1 i Dynamic A 192.166.1,0/24 inside
—linside {1 Exempt rdes, 1 Dynamic rules)
1 Exempt @ any il 192.165.1.0/24 {outbound)
2 33 Dynamic @P any Custside

L4 [

[ ] Enable traffic through the firewall without address translation

[ Apphy !\&J_ Reset

B inisic

B3 Out

| W

£/ CLI 5 ASA/PIX EE N iZE VPN RS HE 2B AT AL NAT

EASAREZ LZTER

ci scoasa#show runni ng-config : Saved ASA Version 8.0(3)

I hostname ci scoasa enabl e password 8Ry2Yj | yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif Qutside
security-level O ip address 10.10.10.2 255.255.255.0 !
interface Ethernet0/1 naneif inside security-level 100
ip address 172.16.1.2 255.255.255.0 ! ! passwd

2KFnbNI dI . 2KYQU encrypt ed boot system di skO:/asa803-
k8.bin ftp node passive access-|ist inside_nat0_outbound
extended pernmit ip any 192.168.1.0 255.255. 255 0 pager
lines 24 |ogging enable nu CQutside 1500 mtu inside 1500
ip local pool vpnpool 192.168.1.1-192.168. 1. 254 mask
255.255.255.0 no failover icnp unreachable rate-linmt 1
burst-size 1 asdminage di sk0:/asdm 615. bin asdm history
enabl e arp tinmeout 14400 nat-control global (Qutside) 1
interface global (inside) 2 interface nat (Qutside) 2
192.168. 1. 0 255. 255. 255. 0 outside nat (inside) 0O access-




Iist inside_natO_outbound nat (inside) 1 0.0.0.0 0.0.0.0
route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enabl e no snnp-server |ocation no snnp-server
contact !--- Configuration for |Psec policies. !---
Enabl es the crypto transform configuration node, !---
where you can specify the transformsets that are used
I--- during an | Psec negotiation. crypto ipsec
transform set ESP-DES- SHA esp-des esp-sha-hmac crypto

i psec transform set ESP-DES-MD5 esp-des esp-nd5- hnac
crypto dynani c- map SYSTEM DEFAULT_CRYPTO MAP 65535 set
pfs groupl crypto dynam c-map SYSTEM DEFAULT_CRYPTO _NAP
65535 set transformset ESP-DES-SH ESP- DES- MD5 crypto
map Qutside_map 65535 ipsec-isaknp dynanic

SYSTEM DEFAULT_CRYPTO _MAP crypto nmap Qutside_map
interface Qutside crypto isaknp enable Qutside !---
Configuration for IKE policies. !--- Enables the | KE
policy configuration (config-isaknp) !--- command node,
where you can specify the paraneters that !--- are used
during an I KE negotiation. Encryption and !--- Policy
details are hidden as the default values are chosen
crypto isaknmp policy 10 authentication pre-share
encryption des hash sha group 2 lifetine 86400 crypto

i sakmp policy 30 authentication pre-share encryption des
hash nd5 group 2 lifetime 86400 tel net tineout 5 ssh

ti meout 60 consol e timeout 0 nanagenent-access inside
threat-detection basic-threat threat-detection
statistics access-list group-policy cisco interna
group-policy cisco attributes vpn-tunnel -protocol |PSec
I--- Specifies the username and password with their !---
respective privilege |evels usernane ciscol23 password
ff1 RPGDSQIh9YLg encrypted privil ege 15 usernane cisco
password ffl RPGDSQIh9YLg encrypted privilege 0 username
cisco attributes vpn-group-policy cisco tunnel-group
cisco type renote-access tunnel -group cisco general -
attributes address-pool vpnpool default-group-policy
cisco !--- Specifies the pre-shared key "ciscol23" which
must !--- be identical at both peers. This is a gl oba
I--- configuration nmode comrand. tunnel-group cisco

i psec-attributes pre-shared-key * | class-nap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns nmigrated_dns_map_1

paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns

nm grated_dns_nmap_1 inspect ftp inspect h323 h225 i nspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5cb464elfdf 3 : end

ci scoasa#

Wi

2i83&3d Cisco VPN B imiEREEZl Cisco ASA , MER IR B S KIIEE ASA.




1. B New,

# ¥PHN Chient - Version 5.0.03.0530

Connection Entries  Status  Certficates Log Opbions  Help
_ £ * }
2 '@ = alial
Cannect M Imgiait Modify Dekete CISCO
Connection Enfries |l:er|iﬁcates | Log ]
| Connechion Enty | Hozt Tranzport |
Mot connected.,

2. EEFEZENIFMFE S, Host FERAIMBELFIBER Cisco ASA MY IP it sREH B, A5
B IIUE (Group Authentication) E R 455 W 4 PEANEFHRIEEENN, TEE , &
& & Save,



[~

# YPN Client | Create New YPN Connection Entry

Connection Entry: |M P Chent

B NI
Descriptior: | CISCO

Host [10.10.10.2

Authentication lTranspnrt l Backup Servers ] Dial-Up l

o Group Authentication £ Mutual Group Authentication

M ame: |n:i3n::n:|

FPazsward: ==

Confirm Pagsward; |

(" Certificate Authentication

M anne: |

| Send Ca& Certificate Chain

Eraze Uzer Pazzword |

3. BRI OIENIERE , R/5E£ T Connect,

# status: Disconnected | VPN Client - Version 5.0.03.0530 M=1E3
Connecton Entries  Status Certficates Log Opbons  Help

= lﬁélﬁj E‘ﬁﬂ m TIMIE

New It Modify Deiete CISCO
annecAion Erilries ]l:enih'ca;es | Log |
Conrection Enlry Host Transport

Rt connected,




4@A%$TE%@%EW%F%$D%O%EE%@E&RSE5%6¢E§%EE—ﬁO
@ YPN Client | User Authentication for "MyVPNClient" E|

The zerver has requested the following information bo complete the user
authentication.

boilvar]re Usemame: |ciscol23

cisco FPazzword: ’”””””””1

ENEAEE

& ﬂ }i il l Il I s
Disconnect M Diedete CISCO
Canrection Eniries Reset Smf

Connection Entry Hiost Trarsport

b PH Chent 1010002 IPSec/UDP

I Connectad to "MyYPHClent", | Connecked Time: 0 day(s), 00:00.56 LA

BE O E RBERNMBES




# VPN Client | Statistics

TunnelDeteuIS [:th:uute Details ] Firewall ]

Addreszs Information Connection Information
Client: 192.163.1.1 E rikpy: kPR Client
Server: 10010102 Tirne: 0 day(=), 00:01.13

Bytes Crypto
Received: 5412 E nryptian: BE-bit DES
Sent: 5416 Authentication: HiAC-MD5

Packets Tranzport
Encrypted: 39 Tranzparent Tunneling:lnactive
Decrypted: 31 Local LAaM: Dizabled
Dizcarded: 3 Comprezssion: Mone
Bypazzed: 22

/T\AEUFL BiER

# VPN Elienthl Statistics

Tunnel Details l Firewall l

Local LAN Routes Secured Routes

MHetwark, Subnet Maszk MHetwark, Subnet Maszk
0.0.0.0 0.0.0.0

ASA/PIX Z#£8%& - show BT

- show crypto isakmp sa - & RXT &K EHIFTE ZH 8] IKE SA, AsA#show crypto i saknp sa Active
SA: 1 Rekey SA: O (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total |KE SA



1 1 IKE Peer: 10.10.10.1 Type : user Role : responder Rekey : no State : AM ACTI VE

- show crypto ipsec sa — & RX EE EHIFTE H 81 IPsec SA. AsA#show crypto ipsec sa
interface: Qutside Crypto nap tag: SYSTEM DEFAULT_CRYPTO MAP, seq num 65535, |ocal addr:
10.10 .10.2 local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.1.1/255.255.255.255/0/0) current_peer: 10.10.10.1, usernane:
ciscol23 dynanmic allocated peer ip: 192.168.1.1 #pkts encaps: 20, #pkts encrypt: 20, #pkts
di gest: 20 #pkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 20, #pkts conp failed: 0, #pkts deconp failed: 0 #pre-
frag successes: 0, #pre-frag failures: 0, #fragnents created: 0 #PMIUs sent: 0, #PMIUs rcvd:
0, #decapsul ated frgs needing reassenbly: O #send errors: 0, #recv errors: 0 local crypto
endpt.: 10.10.10.2, renote crypto endpt.: 10.10.10.1 path ntu 1500, ipsec overhead 58, nedia
ntu 1500 current outbound spi: F49F954C i nbound esp sas: spi: O0x3CLOF9DD (1007745501)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetinme (sec): 27255
IV size: 8 bytes replay detection support: Y outbound esp sas: spi: O0xF49F954C (4104099148)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetinme (sec): 27255
IV size: 8 bytes replay detection support: Y

- ci scoasa(config)#debug icnp trace !--- Inbound Nat Translation is shown bel ow for Qutside to
Inside | CWP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1 | CWwW
echo reply frominside:172.16.1.3 to Qutside: 172.16.1.2 I1D=1 seq=7936 len=3 2 !--- Inbound
Nat Transl ation is shown below for Inside to Qutside |ICVWP echo reply untranslating
inside:172.16.1.2/1 to Qutside:192.168.1.1/768 | CWP echo request from Qutside:192.168.1.1 to
inside:172.16.1.3 I D=768 seq=8192 | en=32 | WP echo request translating
Qutside:192.168.1.1/768 to inside:172.16.1.2/1 I CWP echo reply frominside:172.16.1.3 to
Qutside:172.16.1.2 I D=1 seq=8192 | en=3 2 ICW echo reply untranslating inside:172.16.1.2/1
to Qutside:192.168.1.1/768 | CMP echo request from192.168.1.1 to 172.16.1.2 |1 D=768 seq=8448
|l en=32 1 CWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8448 | en=32 | CWP echo
request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8704 | en=32 | CWP echo reply from
172.16.1.2 to 192.168.1.1 | D=768 seq=8704 | en=32 | CWP echo request from 192.168.1.1 to
172.16.1.2 1 D=768 seq=8960 | en=32 | CWP echo reply from172.16.1.2 to 192.168.1.1 |1D=768
seq=8960 | en=32
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