85 FHOSPFIYASA/PIXE B R Bl

ASDM #ii &

fi & OSPF 5 iF

Cisco ASA CLI Bt &

Cisco 10S B&H28 (R2) CLI Fi&E
Cisco 10S F&H28 (R1) CLI Fii&E
Cisco 10S B&H28 (R3) CLI Fii&E
fFF ASA E5BLE OSPF

IBUF

i PE HEBR

EX RPN EESLEERE
WEEBERR T

HXESR

fifr

RN EMABLE Cisco ASA LB T MR GRS (OSPF) iRBIEKHA., MITEHRIEMNES
[

£EX EIGRP BEBRFHEER , 53 PIX/ASA 8.X : 1 Cisco BHERZ 21K (ASA) FRE
EIGRP,

EE : ASA/PIXAZIFIEXN A

ERFMH
BEXR

FHBTHEEZS , FREBRZUATER :
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- Cisco ASA/PIX AAEITHRAS 7.x HE ShRA,
EZETXERTAXE OSPF ; RIEE —#ER T X$F OSPF,

{5 B9 4 4
ANHEPWEERETUTHREMNE4RAE

CBTHHRA 8.0 RESIMAR Cisco 5500 RFBENEZLIZ%E (ASA)

. Cisco BEEMZ IR R EEET (ASDM) B 6.0 X E S hRA
ANHHWEEHRETRERREREFNERREN . AXETPFERANMERZRIHEXAR
M(BA) BE. MREEANRESNE , FRREELXTHRMEM SN EERE,

X
AP WEEHERTETHRERA 8.0 RESMRAR Cisco 500 &5 PIX By X,
)l

BRNHEAENESER , 5% Cisco RRETRAE,

BERER

OSPF £ A RAE ERERMIT EIEQAAAE EA BN RERE, OSPF XEHN SN EHERE
E-MERNERRSHERE  ZBEEFERESS8NMNRER[UAZANTIRBEN IR,

OSPF £ F RIP 24245 :

- OSPF S#BRASBBEENN ISR R RIP EFME , HELASHESENN , X% (MFR
BE ) ERERIRSHIERE.
- BRHARRETHA , MEAERESREZEOREHBEESMENTH, Z2REBBIFEEHIM
SR EBARRYBE BT B ORI A, R BAES B A RIS TE Bk B8 42
REBRZLAFEEINRIZTFEXNEN CPU ABNRE,

Z2RBANEFENEOA LFENEIT OSPF thiMI WA #HE, MREEAAR IP ity D
(NAT X EREOHRTF , B OSPF T AT ER ) , EREFEITHANIERE. RELBRHFENR
BT —NER , FABETE—IMEE , HEERMERECHES KRBV TR, B BB
FE Rib it 540 F b 31k RS T 5K

A LU BN S —/> OSPF BH#HE, RIP BABERINEBS AT OSPF My O B M 5 ASFE
ENERBESEE —1 OSPF BHRHE,

Z2IREZFZIFLLT OSPF HgE :

- XEEA, EEMAE (KB | MRE ) B’HE,

- RISRE R,

. OSPF LSA jZi,

. X OSPF #iE G RIE ( O MD5 SFHRIE ) .

B RZFRENEEEHARNIEENEABHRE. CALHLTL2REIREN ABR, AT
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, FRERFEEN ASBR WHREXRTRIAMER ( Hl20 , EARRIARH ) -
- XEEEREAM T2 A,
- X0 R B3R E 3 LSA Wik,

[T
RE D REF R WAE BRI BRIV E S
AR ERRAEXLIHIPERAGTHNESEE  ICAKTERTE (XNREIMREF) .

AXEFEAUATRERE :
OSPF speaking devices
i T T e -
S ™~
Vi
p . Area D \
/7248100024 »
Pl 5 \
] 10.1.1.0624 ;
|| 5 ] ! Intermet
IIII. Insiche ---l Quiside
i ASA
\ — /
N AT2185.004° : /
N g
2 .
~ Ri
S,

R1, R2 & R3 represonts
Router's hostname

Ethirnel link

I Serial link

FEHMEFRIMF | Cisco ASARZRIZEDIPH#EE N 10.1.1.1/24, BFRETECisco ASALEEOSPF , XL
FEETELBEEHER(R2)IDIRIB A EBM LK (172.16.1.0/24, 172.16.2.0/24, 172.16.5.0/24F
172.16.10.0/24)89 3% H, R2 B HMA N EEHES (R1 A R3 ) B3 E T ZEAEBMEHEE B,

[T
AXREERAATEE :

. ASDM i &

. BLi® OSPF 53 WiF

. Cisco ASA CLI B2 &

. Cisco 10S &8s (R2) CLI BLi&
. Cisco 10S &8s (R1) CLI fiLi&
. Cisco 10S &8s (R3) CLI L&
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- EH ASA E 5 FiLE| OSPF

ASDM i &

HENZLIREEEE (ASDM) R—1METHRENNARESF  ATHRENLERZSRE LNEYH
o ASDM MNZLREMNE , REATEE., MIZEMNERIRE., EULUER ASDM BHEF (L&

BT Windows ) LAtk Java NEFEREMF 3N ASDM NAERF. AHOoNA T EH ASDM B E
AR TR T REFF B RVE B

BB TR A TS BRE Cisco ASA HFELE OSPF :

1. B FE|FEH ASDM B Cisco ASA,
2. 2% ASDM REH Configuration > Device Setup > Routing > OSPF X1 , Mt B R

o
B Cisco ASDM 6.0 for ASA - 10.77.241.142 =]
File iew Tools ‘Wizards Windoook Fded -
i ]

@ Home (% Configuration D Manitaring | Qiave @F{el‘resh| 0 Back i CISCO

! Device Setup g & X  (Configuration > Device Setup > Routing > OSPF | O
= _'E}ﬁ Startup Wizard 21 This section conkains the Fallowing items:
o BBl Interfaces
& | | =3 Routing - Sehup
i S+ Skatic Routes
C = - Fiktering
g% Setup i :
gt Filtering =
*¢t, Interface - Redistribytion
g%, Redistribution ;
g%, Static Neighbor L' - Satic Neighbor
| a Devi - Summary Sddress
- ¥irtual Link
-3 Firewal
gg Remote Access WP
(2 Site-to-Site VPN
E:L]) Device Managermant
o
<admin= 15 B | 2a 5} 5/19/08 5:47:37 &M UTC

3. J3 A Setup > Process Instances &3+ L8 OSPF ST , ME PR, EARTRHIF
, OSPF #*E ID & 1,




4.

Device Setup o o X { Configuration > Device Setup > Routing » OSPF = Setup ) O

o E———
% 73{} Startup Wizard = Erable at least ane OSPF Process Instance and define areas and area network
2 | I &2 Interfaces -
2 | | =43+ Routing I drea | Mebwaorks | Roube Summarization |
ﬁj %+ Static Routes
T = CSPF Maxirmurn of bwo O5PF processes can be configured on this device, To rem
% the checkbox,
Filkering
-0SPF Process 1
Interface
Redistribution [+ Enable this OSPF Process
—"ﬁ Static Meighbor I
—"ﬁ Summary sddress 5SPF Process IO |1| Advan
gk, Wirbual Link
E:::% RIP
EIGEE ;I -0SPF Process 2-
ﬁ) Device Setup [ Enable this CSPF Process
% Firewall O5PF Brocess 0 | Advant
m Remote Access YRR

Apply | Feset |

iy

&I LA I Setup > Process Instances &I+ £ #) Advanced SABL B ATiEM B4R OSPF #&H
HBRSM., B LURBEE THENIZRE , W0 Router ID, Adjacency Changes,
Administrative Route Distances, Timers Hl Default Information Originate 1% E.



ﬁ' Edit O5PF Process Advanced Properties ﬂ

5PF Process: | [F‘.ﬂubﬂf 10 10,1.1.1 J
Ignore LS4 MOSPF (suppress the sending of RFC1583 Compatible (caloulate
[~ syshog messages when router receives a LSA [V summary route costs per RFC
MOSPF packets) 1583)
Adjacency Changes
Enable this for the Firewsll to send a svslog message Enable this For the Firewal to send a syslog
when an OSPF neighbar goes upfdown, For each state change.
[¥ Log Adjacency Changes [~ Log Adjacency Chanoe Details

Administrative Route Distances

Inter &rea (distance For all Intra Area (distance for all routes External (diskance for &l routes
routes From ane ares to within an area) Fram other routing domains,
another area) learned by redistribution)

110 110 110

Timers (in seconds)

SPF Delay Time (between when SPF Hold Time (between twao L5A Group Pacing (interval at which
OSPF receives a topology change consecukive SPF caloulations) OSPF LS6s are collecked into &
and when it starts a SPF caloulation) group and refreshed)

= 10 240

Default Information Originate
Configure this bo generate defaultk external route inko an OSPF rouking domain.

[~ Enable DeFault Information Originate I= Always advertice Ehe default route

[fetric Yalue |'_ Metric Type lj Route [fap I
ok | cameel | Hem |

WHRNEBTBNFE : OSPF Process - EREBIEREBEN OSPF #HE. TrEEULE,
Router ID - AEAEEMNEEEHES ID , £ Router ID FERAHLL IP it @ AR EHES ID. N
RUNHESZRZE  FEARSIEE ERSRIN IP HutERKARS ID, EARGF | FHRI
O/ IP ik (10.1.1.1) #SEE Router ID, Ignore LSA MOSPF - #%&H L ERERER
IR FUWET 6 (MOSPF) LSA BESHNELERXRERSEBFTEE . RINER TEUHEES K
B, RFC 1583# A — Pt EEE AT ESNMRFC 15830 C BB H. BUEEF LS
EAITESN RFC 2328 WL EBBHAKAK., 7 T EBBAREH IEMEERIK , OSPF A
RIFTE OSPF iR& NIREMHER RFC #AM. BRINMER TEFIIRE., Adjacency
Changes - @EMHENMIRE , IEREPEERNKEREAREHEE, Log Adjacency
Changes - &EFILEEE T OSPF BEEBEIM AN S HELLRELERGATHEHE. R
INER FEF LI E, Log Adjacency Changes Detall - ERYREEETEREEMTRSER
i ( TMXRLBEESIMITN ) SBRLBBRAEREAFEE. RABR TEUEERIRE
- Administrative Route Distances - @2ETHRHXBENKHEEEEMNIRE, Inter Area -
RE—NMXFES —MBWAAERHNEREE, ARETEN151255, BRIAEH100.
Intra Area - REXEHNMEKBENERER, EXETE 15255, BRIAEFR100.




External - #BBEIES BRI EMEKBHBPMEKANERER, BXETERN1E
255, BRIAME} 100, Timers - @A THEE LSA M SPF it &Eitaf8sMik &, SPF
Delay Time - 187 OSPF EWHINERM SPF itEF Bz BHETEZ, BRESEENOE
65535, BRIAE N5, SPF Hold Time — EEELSPFitE 2 B RFRE. BRETER1F
65534, BRIAE N 10, LSA Group Pacing - EEfF LSA WERHAHRIF, HITRBMITER
EzEBLHtRIER. BRESTE M 10 Bl 1800, BFRIAERN 240, Default Information
Originate - @& ASBR A TNHEIAINIBEE ALK E OSPF BEHIEMIRE. Enable Default
Information Originate - &t & IEAE A ERRIARE HH 4 A El OSPF B A, Always advertise
the default route - EFIERETHRALBERIABE. RINMER TBUEIEF ILIED, Metric
Value - 1E7E OSPF BRIAEEE. ARETTEN0E|16777214, BRIAMEN 1. Metric Type -

EESBEEE OSPF i HEAY R IARS B XRERRY SNEREE RS SR 2L,

BERER1H 2, FEREE 1

HEA 2 HEBA, FRINERN 2. Route Map - ( Ak ) ENFAKKAMSHNER. NEFE
BRERBRET | MR AR RBVIABR A,
5. SR BIEMSERE , F1E Setup > Area/Networks AT+ £ & X &5 OSPF MEHNMEMEN

 RE¥EE Add , B HRAR

.Efunﬁguratiun > Device Setup > Routing > O5SPF = Setupjl

Enable at least one O5PF Process Inskance and define areas and area netwoarks,

Process Instances | Area | Metwarks I Rouke Summarizatinni

onfigure the area properties and area networks For ©SPF Process

Mebworks

Authentication

Options

iZosk

LA 4 & R Add OSPF Area X iE1E.

Edit

. — { -
[elete



@ Add OSPF Area

D5SPF Process: |1 ;I [.ﬂ.rea 1D IIII J
Area Type
i stub v Summary (allows sending L54s inka Bhe stub area)
™ NSS4 [ | Redistribute (imports routes bo normal and M558 areas)

[ | Summary (allows sending L5As inta Ehe M558 area)

[ | Default Infarmation Griginate (generate a Type ¥ defaulk)

Metric Value: |1 Mettic Tvpe: |2 'rl

Area Metworks

Enter IP Address and Mask | P Address | Metmask

£55.255.255.0

IP address: s

Mekrnask.: #55,755,755.0 2w

Authentication

{+ Mone " Password " MDS Diefault Cost: |1

| Cancel | Help |

EARREGS  ATFREXRPED LZH OSPF , F AR INHY M — M 4% 2 R 2B &
(10.1.1.0/24), X% : REIPH#uEEEYNMERNNEO SIS E50SPFEB#HE,

6. Click OK. L FIRNB T LT EANFER : OSPF Process - HNIN#FXigAt | £#F OSPF #EH
D, MREZLRZLRBAT — OSPF #i2 , MBMINER FERZHERE, FEIEXE
Bt , TEEE X OSPF #72 ID, Area ID - AINFTXEET , W AXE 1D, AILURXE ID 55E
NTHBIBFR IP ik, B+ HSIESE N 0F14294967295, wEINE XM T EE N
XigID, EARHIF |, ArealD 2 0, Area Type - ZEFEEXEHNERMIZE, Normal -
3R BE IR T Al R Z X R AR AERY OSPF Xig, BRIANER T |, B R 012 XA 1% ik
I, Stub - EFWPEMAIFEZXER N EE. RETFEEEAFEETEESXEZANKE
BHX1E, ®EFKRI , AIPHLE AS SAEB LSA (RE 5LSA ) ZHERE, IEKREN , ATLIE
SHIER Summary EEAELABFIESCE LSA (KRB 3 4 ) ZHEZXE, Summary - HFFE
N X EEEN , BUBIE P EEETRIE LSA REFEE, RIAMER T AZREEDLRE
IEHE, NSSA - EFIET A X XEKNIET L&, NSSA #EZEKA 7 LSA, Bl
NSSA B , BJABUH%EF Summary EiEMELAFS IEICE LSA 2B iZXE, sk , @& LAE
SHIE A Redistribute £3i%4E 3 /3 A Defautl Information Originate A A HE 2 B,



Redistribute - BUBEE A EEE AT LR HES A NSSA, RIAER TIEPLEIEE,
Summary - HFTEXHXIEZE NSSA it , BUBIE R SIEME TR IE LSA KEFIERE. 2RI
R TR NSSA ik tb E%4E, Default Information Originate - EF It EREFFRE 7 2K
INMEAE K EI NSSA A, BRIAMBER TEUEIER N EENE, Metric Value - A —NMESLREIA
B HIEE OSPF EEEH, AXESBEN0R16777214, BIAEN 1. Metric Type - EE—F
BELUURBRINRRHBEIEE OSPF EE2KA, WA 1 (KB 1)H2(KB2), HRIAMER 2
Area Networks - @EENX OSPF XiZHi&E. Enter IP Address and Mask - @B FENX
XigH MR IRE, IP Address - % AERMEIXBHMERY IP bt |, SEEN. &
0.0.0.0 EME#HB 0.0.0.0 —EFEATRIERIAXE, REE—MXFFFEA 0.0.0.0,
Netmask - EZFERMBIXIEE IP thut K EHAI KD, WRRMEN , WEEF
255.255.255.255 #1H, EARGISF | 10.1.1.0/24 RERBNMSE. Add - fF7E Enter IP
Address and Mask X1ZE LKW RINEI X, HRINEY R & E R Area Networks FkH,
Delete - M Area Networks RMIERFTIEMLE, Area Networks - ERANXIBENHMLE, IP
Address - S RMEH IP sk, Netmask - ERMEHNMEIERD, Authentication - ZEH
F OSPF X HHBRIFMIRE. None - EZFIEINAIZEA OSPF XiF 4K, X2
®iE, Password - EFRFWEMAGHAXOTHATEES MR, MREURNZLZENIE , T
BIERAIET, MD5 — &R HIETAERAMDS & 10181E, Default Cost - #57E X1ZHIBRIA
BA., BXEBERN0RI65535, BRIAMER1,

. 3.5 Apply.

{ Configuration > Device Setup > Routing > OSPF > Setup | L

Enable at least one OSPF Process Instance and define areas and area nebwarks,

Process Instances 1Area | NE'IW':"'k-‘;EI Route Summarization |

Zonfigure the area properties and area nebworks Far OSPF Process

J5PF Process frea ID frea Type Mekwarks authe add
10.1.1.0 ) 255,255,255.0 MNone

Edit

Dreleks

4 | 2

fe ) | Resek I

8. & A LAFE Filter Rules B & FE BRI JERR . BRAIIR WX S ¥F1E OSPF B RIE T

KBRS S,

9. B A LU R ERBESHE. Cisco ASA ATLUS RIP 1 EIGRP £ KA E » B Z| OSPF

BREHRE, BETLUNRATEZNEBES B R OSPF BHE#E, B Redistribution B

hENEBEESE.

10. OSPF hello B SERNZEBTEI XIE. MR OSPF BEMTF I ERE |, NSARMFHE XL
Z4BE. FohEN OSPF $BERT | hello BB STERN BIBIRLEIERZABFE. BT ENED
OSPF 4B/ , %% % Static Neighbor & 1%,

A BUCEMNEMRE AP SCRANER, ATES CENEEERFMEENEABENGDNE
28, CEBRBETR/DEAKN AN, FH OSPF WL EEHEA S OSPF ASBR f§—
MBS AN BENFEESREHNRE, ReSLEESEE OSPF (W EM



B4 B TS R B B B

12. 7 Virtual link B# % | T OSPF MEFIKSE, , 3 B g a KB EE s+ T K
 EARORENAER. BIER TEREEAARKSE (B TRESE ) WA OSPF &%
. E—/ OSPF 4% AUEEH + T K.

it OSPF &/l

Cisco ASA X#5M OSPF BEHNEFH K EM MD5 FHKIE, B4 OSPF #HiFE K MD5 B4R
RIPFETRFIENRRHERRSIARZL RN REERVEEBEES ., X OSPF EE RIS 411
AR BRI K HESH Cisco ASA RESZRKEEE THREMAEZFANHMABHIEZINRBHEE, &£
AEBREHERIENERLT , MIREANEETRASIERBHEENS —MNEHIZESIATME

, MR AES LR AR Cisco ASA AJRES X EMIF | AR UREE 2 K £ RS R, MER
Hig% (218 ASA) 2RIXIEW EIGRP HEFRMEMRIEE , AL EMERERENFME M
B HES AR M E bR &,

OSPF BHEMRIEA TEMEORTEE, N THX OSPF HESHNRIIERBENED LKA
OSPF & /& , XM AN ER Y WHBKXRREEHBEN FHRIERKXMEZR,

SERA T H B ELTE Cisco ASA B OSPF MD5 &4l :

1. £ ASDM Lt , &M% Configuration > Device Setup > Routing > OSPF > Interface , A /5 % i
Authentication &I+~ , 20t E PR
(Configuration > Device Setup > Routing > OSPF > Interface O

Zonfiqure Interface specific O3PF routing parameters,

Specify the authentication properties for each interface,

Inkerface Authentication Type |

Area
Area

| =
EARPIF , OSPF EEAZEO LB A,
2. %&#% inside 30 , A/ ¥R D Edit,
3. £ Authentication T , i£3% MDS5 authentication , AR INEXEHRIISHNEZELR
o EATRGIR  MHAZZ4AR cisco123 , 4 ID 2 1,



@= Edit 0SPF Interface Authentication

Interface: inside

Authentication

i Mo authentication " Area authentication, if defined

" Password authentication I:F MOS authenticatinn:l

Authentication Password

Enter Passwaord: Re-enter Password: I

MD5 IDs and Keys

MDS Eey ID MOS Key

MDS Key ID:

MDS Kew:

[ QK | Cancel | Help

4. B OK , AFEEH Apply,
Configuration > Device Setup > Routing > OSPF > Interface

Configure Interface specific QSPF rouking parameters,

Authentication | Prnpertiesl

Specify the authentication properties for each interface.

Interface Authentication Tvpe

Bpply Resel

Cisco ASACLI B¢ ®

Cisco ASA




ciscoasa#show running-config
Saved

ASA Version 8.0(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!--- Inside interface configuration interface
Ethernet0/1 nameif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ospf cost 10 !--- OSPF
authentication is configured on the inside interface
ospf message-digest-key 1 md5 <removed> ospf
authentication message-digest ! !/--- Outside interface
configuration interface Ethernet(0/2 nameif outside
security-level 0 ip address 192.168.1.2 255.255.255.0
ospf cost 10 ! !--- Output Suppressed icmp unreachable
rate-limit 1 burst-size 1 asdm image diskO:/asdm-602.bin
no asdm history enable arp timeout 14400 ! !--- OSPF
Configuration router ospf 1

network 10.1.1.0 255.255.255.0 area 0

log-adj-changes

1

!--- This is the static default gateway configuration in
order to reach Internet route outside 0.0.0.0 0.0.0.0
192.168.1.1 1 ciscoasa#

Cisco I10S BEH8% (R2) CLI Bl

Cisco 10S i H2% (R2)

!--- Interface that connects to the Cisco ASA. !---
Notice the OSPF authentication parameters interface
Ethernet0

ip address 10.1.1.2 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciscol23

! -—— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 172.16.1.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

Cisco 10S (& H88 (R1) CLI &

Cisco 10S i H&F (R1)

! -—-— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 172.16.5.0 0.0.0.255 area 0




[ network 172.16.2.0 0.0.0.255 area 0 |

Cisco 10S 28 (R3) CLI AR

Cisco 10S i H 2% (R3)

!--- OQutput Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes
network 172.16.1.0 0.0.0.255 area 0
network 172.16.10.0 0.0.0.255 area 0

£ ASA E2 &2 OSPF

WEIFTR | B LU EBAMNE —1 OSPF BH#E. RIP MEHESIMNERS AT OSPF M0 L&
ENESTEENER , EXBE —/ OSPF EHHRE,

EARRBF | FEHUOTRRHMNEES RIP BRHEESB E OSPF :

DSPF speaking devices

T ol T~
- 2 T Autonomous System
- Area 0 ~ B“ﬁ“ﬁ:“]: - RIP spaaking

\- l [LETHE
/ “\1 l
lll 10.1_1.0¢24 @! 192 168,1.0/24 E
llllll. Insjd; Ir_-.-',:i Ohstsicle
N

r‘r ASA \
il

o Redistribute the RIP rowtes iro OSPF

. Autonomonrs System(AS)
~ R1
b
e
.
i
R1, B2 & B3 represents
Rouwter's hostname
Efhemet link
| Sarial link
ASDM E B

1. k)X i%3F Configuration > Device Setup > Routing > RIP > Setup A A RIP , HiRinM &
192.168.1.0 , MBI R.



(Configuration > Device Setup > Routing > RIP > Setup)

i_onfigure the global Routing Information Protocol (RIP) parameters, You can configure the setking or
the RIP routing process,

[IF Enable RIP ru:nutingj

[~ Enable auto-summarization

I‘IF Enable RIP version £ Version 1 {* \ersion 2 :l
(If global wersion in nok configured then device sends Yersion 1 and receives Yersions 1 & 2.)
[~ Enable default information ariginate Route Map: I
Metworks
192,168,1.0
IP Metworlk to Add; fdd =
Delete

Passive Interfaces

[~ tlobal passive: Configure all the Inkerface Fassive
interfaces as passive globally, This inside r
setking will override the individual dmz r

| Feset |
2. B Apply.

3. fi)Ri%$E Configuration > Device Setup > Routing > OSPF > Redistribution > Add JA%% RIP
MM E S &S OSPF,

(Currﬁguratiun = Device Setup » Routing > OSPF > Redistrihutiunj C

Define the conditions For redistributing routes from one ©SPF process to another,

Q5SPF Process _l Pratacal Match Subnets Metric Walue Metric Type

Edit

[eleke

Apply I

4. B OK , ARE#£ T Apply.



g% Add 0SPF Redistribution Entry

-Protocol
™ Skatic ¢ Connected " O5PR -
O5SPF Process: 1 b i
e i ELGRP -
~Optional
Match

[T Intermal [T Externall [T Exterpal2 [T W55& Externall [T N55& Extermal @

Mektric Walue: etric Type: |2 w | Tag Yalue: I v Use subriets

Foute Map:

| I Cancel Help

EMCL EBRE
ATH RIP E4EZ OSPFAS Y ASA 2 CLIE R

router ospf 1

network 10.1.1.0 255.255.255.0 area O
log-adj-changes

redistribute rip subnets

router rip
network 192.168.1.0

™ RIP BEHEDEE OSPF AS 2J5 , ATLAE ISR /E 10S B =R (R2) KIEEH XK.

R2#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 4 subnets, 2 masks
172.16.10.1/32 [110/11] via 172.16.1.2, 01:17:29, Ethernetl
172.16.5.1/32 [110/65] via 172.16.2.2, 01:17:29, Seriall
172.16.1.0/24 is directly connected, Ethernetl
172.16.2.0/24 is directly connected, Seriall

10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Ethernet0

O E2 192.168.1.0/24 [110/20] via 10.1.1.1, 01:17:29, EthernetO

!--- Redistributed route adverstied by Cisco ASA

Q QO O O
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1. 7 ASDM Lt , AL 5%l Monitoring > Routing > OSPF Neighbors Z& & —1* OSPF £ JE.
JtI:IHW"‘BE%EE%% (R2) ERNENLE. RALEFHSEEENEO, LEHHEF ID, R
AF dead Bt E,

Monitoring > Bmding = O5PF Heighhnrs O
- OSPF Meighbors

Each row represents one ©SPF Meighbor, Please click the help butkon For a description of the states.

Neu;hl:n:ur Priarity : Deal:l Tirne .ﬂ.ddress

- Iterfan:
0:00: 34 1|| 1.1.2

1 FI |LLIE-E F' inside

-Last Updated: 5/19,/08 3:55:10 PM-

2. iS5, IR S A% Monitoring > Routing > Routes , IR AT SARIERE &R, FHEF , BN R2
(10.1.1.2) IR%1 7 172.16.1.0/24, 172.16.2.0/24, 172.16.5.0/24 1 172.16.10.0/24 P&,
BFonitoring > Routing > Routes O

~Routes

Each row represents one route, AD is the administrative distance.

I

CSPF 172.16.5.1 255,255,255.255 10.1.1.2 inside
CSPF - 172.16.1.0 255,255,255.0 10.1.1.2 inside
CSPF - 172.16.2.0 255,255,255.0 10.1.1.2 inside
COMNMECTED - 10.1.1.0 255,255,255.0 - inside
COMNMECTED - 10.77.241.128 253,255,255,192 - drz
STATIC = 10.F7.0.0 255.255.0,0 10.77.241.129 drinz
COMMECTED - 192,168.1.0 255,255.255.0 - oukside
STATIC DEFALLT 0.0.0.0 0.0.0.0 192.168.1.1 outside

3. M CLI & , BJLAfEF show route S IRBHERBSHH.

ciscoasa#show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.16.10.1 255.255.255.255 [110/21] via 10.1.1.2, 0:00:06, inside
172.16.5.1 255.255.255.255 [110/75] via 10.1.1.2, 0:00:06, inside
172.16.1.0 255.255.255.0 [110/20] wvia 10.1.1.2, 0:00:06, inside
172.16.2.0 255.255.255.0 [110/74] wvia 10.1.1.2, 0:00:06, inside

(oo RN el e]



10.1.1.0 255.255.255.0 is directly connected, inside
10.77.241.128 255.255.255.192 is directly connected, dmz
10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dmz

C 192.168.1.0 255.255.255.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.1.1, outside

4. AT LAfE A show ospf database S R IRBXTRBINMEFM ospf HIMWF L.

ciscoasa#show ospf database

n QO

OSPF Router with ID (192.168.1.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum Link count
172.16.1.2 172.16.1.2 123 0x80000039 Oxfdld 2
172.16.2.1 172.16.2.1 775 0x8000003¢c 0x9b42 4
172.16.5.1 172.16.5.1 308 0x80000038 0xb91b 3
192.168.1.2 192.168.1.2 1038 0x80000037 0x29d7 1

Net Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum
10.1.1.1 192.168.1.2 1038 0x80000034 0x72ee
172.16.1.1 172.16.2.1 282 0x80000036 0x9e68

5. show ospf neighbors ir T ERIEEZPEANNENELS S HBRER. LRFIERNERES
IEIES TR 1 M ASDM FRBWNEBMEE.

ciscoasa#show ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
172.16.2.1 1 FULL/BDR 0:00:36 10.1.1.2 inside

B P B B

AT R A B T HBROSPFIEME 8.
R3S R4 B 2540 E

MREBEASALEE TOSPFWfﬁ,mXT,mé'F/"'fﬁ M ATE X EEAROSPFBELAE /X RIES FEM LK
LE%OSPF%EO ﬁ;&i¥ém1§zm\ ’ |5E|):EMH$/L,\OSPF7BEO

HEHEBR D

DoREMABRER (XBEEMAF ) (OIT) FFEL show T, A OIT AIEEX show ST
HE 2o

AR EFEAdebugii T2 8l , B2 FBEXDebugin THEERF L.

- debug ospf events - B AX OSPF BHH AR,

ciscoasa(config) #debug ospf events
OSPF events debugging is on
ciscoasa(config)# int e0/1
ciscoasa(config-if)# no shu
ciscoasa(config-if)#

OSPF: Interface inside going Up
OSPF: Send with youngest Key 1


//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_ospf.html#wp1094727
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

1500
OSPF:
OSPF:

Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2

2 Way Communication to 172.16.2.1 on inside, state 2WAY

Backup seen Event before WAIT timer on inside

DR/BDR election on inside

Elect BDR 172.16.2.1

Elect DR 172.16.2.1

DR: 172.16.2.1 (Id) BDR: 172.16.2.1 (Id)

Send DBD to 172.16.2.1 on inside seq Oxlabd opt 0x2 flag 0x7 len 32

Send with youngest Key 1

End of hello processing

Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2

End of hello processing

Rcv DBD from 172.16.2.1 on inside seq 0x12f3 opt 0x42 flag 0x7 len 32 mtu
state EXSTART

First DBD and we are not SLAVE

Rcv DBD from 172.16.2.1 on inside seq Oxlabd opt 0x42 flag O0x2 len 152 mt

u 1500 state EXSTART

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

1500
OSPF:
OSPF:
OSPF:
OSPF:

1500
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

iiﬁ

NBR Negotiation Done. We are the MASTER
Send DBD to 172.16.2.1 on inside seq Oxlabe opt 0x2 flag 0x3 len 132
Send with youngest Key 1
Send with youngest Key 1
Database request to 172.16.2.1
sent LS REQ packet to 10.1.1.2, length 12
Rcv DBD from 172.16.2.1 on inside seq Oxlabe opt 0x42 flag 0x0 len 32 mtu
state EXCHANGE
Send DBD to 172.16.2.1 on inside seq Oxlabf opt 0x2 flag 0x1l len 32
Send with youngest Key 1
Send with youngest Key 1
Rcv DBD from 172.16.2.1 on inside seq Oxlabf opt 0x42 flag 0x0 len 32 mtu
state EXCHANGE
Exchange Done with 172.16.2.1 on inside
Synchronized with 172.16.2.1 on inside, state FULL
Send with youngest Key 1
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
Neighbor change Event on interface inside
DR/BDR election on inside
Elect BDR 192.168.1.2
Elect DR 172.16.2.1
Elect BDR 192.168.1.2
Elect DR 172.16.2.1
DR: 172.16.2.1 (Id) BDR: 192.168.1.2 (Id)
End of hello processing
Send with youngest Key 1
Send with youngest Key 1
Send with youngest Key 1
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
End of hello process1ng

BEXBEHBTHFMAER , HSHCiscoRLRE W HSEL.0lF K debug ospfEf 7
XS HEHERBRE R,

HXER
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