ASA/PIX : AEVF R 457t Ik M B Bk ¥ 175 8]
Microsoftii {4 R 55 g8 (MMS)/#L 557 &L i 7R

B3

fE A7

N

o
H
i
=S

el

3k

FERAH

X @

A

Windows Media Services 9 R 5B FH A IBE S
{55 F R SR AR 1A

£/ HTTP

X F iR 5

A Windows Media Services 2 Bt O

LA 0 B
HXES

1Lk

AR A B MR E BEN T EIRE (ASA) , LA TFEFImE A M Internet 1518 Microsoft Media
Server (MMS) SR F ASA L& K2R ST7 o

KRR

EX
ZHMTHREBZ , FRRAZUATER :

- ASA WEAXEE
- MMS EEREHF THEE

{E RV 4E #
AP HEBLUEITTREMRA 7.x MESRAH Cisco ASA AEH,



AXHEPNEEHRRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BE, MRBEANREIMEG  FRARKELTHMEGTHEERN,

X7
AXREFREE S BER TETHRERES 7.x MESRAM Cisco PIX B X .
A

BRMHAENESZEER , 55 %E Cisco BARETRAE,

Windows Media Services 9 &5 XK EE
£ A R IR A i

Microsoft® Windows Media® Services 9% 5l FA M fb RIS A MU N BE R BB TRAL X AT 8

- SERRIPM(RTSP)
- Microsoft Media Server (MMS) 4%
ER I FF P IRIEFIRAE |, X F RS Windows Media XHHITELE, EE, HRIBRHRE

o

RTSP REOIENNARMY , ATRMESNRE (WFHANNMNE ) HWZEREE, BAUE
FARTSPR A AR 4L M EZTWindows Media Player 9RSIRESMRAN ITEA , RiAMEIEA
Windows Media Player 9R 5| ActiveX®ZEHHIE ™ , i1k i EiZ4TWindows Media Services
ORFIMWEMITEN., RTSP 5xRmEHIMY (RTP) £46H , UL ZEEARNBRESHINE
BTREFREEBFEROES WA HEE DN ( APBERDIL (UDP) g HEHITH%

(TCP) ) » ®JLLEIS Windows Media Services Administrator A9 WMS RTSP BRE 2542 #lth i i 4
K RTSP. LEiEHERIAL T B ARES

MMS 24£tX Windows Media Services RHIIRATT K& AN AR NN BAUEAMMSERAR
AL 5 255 T Windows® XPE B R AR A B9 Windows Media Player™ T &#1, & L& Windows
Media Services Administrator 5 WMS MMS BR &5 28 12 B SUE 4 SEI MMS, LiEHBRIAL T8 A
R

£/ HTTP

MBFEITFE A FRE O |, Windows Media® Services T SUBE i O 80 AHTTP AR A BN A
o HTTPA A FEFTEWindows Media PlayerfR A& 3% 7. B LAEE Windows Media Services
Administrator B WMS HTTP BRZ 2R SIMMUEHSEI HTTP, LR 4RINE T REARS. WR
5 —IRSS (0 Internet E 2 BRS(11S) ) XAHERY IP that A O 80 , MIFEE/E Azt

HTTP & AT A T BT AR

. £ Windows Media k%588 2 [ 5 Z B IER

- M Windows Media #2253 KA A FRIR

- M\ Web BRE 88 TEBISE RN IBHRSIFR
PABE Windows Media Services Administrator PELEHIEREH , FTEEZFX LM MNE HTTP R
=R,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

XTFhUR#

R X IHRTSPHI & F 5 1 232 T Windows Media® Servicest B 55 88(RTSP URLARIZ & (40
rtsp://)HMMS URLFRIEFF(BlIimms://) , MRS |/ EA MR RBREME TP in URHERE
HRFRER, IRBESHES=EDEREDPUHNFLRREAFKEREEER  WATESKEN
RTSP/MMS FIEAETF UDP SHET TCP &% RTSP ( RTSPU = RTSPT ) M B3I MR £
, BEERHTTP ( MMREB A WMS HTTP lRFSF|EHIMIEY ) . X3 RTSP NEFIHSFE
Windows Media Player 9 RGN E ShRA , HBIEEA Windows Media Player 9 &%l ActiveX
HH H B RES

Windows Media Player By 2 HIhR 7 ( 20 Windows Media Player for Windows XP ) 3% RTSP i
W, R MMS A XEREFinRENM R R, Bt , SFRHRZEHN Windows Media Player
A MMS URL ARiCEZZIRS RN , IRBFHZ D DEREMANXLEEFiRRERE
TREAEE |, Mg X EMN MMS ZIXAET UDP HE T TCP &K MMS ( MMSU =
MMST ) W EzIhURE , BER HTTP ( IR EE A WMS HTTP BRE S AESE ) o

NBERENABTATEEIRSHFNMBEES R, SE X Al A DU A 6E AR TR EED
WATFF By K &R um H o

R E BB S R (EII |, rtspu://server/publishing_point/file) , W a] LA5& &
Windows MediafR S22 RS EM . I T HAIEREFHRAREMFENRESER , BIMNBW
URL /A —#& MMS i, MREZEFHERHAE MMS URL #r12H URL EZIEHNHER L 14
B #H T AL ENNIURE. BEE , AP TLE Windows Media Player W iR EHFZ AR
BN, MEAFZEAEMNMML , MSERERBSZHDIL. Flm, MEZEH HTTP , URL &
REER HTTP,

A Windows Media Services 9 it O

R AERTEARERSEBNALBER ; EMNBETEFHAEEL RN HWGHER . W
BNRFZEEMEERE T ENMTFENLZLERE  AJESXABAEFATHUERERNBD, ATHN
ZWindows Media® ServicestI A B ISRENBRIARAODE ( KRFERFIN"F“Out” ) , LAE

EAREEERERERO,

EREEFELT , ACHEESEREODRTRAROEERNNE— N D, XRPERNFEOEERTR
AT AR ANENEE , BROEERN UL ENROED —LL, EREFTHFNEOKE , NMNEHZ
2METHEY  FERITFRUAAFFMEEFIREYEZNIFEONT, 5% BEFERT
Windows Media Services BIim A% , AR ZITH 10% URNNEEMEFNESE, B LisOKE
, BUERBERUBERSFSEHTEMAZE,

wOSEERFHSNERERANZEIEEAA (RPC) Mo mRNA4XNRKER (DCOM) MARF
FEABEEZm , AR ENE Windows Media Services, TR A B OSBE B~ , TLMHRS
(NS ) AeELRAZMEIRMAM, WwOSBENMEEBAHMER RPC, COM = DCOM ARSFZHIFR
BEENRENARR,

FEMLBF K EEELE |, BT LARF Windows Media Services Administrator B &4 BRSS 2518 Sl A 4
(RTSP, MMS #l HTTP ) BBERMEA—MEERO., MEMEEE R ST —R5im O
Windows Media RSSES6E A |, Bu LA Lim O/ Rt D BLA B BT, BN , TULERMEER
RITF NP RIAG O, MBI EITTFFAIENHH DO , Windows Media Services A @it i O
80 fEH HTTP IhUEERAR,

TERATEXEBHIERN Windows Media Services BRIAPS X &% O 40 E :



BiA | Th
iy | w0 ik
T BAFEZ AL RTSP B HIER
ETS C fﬂ‘:“)(* LR EEE RTSPT £ % 50E M
P ERmEEBED,
RTS B 5004 ( | BT RTSPU &2 SRRt =
P P ) PinEiEBES.
U ATFMNEFPRERBIESEXLER
5 oD 2000 (4| B 8 RTSPU iz s Ry
P ERREERLSER,
T 1755 ( A ATESZS A MMS B iRERE | )
EE|C /I ) REER MMST £ EHERNEF
P I IEBES,
U 1755 ( 2 [P T NEF RELGEOZAEE
¥4E D ) IR AER MMSU £ 23878
P ERREERLSER.
U [1024- BAFafER MMSU £EBIERNE
¥4 |D 5000 ( i |FPimRERES. BUTASERE
Pl) B0,
T ATEE AL TP P RER
01T (e [0 O sr i e ks
p B RIES,

NAREWHNBTATERIRSHZVMEE WA , XN AT EMUR ERERNFTEE
BT HA RS IIHAMERO, MEREZ1T Windows Server™ 2003 Service Pack 1 (SP1) 891t
E#l L1217 Windows Media Services , 27 Windows Bh A& #F Windows Media Services 2
fﬁza(’]wmserver.exe) WMABIAT T A TRBREREENRIAALRDO , MARFHITHBHX
i

AE  ETEAXMMSHAERERNFMRES , HZHEMicrosoftM ¥k,

EE

AE D RBEERMAEEARAEFIRBERNE R

AE  FARSERTIEXREMRES)AIRRAXRATHEANGTHFARE,
AXHEEAUTHRRE :



http://www.microsoft.com/windows/windowsmedia/forpros/serve/firewall.aspx
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Mapped IP

= = 192.168.1.5

Inside Outside \
MME 4 - A
[ Internet Cloud
ASA

E 10.1.1.0/24 192.166.1.0/24 172.16.1.0/24
O —
(]
A

AR HEEFFEANIPEHILS R EInternet LR A EERH, Xt EESRERERFEHAN
RFC 1918 #thiit,

[T
AXREERAATERE :

ASA BB

CiscoASA#Show running-config
Saved

ASA Version 8.0(2)
!
hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0/0
nameif outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
! -—— Output suppressed access-list outside_access_in
extended permit icmp any any
access-list outside_access_in extended permit udp any
host
192.168.1.5 eq 1755
! -—— Command to open the MMS udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq 1755
! -—— Command to open the MMS tcp port access-list
outside_access_in extended permit udp any host
192.168.1.5 eq 5005
! -—— Command to open the RTSP udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq www
! -—— Command to open the HTTP port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq rtsp
! -—- Command to open the RTSP tcp port !--- Output
suppressed static (inside,outside) 192.168.1.5 10.1.1.5




netmask

255.255.255.255

! --- Translates the mapped IP 192.168.1.5 to the
translated IP 10.1.1.5 of the MMS. access-group
outside_access_in in interface outside

!I--- Output suppressed telnet timeout 5 ssh timeout 5
console timeout 0 threat-detection basic-threat threat-
detection statistics access-list ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp

!--- RTSP inspection 1s enabled by default inspect
skinny inspect esmtp inspect sglnet inspect sunrpc
inspect tftp inspect sip inspect xdmcp ! service-policy
global_policy global
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. Show access-list — &7~ ASA/PIX FELER ACL

ciscoASA#show access-list

access-1list outside_access_in; 6 elements

access-list outside_access_in line 1 extended permit
icmp any any (hitcnt=0) 0x7laf8lel

access-list outside_access_in line 2 extended permit
udp any host 192.168.1.5 eqg 1755 (hitcnt=0) 0x4

2606263

access-list outside_access_in line 3 extended permit
tcp any host 192.168.1.5 eqg 1755 (hitcnt=0) Oxa

0l16le75

access-list outside_access_in line 4 extended permit
udp any host 192.168.1.5 eqg 5005 (hitcnt=0) 0x3

90e9949

access-list outside_access_in line 5 extended permit
tcp any host 192.168.1.5 eq www (hitcnt=0) 0xeb

dbOefc

access-list outside_access_in line 6 extended permit
tcp any host 192.168.1.5 eq rtsp (hitcent=0) 0x5

6fa336f

. Show nat — & /5 NAT SBE i+ HER.

ciscoASA (config) #show nat
NAT policies on Interface inside:
match ip inside host 10.1.1.5 outside any
static translation to 192.168.1.5
translate_hits = 0, untranslate_hits = 0
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access-list rtsp-acl extended deny tcp
any host 192.168.1.5 eq 554
access-list rtsp-acl extended permit tcp any any eq 554
class-map rtsp-traffic
match access-list rtsp-acl
policy-map global_policy
class inspection_default
no inspect rtsp
class rtsp-traffic
inspect rtsp
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