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£ ASA E£i=1T“sh run all ssh” :

ASA(config)# show run all ssh

ssh stricthostkeycheck

ssh 0.0.0.0 0.0.0.0 outside

ssh timeout 60

ssh version 2

ssh cipher encryption medium

ssh cipher integrity medium

ssh key-exchange group dh-groupl-shal

R 48 7R ssh cipher encryption medium |, IXEBKE ASA WERINRBREA DS BEER,

EEF ASA R HK ssh MBEE , 2179 show ssh ciphers :

ASA(config)# show ssh ciphers
Available SSH Encryption and Integrity Algorithms Encryption Algorithms:

all: 3des-cbc aes128-cbc  aesl192-cbc  aes256-cbc  aesl28-ctr aesl92-ctr aes256-c
Tow: 3des-cbc aes128-cbc  aesl192-cbc  aes256-cbc  aesl28-ctr aesl92-ctr aes256-c
medium: 3des-cbc aes128-cbc  aesl192-cbc  aes256-cbc  aesl28-ctr aesl92-ctr aes256-c
fips: aesl128-cbc  aes256-cbc
high: aes256-cbc  aes256-ctr
Integrity Algorithms:
all: hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
Tow: hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
medium: hmac-shal hmac-shal-96
fips: hmac-shal
high: hmac-shal
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ssh cipher encryption custom aesl28-ctr:aesl92-ctr:aes256-ctr

SERILIERER |, 1T showrun all ssh , ERMETE ssh BEMBREES , FAIEEEUER
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ASA(config)# show run all ssh
ssh stricthostkeycheck
ssh 0.0.0.0 0.0.0.0 outside



ssh timeout 60

ssh version 2

ssh cipher encryption custom "aesl128-ctr:aesl92-ctr:aes256-ctr"
ssh cipher integrity medium

ssh key-exchange group dh-groupl-shal
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