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ANEEFAZEENER,

EF YA 4
« TEASA5508-XTEH %% EIZ1THFTD
« TEASA5512-XTEH %% EIZ1THFTD
« EFPRO300EEHiI&E Liz1THFTD
« 1E1T71£6.1.0(build 330) LKIFMC
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» ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X. ASA5516-X
« ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

+ FPR4100. FPR9300

* VMware(ESXi)

* Amazon Web Services(AWS)

« KVM

* ISREXHIRRIEIR

ANHEEHETR

« ASA5500-Xi& & EMFTDE i O 424
- FFAFDMEIWFTDERERE

« FP41xx/FP9300% % EMIFTDEEE O

« FTD/FirepowerZE e/ O\(FMC)ER R

[
ASA 5500-Xi& & LK EEEZD

ASA5506/08/16-XFIASA5512/15/25/45/55-X1R & LWV EE#E O,

X 2ASA5506-X Y Bk 5 -

X ZASA5508-XHY BR {5




M FTDBMG T 7E5506/08/16 LAY , BEHE O &7 JyManagement/1, 1E5512/15/25/45/55-Xi8 %
+ , lkas S N Management0/0, FEFTDAFITHRE(CLI)F , AT BAFEshow tech-supporti i i 1T
BL‘L-LIEQ

EEBIFTDESEAHEITHT ¢

<#root>
>
show t ech- support

----------------- [ BSNS-ASA5508-1 J-------=-=-—--m-

Model : Cisco ASA5508-X Threat Defense (75) Version 6.1.0 (Build 330)
UuID : 04f55302-a4d3-11e6-9626-880037a713f3

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Tue 23-Aug-16 19:42 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 13 hours 43 mins

Hardware: ASA5508, 8192 MB RAM, CPU Atom C2000 series 2000 MHz, 1 CPU (8 cores)
Internal ATA Compact Flash, 8192MB

BIOS Flash M25P64 @ Oxfed01000, 16384KB

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Number of accelerators: 1

1: Ext: GigabitEthernetl/l1 : address is d8b1.90ab.c852, irqg 255
2: Ext: GigabitEthernetl/2 : address is d8b1.90ab.c853, irqg 255
3: Ext: GigabitEthernetl/3 : address is d8b1.90ab.c854, irq 255
4: Ext: GigabitEthernetl/4 : address 1is d8bl.90ab.c855, irq 255
5: Ext: GigabitEthernetl/5 : address is d8b1.90ab.c856, irq 255
6: Ext: GigabitEthernetl/6 : address is d8b1.90ab.c857, irqg 255
7: Ext: GigabitEthernetl/7 : address is d8b1.90ab.c858, irqg 255
8: Ext: GigabitEthernetl/8 : address 1is d8bl.90ab.c859, irq 255
9: Int: Internal-Datal/1l : address is d8b1.90ab.c851, irqg 255
10: Int: Internal-Datal/2 : address 1is 0000.0001.0002, irg O
11: Int: Internal-Controll/1 : address is 0000.0001.0001, irqg O
12: Int: Internal-Datal/3 : address 1is 0000.0001.0003, irg O
13:

Ext: Managenent 1/1 : address is d8bl.90ab.c851, irq O

14: Int: Internal-Datal/4 : address 1is 0000.0100.0001, irg O

ASA5512-X:



<#root>
>
show t ech- support

------------------- [ FTD5512-1 J------mmmmmmmmomom

Model : Cisco ASA5512-X Threat Defense (75) Version 6.1.0 (Build 330)
uuibp : 8608e98e-f0e9-11le5-b2fd-b649ba0c2874

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Fri 18-Aug-16 15:08 PDT by builders
System image file 1is "disk0O:/os.img"
Config file at boot was "startup-config"

firepower up 4 hours 37 mins

Hardware: ASA5512, 4096 MB RAM, CPU Clarkdale 2793 MHz, 1 CPU (2 cores)
ASA: 1764 MB RAM, 1 CPU (1 core)

Internal ATA Compact Flash, 4096MB

BIOS Flash MX25L6445E @ Oxffbb0000, 8192KB

Encryption hardware device: Cisco ASA Crypto on-board accelerator (revision 0x1)

Boot microcode : CNPx-MC-B0O0T-2.00
SSL/IKE microcode : CNPx-MC-SSL-SB-PLUS-0005
IPSec microcode : CNPx-MC-IPSEC-MAIN-0026

Number of accelerators: 1
Baseboard Management Controller (revision Ox1) Firmware Version: 2.4

0: Int: Internal-Data0/0 : address is a89d.21lce.fde6, irqg 11
1: Ext: GigabitEthernet0/0 : address is a89d.21lce.fdea, irq 10
2: Ext: GigabitEthernet0/1 : address is a89d.21lce.fde7, irq 10
3: Ext: GigabitEthernet0/2 : address is a89d.2lce.fdeb, irq 5
4: Ext: GigabitEthernet0/3 : address is a89d.21ce.fde8, irq 5
5: Ext: GigabitEthernet0/4 : address is a89d.2lce.fdec, irq 10
6: Ext: GigabitEthernet0/5 : address is a89d.21lce.fde9, irq 10
7: Int: Internal-Control0/0 : address is 0000.0001.0001, irg O
8: Int: Internal-DataO/1 : address is 0000.0001.0003, irq O
9: Ext: Managenent0/0 : address is a89d.21ce.fde6, irq O
EEEOZEY

BEEOSAAMNBEED : br1(FPR2100/4100/93001% % L AYmanagement0) F12 | :



FTD CLISH

i

E- br1/management0

WEORA TP E A TFTD/FMCEF/IFTD IP,
£ IEFMC/FTD 2z iBl#Ysftunnel,
REETANN RS B ERNIR.
RAUXIFTDENSSHMHTTPSAH,

o RMEXIASASIZRIERIAM ( Hlan
, SNMP ) »

- BELINAR RS AE. AAA,
SNMPEE E MR,

%= , RN EATFTD/FMCEE

( sftunnelfE H E4& 1t )

B, TEUEA
HITEHE. BWUER
RN EABERED (FEFTEMNEA )

LEAEFTDRE (RE ) HAEE.

BUE , &AM T AR ERbr1iRE

<ffroot>
>

configure network ipv4 nanual 10.1.1.2 255.0.0.0 10.1.1.1

AR EREO

MFMC GUI:
SMERE>REERE
EFREditRE H S H Blinterfaces




PR
Ll
]
[A]

Setting IPv4 network configuration.
Network settings changed.

>

=L . EMFMCLMFTD IP,

Managemant -
Haosk; 14,1.1. 2
o LITES e

Cimco ASASSOS-X Threat Defense

Devices  Routing Inlw
)
St Interface Log... Type
5] GigabitEthemat Phoyscal
[} E iigabitE themaet Poysscal
5] GigabitEthemat Phoyscal
[& ] DragnoRbc i1 Physezal

s RIANBERT , RBEadmin AP AT LUEEZIFTD br1¥F
0O,
« ERFISSHiIGE , iEFEHACLISH CLI

> configure ssh-access-Tist 10.0.0.0/8

XF 12 B 5 O 49 175 8]

AHFTD#EHI

Devices > Platform Settings >
Secure Shell (SSH)

A

Devices > Platform Settings> HTTP

pagil

ARP Inspection
Banner
Fragment Settings

ICHMP
I Secure Shell |
SMTP Server
SNMP
Syslog
Timeouts
Time Synchronization




5 7%E1 — MFTD CLI:

<ffroot>
>

show net wor k

State : Enabled

Channels : Management & Events
Mode :

¥ MDI/MDIX : Auto/MDIX

UE|| MTU : 1500

MAC Address : 18:8B:9D:1E:CA:7B

Configuration : Manual
Address : 10.1.1.2
Netmask : 255.0.0.0
Broadcast : 10.1.1.255

5 %E2 — MFMC GUI

Devices > Device Management > Device > Management

F %1 — MLINA CLI:

<#root>
firepower#

show interface ip brief

Managementl/1 192.168.1.1 YES unset up u

firepower#

show run interface ni/1

I
interface Managementl/1
management-only

nameif diagnostic

security-level 0

ip address 192.168.1.1 255.255.255.0

J33%2 — MFMC GUI
SMIRE>REEE
EREditZH H S M ElInterfaces

“$BEFTD 6.1/ EM.

Routed Mode Deployment

We recommend that you do nof configure an IP address for the Diagnostic interface if you do not have an inside

router. The benefit to leaving the IP address off of the Diagnostic interface is that you can place the Management
interface on the same network as any other data interfaces. If you configure the Diagnostic interface, its IP address
must be on the same network as the Management IP address, and it counts as a regular interface that cannot be on
the same network as any other data interfaces. Because the Management interface requires Internet access for
updates, putting Management on the same network as an inside interface means you can deploy the Firepower
Threat Defense device with only a switch on the inside and point to the inside interface as its gateway. See the

following deployment that uses an inside switch:

FTDA&IER

% F F MPlatform SettingsELEFTD A& IZRAT , FIDRERRGEALTEE ( 5&AKASALE
@) , HEUUEAEAHREZEOERNR (BRELH ) . EXMHBERTERNREBTEER

Bl -


/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html

May 30 2016 19:25:23 firepower : %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1

« B—FHE , HEABREHKEIEACP)ANR S BHEIZEN , FTIDESbrERREIEXLH
%, BFEBEBFTD br1F#0 :

Connection Events

10.48.35.160 (Syslog) Connection Events
| (FMC)
Sysiog server brlt§10.48.23.71
(SIEM) FTD

g 122 psp-Engine logs .6 @

192.168.75.x/24 ~ Seemass”

FHAFDMEEFTD (N LEE)

MOB.1RRATFF A , ASA5500-Xi% & EZZEMNFTD A LUERFMC ( HLAAVEE ) HFirepoweri® & EEES
(FDM) ( IR ) #TEE,

MiZZHFDMEEE , FTD CLISHRI# H :

<#root>
>
show nanagers

Managed locally.
>

FDMEAbr1ZEEN., ERARAUEERTNR !



FTD CLISH

MFDM UITT LM IR R B HER>RERE>IRBZEBIPHREEEQ -

1] ' = =
",Cl,':{ég' N g @ ) KSEC-ASASS. @

Monitoring Policies Objects

Interface Routing Updates System Settings
3|9

Connected There are no routes yet. Maragerment Access List

Logging Settings

DHCP Sarver

DS Server

3 Enabled > Craate the firsl slatic route > View Configuration

I Device Management IP ]




atfran]rs i 0 o=

= -1
CI5CO Banitaring Paliciaa Objacts REEC-ASASS..

= Davice Dashboand

Configure Device Management IF

System Settings +

Managament Access List

Logging Settings CONFIGURE IPV4

IPvd Address
LDHUP Sarear 10,62.148.20
OMS Server

Metwork Mask
et 265.265.265.128
Hostnarms

Gabessay
. 10.62.148.1

Traffic Settings

FTD FirepowerfE 12 & M EE#E O

FTDth Al BA Z ZfEFirepower 2100, 4100F19300f 18 % £, HFTDRIFEMEER/ T 5 L
, Firepower¥ilfizTHEBCHWIRIERS , HAFXOS,

FPR21xx18 &

FPR93001% &
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B o i G e B e i

i_LlEIl_,_llfI
—lzrlj

'i'l-'fr'i-"r

£FPR4100/9300 L , WEAMNATHHEER , TEEEFPERNEITHFTDR G —RER/REZ,

XNFFTDER , NFTDEE DB S MM HEED,

FEFPR2100.L |, WIEOENEE(FXOS)HMFTDB B E 2 AR E ;

<#froot>

>

show net wor k

Hostname
Domains
DNS Servers

Management port
IPv4 Default route
Gateway

[ System Informat1on ]

managenment 0

1 ftd623

: cisco.com

: 192.168.200.100
8.8.8.8

1 8305

1 10.62.148.129

1

State : Enabled
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 70:DF:2F:18:D8:00
—————————————————————— [ IPv4 J----—-—— -
Configuration : Manual

Address
Netmask
Broadcast

Configuration

>

connect fxos

: 10.62.148.179
1 255.255.255.128
: 10.62.148.255

: Disabled

Cisco Firepower Extensible Operating System (

FX- G5




) Software

firepower#

Lt REEERBFPR4100 LM FirepowerHlFEEEER(FCMUI , EP 9B 7T RMWFTDEEEQ, £
AR | %EREthernet1/3fEAFTDEE#EO : p1

e D] Logieal Davices  Security Engine  Platfarm 5

W et Boduls 1
mem
s P

FP Chassis management

T BT —
I & g [PI—— I
| - [RE— chaber Sicken =
B rmemen Interface allocated for FTD
B ez data managerment
[!ﬂ"“\""'\":I ' —_ I i Hogtes 1ogbpn
- [e—— daes oghes pe—
 J—" - . o

O Akl Pt el | i

Operatien Sabs Aedrrin Stata

- A
ey doan p—— ] ]
] L]
up - i
5 L]
o L ]
e —

2 a] LA MLogical Devicesi£ Wl + & 2B 2

: p2

Overview Interfaces QIGGITEIRSUTEEN Security Engine  Platform Settings

System Tools Help admin

Data Interfaces; Ethemnetl/2 Ethemetl/4

Ethernet1/5
uuIn

- FTD Standalone Status: ok
Application Version Management 1P
3 mo £.1.0.330 10.62.148.84
Ports: Attributes:

Managemeént URL

Gateway
10.62.148.1

Cluster Operational Status : not-applicable
Firepower Management 1P : 10.62.148.84

: hitps:/fksec-fedk-1.cisco.com/

: 655f5a40-854¢-1126-9700-cdcd5c01b288

& Refrash

Management Port  Stalus

Ethemet1/3 [ r—— L A

£FMCL |, 0 8 R A diagnostic:p3



Overview Analysis Policles Objects AMP

Device Management NAT VPN QoS Platformm Settings
FTD4100
Ccd Fespowsr 4140 Thigat Dafense
Devices  Routing Inline Sets DHCP
& |
a8 Ethermatl/2 Physical
e Ethamatl/d SRBgrottic Physicl
0 i Ethesmatl/d Fhysical
o Ethamatl/s Physical
CLIZE
<#root>
FP4100#

connect nodule 1 console

Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI
>
>

show i nterface

. output omitted ..

Interface
Et hernet 1/ 3 "di agnosti c"

, is up, line protocol 1is up
Hardware is EtherSVI, BW 10000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.3e0e, MTU 1500
IP address unassigned
Traffic Statistics for "diagnostic":
1304525 packets input, 63875339 bytes
0 packets output, O bytes
777914 packets dropped
1 minute input rate 2 pkts/sec, 101 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 1 pkts/sec



5 minute input rate 2 pkts/sec,
5 minute output rate 0 pkts/sec,
5 minute drop rate, 1 pkts/sec

112 bytes/sec
0 bytes/sec

Management-only interface. Blocked 0 through-the-device packets

.. output omitted ..

>

FFTDSFMCERK — BB HE
LT EAFMFMCEEIEASAS500-Xi8%& Liz
%2 1. FTDHMFMCHR FE—FM,

XRREENIDE. WEAR,

HYFTDHY —LEEP RN,

FMCSFTD br#E# O TFRE—FM :

FMC

100

FTD

MO/0 (brl)

192.168.1.x/24 1 nem——”

ASA5545-X

=2 FEFMLEWFTDMFMC, ZHIFEAFEIFTD,

FEWEIBS , FIDAMEEBEFMCHEEH , RZMAR, EFTDL , T—HREIFRE ( BHE
)
FMC
MO0/0 .
(bril) @
[ 1 |

.100

192.168.2.x/24

.10

iy I---i
192.168.1.x/24
: ASA5545-X

EESEYS

+ FirepowerR S iRAN 1% BB . HR46.1.0

- BB ECisco ASAZRFweDowerJE&H?}F)?ﬁDuﬁ



/content/en/us/td/docs/security/firepower/610/relnotes/Firepower_System_Release_Notes_Version_610.html
/content/en/us/td/docs/security/firepower/610/relnotes/Firepower_System_Release_Notes_Version_610.html
http://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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