FH— X EZBE EAnyConnectZ £ B B F in

AR B BB R £18% (ASA)Cisco AnyConnectZ £ % zh & F i 1 18] Y B & 7R 61

TR
=R

AXHEBRIRASAZ 2 ZTEEEN AT ENBENRLIRZEESR(ASDM) I an 51T SR E(CL)ZHTT
BLE ¥ Ko

Cisco BWEBTHLUTEE :

 ASA CLIFIASDMI E A AR
« Cisco ASAkim EHISSLVPNELE
« NEARSFHRIEFEARHIR

EARVA L

AP EEET AT R R E R

- BN BEENREIZRZASA5506
« Cisco BEMNZ£RE MR 9.6(1)



- BENZSRZEEIRRAT.8(2)
« AnyConnecth4<4.5.02033

EE . MCiscortE T & (NRFEMZFF ) TEHAnyConnect VPNE i 8 (anyconnect-
win*.pkg). FFAnyConnect VPNEFisE #IZIASANNE , ZAETHIEZEAFITEN ,
EEASARIUSSL VPNiERE, BX ASABEEENIFHARFEE , S H %% AnyConnect & F

a3 2N

Uiy a o

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZRZNERAR
(A ) RE. MRENMELTENRS , FERRETHRAERSHBERNE,
BRER

BiENZ£1% % (ASA)Cisco AnyConnectZ £ &z & F ik 15 A1 7£ — X Z 53 (OTP) WY #5 B T 8 FA XX
RESHRIF, HIEMEBIEZREMNSIE , AnyConnect P BERL ThiE .

NEAZSGRIECERARMPIENSORIESE , TAREPEERM,

- —EEANENER
- BHANKRA
- BEXRAR

—mE CEEAFMENER (AFENEB)  URAFRENERKRA (fln, REMNA
PENGEREEMS , MSERIEP ) . XEEAEHNSHRIDZITENRZS , #EFHRILZITAFE
& F i EASAK 1 B IR B s S ASASE R Y Active Directory(AD) RS 28 E MV EIE# 1T HE M RIE, —K
MEZBE—MEHE, FRITONEZEHRIERER , BTFRIPFEHE. Ffln, EFREMS S

, B E MK G RBESEFA —AEEBSEHTEREAF ARIE,

EltgEF | BERAOpenOTPE B RIEIRSIFENAAAIRS S |, 1ZIRSE 25 Aradiustii#t 1T
ASAFIAAARRSS ES 2 BB, AP ZIEEOpenOTPIRS ES LELE |, ZARSSES 5 Google
Authenticator B F RS <Bx , EANEA R F BRIV T,

LA F ST BOpenOTPELE , AN EAEAXHNNILTBE A, B UEEXLaEEH1TH —55H

#®,

1’ EOpenOTP
https://www.rcdevs.com/docs/howtos/openotp quick start/openotp quick start/

Bl BASA# TOpenOTP & 13 1 iE
https://lwww.rcdevs.com/docs/howtos/asa ssl vpn/asa/

BRI

BRI HIR R HEEEFIAAARRST2810.106.50. 20 ASARY AN BR 2 O L #E1THY


http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
http://tools.cisco.com/RPF/register/register.do
https://www.rcdevs.com/docs/howtos/openotp_quick_start/openotp_quick_start/
https://www.rcdevs.com/docs/howtos/asa_ssl_vpn/asa/

1. AnyConnect A P K2 EIASAN & FimiE# | 3 BBURTEE#group-urlfgroup-alias , ZE#
T ERESL ((EEREXH ) £, kit , RELERAFPAAZIL,

2. AFRMARKILRE , SHRIEER (5RERBES ) RMASAKR R EIAAARRS 27,

923 2017-18-21 ©8:20:87.184621 18.166.48.191 18.186.58.28 RADIUS 222 UDP Access-Request(1) (id=9, 1=188)
4 924 2017-18-21 08:20:87.264180 16.186.50.20 10.1086.48.191 RADIUS 122 UDP Access-Challenge(11) (id=9, 1=88@)

947 2817-10-21 88:20:13.996393 18.186.48.191 18.186.50.28 RADIUS 248 uopP Access-Request(1) (id=18, 1=-198)

948 2017-10-21 88:20:14.065258 18.186.50.20 10.106.48.191 RADIUS 86 uop Access-Accept(2) (id=18, 1=44)

. i

Frame 923: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits)
Ethernet II, Src: Ciscolnc_f@:3e:e2 (54:75:d0:¥8:3e:e2), Dst: Ciscolnc_3c:96:7F (80:23:5e:3c:96:7F)
Internet Protocol Version 4, Src: 10.106.48.191, Dst: 10.1086.58.20
User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
< RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x9 (9)

Length: 188
Authenticator: Bbe6bdbablBedfefbelSdcdcé5dl522c
The r 1i} his r is in fram 4

4 Attribute Value Pairs
4 AVP: 1=7 t=User-Name(l): cisco
4 AVP: 1=18 t=User-Password(2): Encrypted
User-Password (encrypted): 6e315c38e33f3832226b337944127a8

w

FHRRIEERIIEAAARRSSRE |, FRIFEITE, RERE , WAAARSSHLEEHRRNR , E
KAPWMA—RMEZRE, WREIEFIER , Access-RejectBiE T RIXFIASA,

+ 923 2017-10-21 @8:28:07.184621 18.186.48.191 18.1686.58.268 RADIUS 222 UDp Access-Request(l) (id=9, 1=138)
924 2017-16-21 88:28:87.264188 18.186.56. 28 10.186.48.191 RADIUS 122 upe Access-Challenge(11) (id=9, 1=88)
947 20817-18-21 885:208:13.996393 18.186.45.191 10.186.50.28 RADIUS 248 upe Access-Request(1l) (id=1@, 1=198)
948 2017-10-21 ©88:208:14.9865258 18.186.50. 28 10.186.48.191 RADIUS 86 upe Access-Accept(2) (id=10, 1=44)

Frame 924: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
Ethernet II, Src: Ciscolnmc_3c:96:7f (B@:23:5e:3c¢:96:7f), Dst: Ciscolnc_f@:3e:e2 (54:75:d0:f0:3e:e2)
Internet Protocol Version 4, Sre: 18.186.58.28, Dst: 10.186.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: 8x9 (9)
Length: 3@
Authenticator: 291ef37118c398ae35187b27252dcc74
[This is a response to a request in frame 923]
[Time from request: 8.87947988@ seconds]
Attribute Value Pairs
AVP: 1=18 t=State(2d): 6a6557357a6d625a6749326531664134
4 AVP: 136 t=Reply-Message(18):[ Enter your TOKEN one-time password |
Reply-Message: Enter your TOKEN one-time password
AVP: 1=6 t=Session-Timeout(27): %8

.

4. YHPHMA— R MEZEE |, L Access-RequestIE I BAAARRS 28 K % B 1P 10 i 1§
®



923 2017-10-21 88:20:67.184621 168.106.45.191 18.186.58.26 RADIUS 222 upp Access-Request(1l) (id=9, 1=188)

924 2017-18-21 ©8:20:087. 264100 18.106.508.28 18.186.48.191 RADIUS 122 uoP Access-Challenge(1l) (id=9, 1=88)
947 20817-18-21 ©8:28:13.995393 18.1086.48.191 18.186.58.28 RADIUS 248 upp Access-Request(l) (id=1@, 1=-198)
. 948 2017-18-21 ©8:20:14.865258 18.186.58.28 18.186.48.191 RADIUS 86 upp Access-Accept(2) (id=10, 1=44)

‘ ]

Frame 947: 248 bytes on wire (1920 bits), 248 bytes captured (1920 bits)
Ethernet II, Src: Ciscolnc_f@:3e:ze2 (54:75:d@:F@:3e:e2), Dst: Ciscolnc_3c:96:7f (80:23:5e:3c:96:7F)
Internet Protocol Version 4, Src: 10.106.48.191, Dst: 10.106.50.20
User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xa (18)
Length: 193
Authenticator: BbeGbdbatlBedfefbed>dcdch5dl522c
[The response to this request is in frame 948
4 Attribute Value Pairs
4 AVP: 1=7 t=User-Name(1l): cisco
User-Name: cisco
4 AVP; 1=18 t=User-Paccyord(2Y: Encrvoted
User-Password (encrypted): 3b6f1e69bdB63832226b3£37944127a0 I

5. EAAABRS S E R IhIRIE — IR M FBE , MRS B EASAKIEAccess-AcceptiEE , B IO
AP #1750 RIE , Mﬁ'ﬁr—zﬁkﬂXﬁ%%fﬁBﬁﬁﬂ&o

923 2017-18-21 @8:20:87.184621 18.186.48.191 1@.186.58.28 RADIUS 222 upe Access-Request(1l) (id=9, 1=188)

924 2817-18-21 88:20:87.264160 18.186.50.20 18.186.48.191 RADIUS 122 upe Access-Challenge(11) (id=9, 1=88)
4 947 2817-18-21 88:20:13.996393 18.186.48.191 1@.186.58.28 RADIUS 248 upe Access-Request(1) (id=18, 1=198)

948 2817-18-21 88:20:14.865258 18.186.58.20 18.106.48.191 RADIUS 86 upp Access-Accept(2) (id=18, 1=44)

4 i

Frame 948: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, Src: Ciscolnc_3e:96:7F (BB:23:5e:3c:96:7F), Dst: Ciscolnc_fB:3e:e2 (54:75:d0:10:3e:e2)
Internet Protocol Version 4, Src: 18.186.58.28, Dst: 18.186.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8xa (18) -
Length: 44
Authenticator: dB6b54ccaf53lefefcllbcfblldaldis
[This is a response to a request in frame 947]
[Time from request: @.@68865000 seconds]
4 Attribute Value Pairs
4 AVP: 1-24 t=Reply-Message(18): Authentication success
Reply-Message:] Authentication success |

AnyConnect ¥ JiE{E &

LA R —E38mA X Cisco AnyConnect Secure Mobility Client ¥ AJiE Y 5 F 5 B RV 65 1%

A XAnyConnectif AT & WL RIER |, S A,
A< AnyConnect Apex H Plus i A[iIEHIE R , 125 (Cisco AnyConnect iT 57 )

[

AN B AFAIEASA LB E Cisco AnyConnectZ £ B 51 & F i

I8 BERDAXAHBIHAEARTHESELS  IEAGTERIE (NREZMRES
) o]

) 4% B


https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

Tunnel Traffic

LAN Segment Internet

Internal Host ASA Anyconnect Client
10.0.0.0/24 WAN IP 10.106.49.11

ASDM AnyConnect B &[S

AnyConnectfit & @5 A | TELEAnyConnect 2 £ B2 B F ik, EHLELZH , HHEMRAnyConnect®
PR a8 L& BIASARS K iE M N2 /55

ERATESE , LB E E [ SEE AnyConnect Secure Mobility Client,

BXBHUASDMAI D EIPEEE , ET HMZ&EAnyConnect , iHSRA X,

AnyConnect Z£ B3I B in

ASACLI Bi &

AF5 48 Cisco AnyConnect Secure Mobility Client B9 CLI ELi& |, SLiit5 %,

ip Tocal pool ANYCONNECT-POOL 192.168.100.1-192.168.100.254 mask 255.255.255.0

!

interface GigabitEthernetl/1
nameif outside
security-level 0

ip address dhcp setroute


https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc8
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc8

access-1ist SPLIT-TUNNEL standard permit 10.0.0.0 255.255.255.0

pager lines 24

Togging enable

logging timestamp

mtu tftp 1500

mtu outside 1500

icmp unreachable rate-limit 1 burst-size 1
icmp permit any outside

asdm image diskO:/asdm-782.bin
no asdm history enable

arp timeout 14400

no arp permit-nonconnected

route outside 0.0.0.0 0.0.0.0 10.106.56.1 1

aaa-server RADIUS_OTP protocol radius
aaa-server RADIUS_OTP (outside) host 10.106.50.20

ek

key e v

crypto ca trustpoint ASDM_Trustpoint O
enrollment self

subject-name CN=bglanyconnect.cisco.com



keypair self

ss1 trust-point ASDM_TrustpointO outside

webvpn
enable outside
anyconnect image diskO:/anyconnect-win-4.5.02033-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

group-policy GroupPoTlicy_ANYCONNECT-PROFILE internal
group-policy GroupPolicy_ANYCONNECT-PROFILE attributes
dns-server value 10.10.10.99
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value SPLIT-TUNNEL

default-domain value cisco.com

tunnel-group ANYCONNECT_PROFILE type remote-access
tunnel-group ANYCONNECT_PROFILE general-attributes

address-pool ANYCONNECT-POOL



authentication-server-group RADIUS_OTP

default-group-policy GroupPoTlicy_ANYCONNECT-PROFILE

tunnel-group ANYCONNECT_PROFILE webvpn-attributes

group-alias ANYCONNECT-PROFILE enable

: end

EZASALENAnyConnectB FimiE R ENTEE=FIEH , BTSRRI,

EEBASA SSLEFIES
56 E

ERAALS ATHIARBRE EFEIET

+ & :Output Interpreter Tool(fUEME )X iFH Eshowint., FRMEHAREIEXESR

show Erk Tl a8

AJBITIX Esh

owdn ¥ R IAAnyConnect & FF i & 4 1HE BAVIRES.

ASA(config)# show vpn-sessiondb anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing

Bytes Tx

Group Policy :

Tunnel Group :

Login Time

AnyConnect
: cisco Index
: 192.168.100.1 PubTlic IP

: AnyConnect-Parent DTLS-Tunnel

: AnyConnect Premium

;15122 Bytes Rx

GroupPol1icy_ANYCONNECT-PROFILE

ANYCONNECT_PROFILE

: 14:47:09 UTC Wed Nov 1 2017

01

: 10.106.49.111

: AnyConnect-Parent: (1)none DTLS-Tunnel: (1)AES256

: AnyConnect-Parent: (1)none DTLS-Tunnel: (1)SHA1l

5897


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Duration
Inactivity

VLAN Mapping

Audt Sess ID :

Security Grp :

: 1h:04m:52s
: Oh:00m:00s

: N/A VLAN : none

000000000000100059f9de6d

none

ASA(config)# show vpn-sessiondb detail anyconnect filter name cisco

Session Type: AnyConnect Detailed

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Pkts Tx

Pkts Tx Drop :
Group Policy :

Tunnel Group :

Login Time
Duration
Inactivity

VLAN Mapping

Audt Sess ID :

Security Grp :

1 cisco Index 1

: 192.168.100.1 Public IP : 10.106.49.111
: AnyConnect-Parent DTLS-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)none DTLS-Tunnel: (1)AES256

: AnyConnect-Parent: (1)none DTLS-Tunnel: (1)SHA1l

: 15122 Bytes Rx : 5897
: 10 Pkts Rx : 90
0 Pkts Rx Drop : O

GroupPolicy_ANYCONNECT-PROFILE

ANYCONNECT_PROFILE

: 14:47:09 UTC Wed Nov 1 2017
: 1h:04m:55s
: Oh:00m:00s

: N/A VLAN : none

000000000000100059f9de6d

none

AnyConnect-Parent Tunnels: 1

DTLS-Tunnel Tunnels: 1



Tunnel ID
Public IP
Encryption
TCP Src Port :
Auth Mode
Idle Time Out:
Client OS
Client OS Ver:
Client Type
Client Ver
Bytes Tx

Pkts Tx

Pkts Tx Drop :

DTLS-Tunnel:

Tunnel ID
Assigned IP
Encryption
Ciphersute
Encapsulation:
UDP Dst Port :
Idle Time Out:
Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

AnyConnect-Parent:
1.1
: 10.106.49.111

. hone

53113

: userPassword

30 Minutes

: win

Hashing

TCP Dst Port :

IdTle TO Left :

6.1.7601 Service Pack 1

: AnyConnect

: 7561

1.3
: 192.168.100.1
: AES256

: AES256-SHA

DTLSv1.0

443

30 Minutes

: Windows

: DTLS VPN Client

: 0

: 0

Bytes Rx

Pkts Rx

Pkts Rx Drop :

Public IP

Hashing

UDP Src Port :

Auth Mode

Idle TO Left :

Bytes Rx

Pkts Rx

Pkts Rx Drop :

. hone

443

1 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.5.02033
: 0

: 0

: 10.106.49.111

: SHAlL

63257

: userPassword

0 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.5.02033

5801

: 88

0



PR3





https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

L, AR EZS MBS ; BINERT , AR, MRERFRL , FRANFELE
ErREE M, HEENTIREE , AEHREEFHESR,

EXH & AAnyConnect®E FimiE N TE AR IENE#HTHEDR , AUAFERANUATER

* debug radius all
» debug aaa authentication
» debug wrbvpn anyconnect

XEBTHIARFEILEREIER,

test aaa-server authentication <aaa_server_group> [<host_ip>] username <user> password
<password>

MRAFBNEBIERS

ASA(config)# test aaa authentication RADIUS_OTP host 10.106.50.20
Username: cisco
Password: ##¥%*

INFO: Attempting Authentication test to IP address <10.106.50.20> (timeout: 12 seconds)

ERROR: Authentication Challenged: No error

RE—MEREUTERAX : HTAAARSSHMITAFERSRIEAFSBNEBDEMA —RER
B, ARRNAT SR EHEBAOTPHAF , BEELFEFAAARSSFRRIEMNHRIFH , SAE N
ASA E R HIUEfTEE IR,

WMRAFAM/HBBTIER

ASA(config)# test aaa authentication RADIUS_OTP host 10.106.50.20

Username: cisco

Password: %%

INFO: Attempting Authentication test to IP address <10.106.50.20> (timeout: 12 seconds)

ERROR: Authentication Rejected: AAA failure

IHEREFHBAOTAR
&



AnyConnect® P i 3£ BRIP:10.106.49.111

ASA |P:10.106.48.191

ASA(config)# debug radius all
ASA(config)# debug aaa authentication
debug aaa authentication enabled at level 1
radius mkreq: 0x8
alloc_rip 0x74251058

new request 0x8 --> 7 (0x74251058)
got user 'cisco'
got password
add_req 0x74251058 session 0x8 id 7
RADIUS_REQUEST
radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=10.106.49.111

RADIUS packet decode (authentication request)

Raw packet data (Tength = 180).....

01 07 00 b4 b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca | .. %..S..=..
74 05 27 5c 01 07 63 69 73 63 6f 02 12 d7 99 45 | t.'\..cisco....E
6e 0f 46 71 bc 52 47 b0 81 b4 18 ae 34 05 06 00 | n.Fq.RG..... 4...
00 40 00 le O0f 31 30 2e 31 30 36 2e 34 38 2e 31 | .@...10.106.48.1
39 31 1f Of 31 30 2e 31 30 36 2e 34 39 2e 31 31 | 91..10.106.49.11
31 3d 06 00 00 00 05 42 Of 31 30 2e 31 30 36 2e | 1=..... B.10.106.
34 39 2e 31 31 31 04 06 Oa 6a 30 bf 1a 22 00 00 | 49.111...30.."..
00 09 01 1c 69 70 3a 73 6f 75 72 63 65 2d 69 70 | ....ip:source-ip
3d 31 30 2e 31 30 36 2e 34 39 2e 31 31 31 1la 1la | =10.106.49.111..
00 00 Oc 04 92 14 41 4e 59 43 Af 4e 4e 45 43 54 | ... ANYCONNECT

2d 50 52 4f 46 49 4c 45 1a Oc 00 00 Oc 04 96 06 | -PROFILE........



00 00 00 02

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 7 (0x07)

Radius: Length = 180 (0x00B4)

Radius: Vector: B6C2BF25CF8053A9A23DC8CA7405275C

Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

63 69 73 63 6f | cisco

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

d7 99 45 6e Of 46 71 bc 52 47 b0 81 b4 18 ae 34 | ..En.Fq.RG.....
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x4000

Radius: Type = 30 (0Ox1lE) Called-Station-Id

Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31 | 10.106.48.191
Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31 | 10.106.49.111
Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 15 (OxOF)



Radius: Value (String) =
31 30 2e 31 30 36 2e 34 39 2e 31 31 31
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

10.106.49.111

Radius: Value (IP Address) = 10.106.48.191 (OxOA6A30BF)

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 34 (0x22)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01) Cisco-AV-pair
Radius: Length = 28 (0x10)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e
31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 26 (0x1A)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 20 (0x14)

Radius: Value (String) =

41 4e 59 43 4f 4e 4e 45 43 54 2d 50 52 4f 46 49
4c 45

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 2 (0x0002)

send pkt 10.106.50.20/1645

rip 0x74251058 state 7 id 7

rad_vrfy() : response message verified

rip 0x74251058

ip:source-ip=10.

106.49.111

ANYCONNECT-PROFI

LE



: chall_state "'
: state Ox7
: reqauth:
b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5c¢
: info 0x74251190
session_id 0x8
request_id 0x7
user 'cisco'
response '#k%!
app 0
reason 0
skey 'testingl23'

sip 10.106.50.20

type 1

RADIUS packet decode (response)

Raw packet data (length = 80).....

Ob 07 00 50 ed 7a 06 92 f7 18 16 6b 97 d4 83 5f | ...P.z..... k.o.._
be 9b d7 29 18 12 75 6b 35 36 58 49 4f 6e 35 31 | ...)..uk56XIOn51
58 36 4b 75 4c 74 12 24 45 6e 74 65 72 20 79 6f | X6KuLt.$Enter yo
75 72 20 54 4f 4b 45 4e 20 6f 6e 65 2d 74 69 6d | ur TOKEN one-tim
65 20 70 61 73 73 77 6f 72 64 1b 06 00 00 00 5a | e password..... Z

Parsed packet data.....

Radius: Code = 11 (0xO0B)

Radius: Identifier = 7 (0x07)

Radius: Length = 80 (0x0050)

Radius: Vector: ED7A0692F718166B97D4835FBE9BD729

Radius: Type = 24 (0x18) State



Radius: Length = 18 (0x12)
Radius: Value (String) =
75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74
Radius: Type = 18 (0x12) Reply-Message
Radius: Length = 36 (0x24)
Radius: Value (String) =
45 6e 74 65 72 20 79 6f 75 72 20 54 4f 4b 45 4e
20 6f 6e 65 2d 74 69 6d 65 20 70 61 73 73 77 6f
72 64
Radius: Type = 27 (0x1B) Session-Timeout
Radius: Length = 6 (0x06)
Radius: Value (Hex) = Ox5A
rad_procpkt: CHALLENGE
radius mkreq: 0x8
old request 0x8 --> 8 (0x74251058), state 3

Viedee !

wait pass - pass . make request
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=10.106.49.111

RADIUS packet decode (authentication request)

Raw packet data (length = 198).....

01 08 00 c6 b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca
74 05 27 5c 01 07 63 69 73 63 6f 02 12 83 c4 00
3e 56 73 71 bc 52 47 bO 81 b4 18 ae 34 05 06 00
00 40 00 le Of 31 30 2e 31 30 36 2e 34 38 2e 31
39 31 1f 0f 31 30 2e 31 30 36 2e 34 39 2e 31 31
31 3d 06 00 00 00 05 42 Of 31 30 2e 31 30 36 2e

34 39 2e 31 31 31 04 06 Oa 6a 30 bf 18 12 75 6b

uk56XIOn51X6KulLt

Enter your TOKEN
one-time passwo

rd

.@...10.106.48.1
91..10.106.49.11
1=..... B.10.106.

49.111...j0...uk



35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74 la 22
00 00 00 09 01 1c 69 70 3a 73 6f 75 72 63 65 2d
69 70 3d 31 30 2e 31 30 36 2e 34 39 2e 31 31 31
la 1a 00 00 Oc 04 92 14 41 4e 59 43 4f 4e 4e 45
43 54 2d 50 52 4f 46 49 4c 45 1la Oc 00 00 Oc 04

96 06 00 00 00 02

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 8 (0x08)

Radius: Length = 198 (0x00C6)

Radius: Vector: B6C2BF25CF8053A9A23DC8CA7405275C
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

63 69 73 63 6f

Radius: Type = 2 (0x02) User-Password
Radius: Length = 18 (0x12)

Radius: Value (String) =

83 c4 00 3e 56 73 71 bc 52 47 b0 81 b4 18 ae 34
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x4000

Radius: Type = 30 (Ox1lE) Called-Station-Id
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31
Radius: Type = 31 (0x1F) Calling-Station-Id
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

56XI0n51X6KulLt."
...... ip:source-

ip=10.106.49.111

........ ANYCONNE
CT-PROFILE......
cisco

>Vsq.RG. .. .. 4

10.106.48.191

10.106.49.111



Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

10.106.49.111

Radius: Value (IP Address) = 10.106.48.191 (OxOA6A30BF)

Radius: Type = 24 (0x18) State

Radius: Length = 18 (0x12)

Radius: Value (String) =

75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 34 (0x22)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01) Cisco-AV-pair

Radius: Length = 28 (0x10)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e
31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 26 (0x1A)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 20 (0x14)

Radius: Value (String) =

41 4e 59 43 4f 4e 4e 45 43 54 2d 50 52 4f 46 49
4c 45

Radius: Type = 26 (0x1A) Vendor-Specific

uk56XIOn51X6KuLt

ip:source-ip=10.

106.49.111

ANYCONNECT-PROFI

LE



Radius:

Radius:

Radius:

Radius:

Radius:

Length = 12 (0x0C)
Vendor ID = 3076 (0x00000C04)
Type = 150 (0x96) Client-Type
Length = 6 (0x06)

Value (Integer) = 2 (0x0002)

send pkt 10.106.50.20/1645

rip 0x74251058 state 7 id 8

rad_vrfy() : response message verified

rip 0x74251058

: chall_state '"uk56XIOn51X6KuLt'

: state Ox7

: reqauth:

b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5c

: info 0x74251190

session_id 0x8

request_id 0x8

user 'cisco'

response

V!

app O

reason 0

skey 'testingl23'

sip 10.106.50.20

type 1

RADIUS packet decode (response)

Raw packet data (length = 44).....

02 08 00 2c cO 80 63 1c 3e 43 a4 bd 46 78 bd 68 |

49 29 23 bd 12 18 41 75 74 68 65 6e 74 69 63 61 |

74 69 6f 6e 20 73 75 63 63 65 73 73 |

ee.y..c.>C..Fx.h
D#...Authentica

tion success



Parsed

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius

packet data.....

Code = 2 (0x02)

Identifier = 8 (0x08)

Length = 44 (0x002C)

Vector: C080631C3E43A4BD4678BD68492923BD
Type = 18 (0x12) Reply-Message

Length = 24 (0x18)

: Value (String) =

41 75 74 68 65 6e 74 69 63 61 74 69 6f 6e 20 73 | Authentication s

75 63 63 65 73 73 | uccess

rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x74251058 session 0x8 id 8

free_rip 0x74251058

radius

RS

: send queue empty

=B
(=PI
£ ASA E 2 BEE I EERL & AnyConnect Secure Mobility Client

Cisco 10S:Lisfit & F AnyConnectZ /i FIRSA SecurlD & 133 iF

ASAFIACSHIRSAT 1# AR 55 25 M SDItH L A 5%

ASA AnyConnect Double Authentication with Certificate Validation ,

Mapping . and Pre-

Fill BL & 45

AR FZ Y - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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