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B Kernel module not authorized Reguires endpaoint user intervention Critical Fault

The Connector's systemn extension has been blocked from execution. Open Security and Privacy System Preferences

and approve The exXtension

Apple macOSHR G , KA THEXNZENERAE , BT


https://tools.cisco.com/bugsearch/bug/CSCvq98799

" AA Mac 0S 10.13 - High Sierra Advisory

Apple macO5 10.13 includes additicnal kernel extensien security that requires user interaction for
the AMP for Endpoints Mac Connecter te run properly. End users must approve the execution of
rew kernel extensions for Mac devices that are not managed by an MDI. We recemmend that you
upgrade all your AMP for Endpaints Mac Cennecters to vl 4.5 prior te upgrading te mac05 1015 te
have the least amount of user interventicn. See this Apple Tech Note for details about this feature.
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General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy

Security & Privacy

m FileVault Firewall Privacy
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| | Click the lock to make changes.
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= Disk access not granted Requires endpoint user intervention

The Connector cannot access user files for scan. Open Security and Privacy System Preferences and grant Full Disk
Arccess to the AMP background service: *fopt/ciscofamp/ampdasmon'.
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Security & Privacy

General FileVault Firewall
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Security & Privacy

FileVault Firewall P Grant Full Disk Access
Scan
Allow the apps below to :

Messages, Safari, Home,
certain administrative sel

=2 ampdaemon Settings
Update Virus Definitions
Sync Policy
Quit AMP for Endpoints Connector

@ Accessibility

E Full Disk Access

ﬁ Automation

l_ ‘ Analytics
Advertisin

':q vertising

"

HALXLRHELAMPREHET T —1 %S : sudo /bin/launchctl unload
/Library/LaunchDaemons/com.cisco.amp.daemon.plist , 21E T RAFIZEEAE,

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
certain administrative settinas for all users on this Mac.

v | ampdaemon
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- ampdaemon.log
- ampscansvc.log
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EFERAHUTaSEIRSE : sudo /Ibin/launchectl load
/Library/LaunchDaemons/com.cisco.amp.daemon.plist.
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AMP for Endpoints requires Full Disk Access to protect your Mac.

1. In the Security & Privacy System Preferences pane, click the lock and enter your password.

2. Drag the "ampdaemon" program from the “amp" Finder window into the allowed applications list.
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FileVauit  Firewall B0 00

Allow the apps below to access data like Mail,

™

Messages, Safari, Home, Time Machine backups, and
SR certain administrative settings for all users on this Mac
. L UONECLSs

i~

Calendars v ' ampdaamon
Reminders
;‘.-r: (:"IG..

Camera

Microphone

Full Disk Access

Chck the lock to prevent further changes.
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