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a)ASAELE -

aaa-server | SE protocol tacacs+
aaa-server | SE (internet) host 10.197.164.22
key *kk k%

b)AAAEL & :

AAARRSS 28 LB B IR UE RARYE B 05 F FIIATHY | 127 51 @ FEADM A b B fE &

51 TR | ERAAARS SRERIVASAS B 1IE

FEASAL :

aaa aut hentication ssh console | SE LOCAL

HEAAARRS BR L -
B
a) N REE X

ERIAUPR : 1
BAWPR : 15

=<

EERIF

b)inH &

EERITR :

Connection to 10.197.164. 28 cl osed.

DMOUDG L- M N1D9: ~ dnoudgi | $

DMOUDG L- M N1D9: ~ dnoudgi | $

DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o0. 197. 164. 28" s password:

User ASA privl |logged in to ciscoasa

Logins over the last 9 days: 11. Last login: 12:59:51 I ST May 7 2020 from 10. 65. 81. 163
Fail ed | ogins since the last login: O.

Type help or "?' for a list of avail abl e comands.

ci scoasa> enabl e

Passwor d:

ci scoasa#

ci scoasa# show curpriv

Username : enable 15

Current privilege level : 15

Current Mode/s : P PRV

ASABE :

May 07 2020 12:57:26: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl



May 07 2020 12:57:26: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 12:57:26: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163
Unane: ASA privl

May 07 2020 12:57:26: %ASA-6-605005: Login pernmitted from 10.65. 81. 163/56048 to
internet:10.197. 164. 28/ ssh for user "ASA privl"

May 07 2020 12:57:30: %ASA-7-111009: User 'enabl e_15" executed cnd: show | oggi ng

May 07 2020 12:57:40: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 07 2020 12:57:40: %ASA-5-111008: User 'ASA privl executed the 'enable' conmmand

TERLE R

1. BIAAARRS SR HITSSHA EN & KL

2ERNERTR , MERNERPEAAARS 2R LERENNREX
SETAAARSRNAFRTEHNRILE , SAFMAXREF enable” ( MINMBER T RREZED ) R
MAERERD (WMRERE ) i, EANMERAF A Nenable_15

May 07 2020 12:57:40: %ASA-5-502103: User priv |evel changed: Unanme: enable_15 From 1 To: 15

ARFEELEARBENRNEARD , BN EBEBAERNKR 15, Hlm

enabl e password Clscol23 |evel 9

5. MBEBEANEEETENRENenable , MASA L HIAI AR A F & 2enable_x ( EFx2NR )

May 07 2020 13: 20: 49: %ASA-5-502103: User priv |level changed: Unane: enable_ 8 From 1 To: 8

% 2 TR | ERAAARST R RAYASAS R RAEFMHAITHRR

FEASAL :

aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server

HEAAARRSSRR L :
e
a)NmEE N
BRIABLRR : 1
BAKR : 15
b)dr = &

EERIF



BERITA :

DMOUDG L- M N1D9: ~ droudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o0.197.164.28' s password:

User ASA privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 14:12:52 I ST May 7 2020 from 10. 65.81. 163
Fail ed | ogins since the last login: O.

Type help or '?' for a list of avail abl e commands.

ci scoasa> show curpriv

Usernanme : ASA privl

Current privilege level : 1

Current Mode/s : P_UNPR

ci scoasa> enabl e

Passwor d:

ci scoasa# show curpriv

Usernane : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV
ASABE :

May 07 2020 13:59: 54: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: %ASA-6-302013: Built outbound TCP connection 75 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/ 49068

(10.197. 164. 28/ 49068)

May 07 2020 13:59:54: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 07 2020 13:59:54: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 07 2020 13:59:54: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unane: ASA privl

May 07 2020 13:59:54: %ASA- 6-605005: Login pernmitted from 10.65. 81. 163/57671 to
internet:10.197. 164. 28/ ssh for user "ASA privl"

May 07 2020 13:59:59: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 07 2020 13:59:59: %ASA-5-111008: User 'ASA privl executed the 'enable' conmand.

MEEL R

1.BEAAARRS B HIT B 01 IE MR 1T IR
2HITRNEE N B HRITEEMNZES AIER (ssh, telnetflenable ) WFTEE R A IR

AR XTEEFASAR RITER

3. AAARSSHEE S N2 IR IAN BRI MNBRNEHHRANXERE1S

4. HAPBENAAARRS 28 EELEMN TACACS+EIEEFZASAR , AAMRRS SRS NAFPRFNIR
5—BAF@mAXEF enable” , BIXIREnterg (MMRAKREESHAZEE ) M ASAEE (WRE
BE ) , s ARSI ER N 150 IER

*%%3 : REWRRIUSSERAAA RS R BNASAT BRIE, ATERMGS

fEASAL :



aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server
aaa aut horization command | SE LOCAL

EAAARRS 2R L -
B
a) N EEE X

ZRIADR : 1
BRANR : 15

=

EERIF

b)an T &

EERTA:

DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28

ASA priv1@o. 197. 164. 28" s password:

User ASA privl logged in to ciscoasa

Logins over the last 1 days: 7. Last login: 17:12:23 IST May 9 2020 from 10. 65. 81. 163
Fail ed | ogins since the last login: 0. Last failed login: 17:12:21 I ST May 9 2020 from
10. 65. 81. 163

Type help or '?' for a list of avail abl e commands.

ci scoasa> show curpriv

Username : ASA privl

Current privilege level : 1

Current Mdde/s : P_UNPR

ci scoasa> enabl e

Passwor d:

ciscoasa# show curpriv

Command authorization failed

ASABE :

May 09 2020 17:13:05: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: %ASA- 6- 302013: Built outbound TCP connection 170 for

internet:10.197. 164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/21275

(10. 197. 164. 28/ 21275)

May 09 2020 17:13:05: %ASA- 6- 302014: Teardown TCP connection 169 for internet:10.197.164.22/49
to identity:10.197. 164. 28/ 30256 duration 0:00: 00 bytes 67 TCP Reset-| frominternet

May 09 2020 17:13:05: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 09 2020 17:13:05: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:13:05: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81. 163,
Unane: ASA privl

May 09 2020 17:13: 05: %ASA- 6-605005: Login permtted from 10. 65.81. 163/ 49218 to

internet:10.197. 164. 28/ ssh for user "ASA privl"

May 09 2020 17:13:05: %ASA- 6- 302014: Teardown TCP connection 170 for internet:10.197.164.22/49
to identity:10.197.164. 28/ 21275 duration 0:00: 00 bytes 61 TCP Reset-| frominternet

May 09 2020 17:13:05: %ASA-7-609002: Teardown | ocal -host internet:10.197. 164.22 durati on 0:00: 00
May 09 2020 17:13:07: %ASA-7-609001: Built |ocal-host internet:10.197.164.22



May 09 2020 17:13:07: %ASA-6-302013: Built outbound TCP connection 171 for

internet:10.197. 164. 22/ 49 (10.197.164.22/49) to identity:10.197.164. 28/ 53081

(10. 197. 164. 28/ 53081)

May 09 2020 17:13:07: %ASA-7-111009: User 'ASA_privl' executed cmd: show curpriv

May 09 2020 17:13:08: %ASA-6-302014: Teardown TCP connection 171 for internet:10.197.164.22/49
to identity:10.197. 164. 28/ 53081 duration 0:00:00 bytes 82 TCP Reset-l frominternet

May 09 2020 17:13:08: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:13:10: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 09 2020 17:13:10: %ASA-5-111008: User 'ASA privl' executed the 'enable' command.

May 09 2020 17:13:12: %ASA-7-609001: Built |ocal -host internet:10.197.164. 22

May 09 2020 17:13:12: %ASA-6-302013: Built outbound TCP connection 172 for

internet:10.197. 164. 22/ 49 (10.197.164.22/49) to identity:10.197.164. 28/ 46803

(10. 197. 164. 28/ 46803)

May 09 2020 17:13:12: %ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : yser IP = 10.65.81.163

May 09 2020 17:13:12: %ASA-6-302014: Teardown TCP connection 172 for internet:10.197.164.22/49
to identity: 10.197. 164. 28/ 46803 duration 0:00: 00 bytes 82 TCP Reset-l frominternet

May 09 2020 17:13:12: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:13:20: %ASA-7-609001: Built |ocal -host internet:10.197.164. 22

May 09 2020 17:13:20: %ASA-6-302013: Built outbound TCP connection 173 for

internet:10.197. 164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/6934 (10.197.164.28/6934)
May 09 2020 17:13:20: %ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : uyser IP = 10.65.81.163

TEELR:

1.BIEAAABRS B HIT B 0 18 UE MR 1T IR
2HITRNEE N B HRITE EMNZESH AIER (ssh, telnetflenable ) BWFTEE R IR
3. SR AAAARRS 28 A iy “aaa authorization command ISE LOCAL T

AR XTIEFASAR RITER

4. YRAPBENAAARS 2R EELEMNTACACS+HEIE R FASAR , AAMMIRS SRR NAFEFINR
5—BRAFPRmAXEFenable” , BIRIREnter® (MEXREESHAZBE ) AWASHZE (MNEE
BE ) , 1 A NER N 1508 PER

GUBETHIRINEAM , RAAAARS SR I ~RHAF Benable_ 15K TS , MAREXREXR
MEZ S 5RRIEMNAF,

7HIEAELRITHEMNG S LR S RINK KM kK

8. EffRILEE , HEAAARRSES EHADFASA ( AT A#EIR ) EBIESR N enable_15"H A F

, FE B

EAAARSEBIADEBRERAFE , SMEBRLUTITRH -

F. NTHHREHRIE , AMBRSBRIIEFZAFNEFRAFE

iio MIAFRERILT , RTEASAL AR MW IFZHE , AN FEESHRIETIEMEILE B WAAARS S
=. BAZBEE , mEGSEEAAF B enable_15"#1T , MAAAARITFXLEHS | K NAAARRS S
RAD L EHEZAF A

BB A enable_15"/5 , RFEE A EASA LMNERE X KRRIIBEERN,

HERTAH :



DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@.o. 197. 164. 28" s password:
User ASA privl logged in to ciscoasa
Logins over the last 1 days: 2. Last
Fail ed | ogins since the last |ogin:
10. 65. 81. 163

Type help or '"?' for a list
ci scoasa> show curpriv

| ogi n:
5. Last failed |ogin:

16:50: 42 | ST May 9 2020 from 10. 65. 81. 163
16: 53: 55 | ST May 9 2020 from

of avail abl e commands.

Username : ASA privl

Current privilege level : 1

Current Mdde/s : P_UNPR

ci scoasa> enabl e

Passwor d:

ci scoasa# show curpriv

Usernanme : enable_15

Current privilege |evel 15

Current Mdde/s : P_PRIV

ci scoasa# configure termnal

ASABE :

May 09 2020 17:05:29: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %ASA-6-302013: Built outbound TCP connection 113 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164. 28/ 31109

(10.197. 164. 28/ 31109)

May 09 2020 17:05:29: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 09 2020 17:05:29: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:05:29: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unanme: ASA privl

May 09 2020 17:05:29: %ASA- 6- 302014: Teardown TCP connection 112 for internet:10.197.164. 22/ 49
to identity:10.197.164.28/ 7703 duration 0:00: 00 bytes 67 TCP Reset-l frominternet

May 09 2020 17:05:29: %ASA-6-605005: Login pernmitted from 10.65. 81. 163/ 65524 to

internet:10.197. 164. 28/ ssh for user "ASA priv1l"

May 09 2020 17:05:29: %ASA- 6- 302014: Teardown TCP connection 113 for internet:10.197.164. 22/ 49
to identity:10.197. 164.28/ 31109 duration 0:00: 00 bytes 61 TCP Reset-| frominternet

May 09 2020 17:05:29: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:32: %ASA-7-609001: Built |ocal -host internet:10.197.164. 22

May 09 2020 17:05:32: %ASA-6-302013: Built outbound TCP connection 114 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164. 28/ 64339

(10.197. 164. 28/ 64339)

May 09 2020 17:05:32: %ASA-7-111009: User 'ASA privl' executed cnd: show curpriv

May 09 2020 17:05:32: %ASA- 6- 302014: Teardown TCP connection 114 for internet:10.197.164. 22/ 49
to identity: 10.197. 164. 28/ 64339 duration 0:00:00 bytes 82 TCP Reset-|I frominternet

May 09 2020 17:05:32: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:35: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 09 2020 17:05:35: %ASA-5-111008: User 'ASA_privl' executed the 'enable' command.

May 09 2020 17:05:37: %ASA-7-609001: Built |ocal-host internet:10.197.164. 22

May 09 2020 17:05:37: %ASA-6-302013: Built outbound TCP connection 115 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164. 28/ 4236 (10.197.164. 28/ 4236)
May 09 2020 17:05:37: %ASA-7-111009: User 'enable_15' executed cmd: show curpriv

May 09 2020 17:05:37: %ASA- 6- 302014: Teardown TCP connection 115 for internet:10.197.164. 22/ 49
to identity:10.197.164. 28/ 4236 duration 0:00: 00 bytes 82 TCP Reset-l frominternet

May 09 2020 17:05:37: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:44: 9%ASA-7-609001: Built |ocal -host internet:10.197.164. 22

May 09 2020 17:05:44: %ASA-6-302013: Built outbound TCP connection 116 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/ 27478

(10.197. 164. 28/ 27478)

May 09 2020 17:05:44: 9%ASA-5-111007: Begin configuration: 10.65.81.163 reading fromterninal

May 09 2020 17:05:44: %ASA-5-111008: User 'enable_15' executed the 'configure terminal' command.



May 09 2020 17:05: 44:

executed 'configure terminal'’

K

MREASALEE 7T EITACACSH I TR ,

“local’fEN [EIE,

\_\_E

N TENERTHHEASAZ

iE ( BITEHE. ssh, telnet)

%ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163,

W HAAARRSS BR TR G FIAY |, AU
, BMER B R BT

EE%%ﬁsuirtm%Zzuﬁto EAAARRS BS T 1A B B A P “enable 15" 121 T A BB EW 15

mRTE 2WBILA TR -
BRI, A& “enable 15" FELOCALKIEEH
HEENAK

ASABE :

Y%ASA- 4- 409023: Attenpting AAA Fal | back nmet hod LOCAL for Authentication request for user cisco
Aut h-server group | SE unreachabl e

YASA- 6-113012:

AAA user authentication Successful : local database : user =

cisco

YASA- 4- 409023: Attenpting AAA Fal | back met hod LOCAL for Authentication request for user cisco
Aut h-server group | SE unreachabl e

YASA- 6- 113004
Y%ASA- 6- 113008:
Y%ASA- 6- 611101:
Y%ASA- 6- 611101:
YASA- 6- 605005:

"cisco"

Y%ASA- 5- 5021083:
Y%ASA- 5-111008:
YASA- 4- 409023

: Auth-server

Y%ASA- 5-111007:
Y%ASA- 5-111008:
Y%ASA- 5-111010:

t er mi nal

YASA- 4- 409023

: Auth-server

X FRLEARERE
REXAFPNEGRRAFE. B

EfERE“enable_15"AF B X/ It ik (7] & |

1.FEASA LRITRN e SR ER R

2 EDBAERIEAFHTACACSHRE B , FIRIARMHZANBRIREN 15

AAA user authorization Successful : LOCAL :
AAA transaction status ACCEPT : user =
User authentication succeeded: IP address:

User authentication succeeded: |P address

server =
ci sco
10.65.81.163,

user =

User priv level changed: Uname: enable_15 From: 1 To: 15

User 'cisco' executed the 'enable' command.

Attempting AAA Fallback method LOCAL for Authorization request
group ISE unreachable

Begi n configuration: 10.65.81.163 reading fromterm na

User 'enable_15' executed the 'configure terminal' command.

User 'enable_15', running 'CLI' fromIP 10.65.81. 163, executed

Attempting AAA Fallback method LOCAL for Authorization request
group ISE unreachable

A,
53 ?EXE@EEASAJ:#HT M NMEFEWRT

BERATATERE

Z“auto-enable”

Uname:
10. 65. 81. 163, Unane:
Login permtted from 10. 65. 81. 163/ 65416 to internet: 10.197. 164.

ﬁw%’zﬂ*"ﬁ_ﬂfﬁﬁ Bar itk MEERAF & “enable_15"
BAF,

cisco

cisco
ci sco

28/ ssh for user

for user enable_ 15

‘configure

for user enable_ 15

RN

3614 : BUBASIR R E X 2 BASATHBRIE, A auto-enable” TR AE
SAAAIRS SRR R RN

FEASAL :

aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server auto-enable
aaa aut horization command | SE LOCAL

7Ha



EAAARRS R L
BINER -
a)NFlL & X

AR : 15
BRAMPR : 15

b)fr &
EERF

EERTH :

DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28

ASA priv1@.o. 197. 164. 28" s password:

User ASA privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 17:13:05 I ST May 9 2020 from 10. 65. 81. 163
Failed logins since the last login: 0. Last failed login: 17:12:21 I ST May 9 2020 from
10. 65. 81. 163

Type help or '?" for a list of avail abl e commands.

ci scoasa# show curpriv

Username : ASA privl

Current privilege level : 15

Current Mdde/s : P_PRIV

ci scoasa# configure termnal

ci scoasa(config)#

ASABRE :

May 09 2020 17:40: 04: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40:04: %ASA-6-302013: Built outbound TCP connection 298 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164.28/57617
(10.197. 164. 28/ 57617)

May 09 2020 17:40:04: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40: 04: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 09 2020 17:40:04: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:40:04: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unanme: ASA privl

May 09 2020 17:40: 04: %ASA-6-605005: Login pernmitted from 10.65.81. 163/ 49598 to

internet:10.197. 164. 28/ ssh for user "ASA priv1l"

May 09 2020 17:40: 04: YASA- 6- 302014: Teardown TCP connection 297 for internet:10.197.164.22/49
to identity:10.197. 164. 28/ 6083 duration 0:00: 00 bytes 67 TCP Reset-1 fromi nternet

May 09 2020 17:40: 04: %ASA-7-609001: Built local -host internet:139.59.219.101

May 09 2020 17:40: 04: %ASA-6-302015: Built outbound UDP connection 299 for
internet:139.59.219.101/123 (139.59.219.101/123) to ngnt-gateway: 192. 168. 100. 4/ 123

(10.197. 164. 28/ 195)

May 09 2020 17:40: 04: 9%ASA-6-302014: Teardown TCP connection 298 for internet:10.197.164.22/49
to identity:10.197.164.28/57617 duration 0:00: 00 bytes 61 TCP Reset-| frominternet

May 09 2020 17:40:04: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:40:09: %ASA-7-609001: Built |ocal-host internet:10.197.164. 22

May 09 2020 17:40:09: %ASA-6-302013: Built outbound TCP connection 300 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164. 28/ 4799 (10.197.164.28/4799)
May 09 2020 17:40:09: %ASA-7-111009: User 'ASA_privl' executed cmd: show curpriv

May 09 2020 17:40:09: %ASA-6-302014: Teardown TCP connection 300 for internet:10.197.164.22/49



to identity:10.197. 164. 28/ 4799 duration 0:00: 00 bytes 82 TCP Reset-1 fromi nternet

May 09 2020 17:40:09: %ASA-7-609002: Teardown | ocal -host internet:10.197.164. 22 duration 0:00: 00
May 09 2020 17:40: 14: %ASA-5-111007: Begi n configuration: 10.65.81.163 reading fromterm nal

May 09 2020 17:40: 14: %ASA-5-111008: User 'ASA_privl' executed the 'configure terminal' command.
May 09 2020 17:40:14: %ASA-5-111010: User 'ASA privl', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’

TEELR:

1. B AAARRS 2R 1T B 13 I IE MR 1T RN
2HITRNEE N SMRITEERNIEH5ERE (ssh. telnetflenable ) WATEERE AR

AE  XTEEFASAHRITIER

3. S BN AHAAARS 25 A ©“aaa authorization command ISE LOCAL#1T

4. 5P BEAAARRS S L BB TACACS+EIE B RASAR , A F IR BAAARSEFHR15 , M
& FENRE

5.8 LREER , BRLTEMAFEREZE , AF‘enable_15"th TEEASATAAARS S LB E.
6. AAAIRSBRIENRERBEZAFPHEGRAFRBENGSRGER

HXRER
ST R—ESASANAAARE BRMXH XSS

https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-
deployment-quide/ta-p/3738365#toc-hld--1046199281

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200207-ISE-2-0-
ASA-CLI-TACACS-Authentication.pdf



https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
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