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EARGIFR | IPibut D ERT —
Expressway-C IP#hit : 10.0.30.2/24
Expressway-CERIAM > : 10.0.30.1(FW-B)
Expressway-E IPihiit :

TELAN2LE : 10.0.10.2/24

TELAN1 L :10.0.20.2/24
Expressway-EBRIAM > : 10.0.10.1(FW-A)

TMS IP#e3E : 10.0.30.3/24
FW-AR B
S 1. Expressway-ERY B ANATEL B,

MANEHEREE IR , FW-ARGBASNATESR , AFNLAEIP#iE}964.100.0.1089
Internetif[@ Expressway-Eo &J/&—N2NAT , NATE|Expressway-E LAN2 IP#b110.0.10.2/24,
AN , FEFW-ABRSNATERE,

N TASA 8.3REFRA :

I To use PAT with specific ports range:

obj ect network obj-10.0.10.2
host 10.0.10.2

obj ect service obj-udp_3478-3483 service udp source range 3478 3483 object service obj-
udp_24000- 29999 service udp source range 24000 29999 obj ect service obj-udp_36002-59999 service
udp source range 36002 59999 obj ect service obj-tcp_5222 service tcp source eq 5222 object
service obj-tcp_8443 service tcp source eq 8443 object service obj-tcp_5061 service tcp source
eq 5061 object service obj-udp_5061 service udp source eq 5061 nat (i nside,outside) source
static obj-10.0.10.2 interface service obj-udp_3478-3483 obj-udp_3478-3483 nat (inside, outside)
source static obj-10.0.10.2 interface service obj-udp_24000-29999 obj-udp_24000-29999 nat
(inside, outside) source static obj-10.0.10.2 interface service obj-udp_36002-59999 obj -
udp_36002- 59999 nat (i nside, outside) source static obj-10.0.10.2 interface service obj-tcp_5222
obj -tcp_5222 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_8443
obj -tcp_8443 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_5061
obj -tcp_5061 nat (inside,outside) source static obj-10.0.10.2 interface service obj-udp_5061
obj -udp_5061 OR ! To use with static one-to-one NAT: object network obj-10.0.10.2 nat
(inside,outside) static interface

AR ENABRDSPATG SN , ZEEASATGTTITRAELKEITHIREE , “‘ERRORNATE
ERE®O", 25, HEFBRASALWxlatef B , At |, 51T S clearxlatelocal
XXXX , MEAX XX XXX B FASASERIP 31k, lttn*h%}ﬁllﬁ‘—ﬂttlPi&i&?ﬁﬁ?&ﬂ’\]ﬁﬁﬁfﬁﬂﬁé , H
EE#%F¢EE Z1To

N FASA 8. 2R EIRARA



I Static PAT for a Range of Ports is Not Possible - A configuration line is required per port.
Thi s exanpl e shows only when Static one-to-one NAT is used

static (inside,outside) interface 10.0.10.2 netnmask 255.255.255. 255

P25 R H P = (ACL) B R 2 iF ME Bx B BExpressway ERYFTBES O o

RIFG —BEE : Expressway(DMZ)EI N BEEBXM X HY , Expressway-EEFW-AFREZEEARFHTCPH
UDPix O SR MBI :

Unified Communications: Expressway (DMZ) to public internet
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EEEEEEEEEEEER *IIIIII1 EEEEEREDN :ﬂ:n;am;mt&gmﬁm;fmma;n
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Open firewall DT to Intennet Internet o DMZ configure & range of TURM request Rstening pans
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X RFW-A/ERE O A MBS TR AYACLEL &

Xt FASA 8.3REFRZA :

access-list outside-in extended pernmit tcp any host 10.0.10.2 eq 5222

access-list outside-in extended pernmit tcp any host 10.0.10.2 eq 8443

access-list outside-in extended pernmit udp any host 10.0.10.2 gt 3477

access-list outside-in extended pernmit udp any host 10.0.10.2 It 3484

access-list outside-in extended pernmit udp any host 10.0.10.2 gt 23999
access-list outside-in extended pernit udp any host 10.0.10.2 It 30000
access-list outside-in extended pernit udp any host 10.0.10.2 gt 36001
access-list outside-in extended pernit udp any host 10.0.10.2 It 60000
access-list outside-in extended pernit udp any host 10.0.10.2 eq 5061

access-list outside-in extended pernmit tcp any host 10.0.10.2 eq 5061

access-group outside-in in interface outside

X FASA 82K ERMRAS :



access-1ist outside-in extended pernmit tcp any host 64.100.0.10 eq 5222
access-1ist outside-in extended pernmit tcp any host 64.100.0.10 eq 8443
access-1ist outside-in extended pernmit udp any host 64.100.0.10 gt 3477
access-list outside-in extended pernmit udp any host 64.100.0.10 It 3484
access-1ist outside-in extended pernit udp any host 64.100.0.10 gt 23999
access-1ist outside-in extended pernit udp any host 64.100.0.10 It 30000
access-1ist outside-in extended pernit udp any host 64.100.0.10 gt 36001
access-1ist outside-in extended pernit udp any host 64.100.0.10 It 60000
access-1ist outside-in extended pernmit udp any host 64.100.0.10 eq 5061
access-1ist outside-in extended pernmit tcp any host 64.100.0.10 eq 5061

access-group outside-in in interface outside

FW-BE: B

MANENESEERIAAE , FW BHREEDANATHPATERE

10.0.30.0/24 EiXFW BH’J%:"B?%D B E F#R 9IPH#b11E10.0.20.1,

X FASA 8.3REFIRA :

obj ect network obj-10.0.30.0
subnet 10.0.30.0 255.255.255.0
nat (inside,outside) dynanmic interface

N FASA 8. 2R EIRARA

nat (inside) 1 10.0.30.0 255.255.255.0
gl obal (outside) 1 interface

, MEERE TN

BE  FBERFMESENTCPHMUDPH O F L iFExpressway-CIEE TEH EPH X IEBHITH

, IR CiscoX ¥ TS E : Cisco Expressway P O F T B X i 2R

LT3
FERARED ATEIAEBRER EEIET,
Packet Tracerd Al TASA , LA#iAExpressway-EEASNATH# R 2R B E T,

Packet Tracerf£ETCP/5222 Lt li£64.100.0.10

FW A#packet -tracer input outside tcp 4.2.2.2 1234 64.100.0. 10 5222

Phase: 1
Type: UN- NAT
Subtype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi ti onal Infornmation:
NAT divert to egress interface inside
Untransl ate 64.100.0.10/5222 to 10.0.10. 2/5222

Phase: 2


http://www.cisco.com/c/dam/global/zh_cn/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf

Type: ACCESS- LI ST

Subt ype: | og
Resul t: ALLOW
Confi g:

access-group outside-in in interface outside
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 5222
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 13, packet dispatched to next mnodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet TracerfETCP/8443 Lt Jli#%64.100.0.10

FW A# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 8443

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64.100. 0. 10/ 8443 to 10.0. 10. 2/ 8443



Phase: 2
Type: ACCESS- LI ST

Subt ype: | og
Resul t: ALLOW
Confi g:

access-group outside-in in interface outside
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 8443
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 14, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet TracerfETCP/5061 L #li%64.100.0.10

FW 1# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 5061

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64.100.0.10/5061 to 10.0. 10. 2/5061



Phase: 2
Type: ACCESS- LI ST

Subt ype: | og
Resul t: ALLOW
Confi g:

access-group outside-in in interface outside
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 5061
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 15, packet dispatched to next mnodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet TracerfEUDP/24000_li%64.100.0.10

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 24000

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside



Untransl ate 64. 100. 0. 10/ 24000 to 10.0. 10. 2/ 24000

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group outside-in in interface outside

access-1ist outside-in extended pernit udp any host 10.0.10.2 gt 3477
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 16, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet TracerfEUDP/36002 L li%£64.100.0.10

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 36002

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:



NAT divert to egress interface inside
Untransl ate 64.100.0. 10/ 36002 to 10.0. 10. 2/ 36002

Phase: 2

Type: ACCESS- LI ST
Subt ype: | og

Resul t: ALLOW
Confi g:

access-group outside-in in interface outside
access-list outside-in extended pernit udp any host 10.0.10.2 gt 3477

Addi tional |nformation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4

Type: NAT

Subt ype: rpf-check
Resul t: ALLOW
Confi g:

obj ect network obj-10.0.10.2

nat (inside,outside) static interface

Addi tional |nformation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

New flow created with id 17, packet

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

WA
SB. LBRBE SRR,

di spatched to next nodul e

WIE SR AEASAAOME O O#1T,



FW A# sh cap
capture capout interface outside match ip host 64.100.0.100 host 64.100.0.10
capture capin interface inside match ip host 64.100.0.100 host 10.0.10.2

TCP/5222 £64.100.0.10M B iE 23X -

FW A# sh cap capout

2 packets captured

1: 21:39:33.646954 64.100. 0. 100. 21144 > 64.100. 0. 10.5222: S 4178032747:4178032747(0) win 4128
<nss 1460>

2: 21:39:35.577652 64.100.0.100.21144 > 64.100.0. 10.5222: S 4178032747:4178032747(0) wi n 4128
<nss 1460>
2 packets shown

FW A# sh cap capin

2 packets captured

1: 21:39:33.647290 64.100.0.100.21144 > 10.0.10.2.5222: S 646610520: 646610520(0) wi n 4128
<mss 1380>

2: 21:39:35.577683 64.100.0.100.21144 > 10.0.10.2.5222: S 646610520: 646610520(0) win 4128
<mss 1380>
2 packets shown

TCP/5061.1£64.100.0. 10 B 23X -

FW A# sh cap capout
2 packets captured

1. 21:42:14.920576 64.100.0.100.50820 > 64.100.0. 10.5061: S 2023539318: 2023539318(0) win 4128
<nss 1460>

2: 21:42:16.992380 64.100.0.100.50820 > 64.100.0.10.5061: S 2023539318: 2023539318(0) wi n 4128
<nss 1460>
2 packets shown
FW A# sh cap capin 2 packets captured 1: 21:42:14.920866 64.100.0.100.50820 > 10.0. 10.2.5061: S
2082904361: 2082904361(0) wi n 4128 <nss 1380> 2: 21:42:16.992410 64.100.0.100. 50820 >
10. 0. 10. 2. 5061: S 2082904361: 2082904361(0) win 4128 <mss 1380> 2 packets shown

2R EMEREBEFEASP)EHFBEIHR.

ASAZF W HIE T HASA ASPHIZRHEIR ﬁlﬁallﬁ%ﬂ*ﬁASAvﬁﬁﬁﬁﬁ’aﬂ’JFﬁﬁ‘I%E R, REEM
SBROURRA , AT/ NEE. BXASARTRXEEGHTHENERIEK , Hz1TmHshow asp
drop.

capture asp type asp-drop al

show cap asp

OR
show cap asp | i 64.100.0.10
show cap asp | i 10.0.10.2

BE: EZEFEAASA ASPHRKRBIASARBERE EZEARACLENATEEMEHREHES
, X EE NExpressway-EfT F4FETCP=UDPIR O,

E/‘R : ﬁAASAJﬁﬁE’J%ﬁAé‘%}* XK/ H512 KB BIRASAEZEFHF TAZHEE , EHEXFFIR
ER, ERXANTEREFXIETE A,
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policy-map gl obal policy
cl ass inspection_default
no i nspect h323 h225
no i nspect h323 ras
no inspect sip

# 1R VCS Expressway3: i
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https://www.cisco.com/c/zh_cn/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/zh_cn/support/index.html
http://www.cisco.com/c/dam/global/zh_cn/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X8-8.pdf
http://www.cisco.com/c/zh_cn/td/docs/telepresence/infrastructure/articles/vcs_benefits_placing_expressway_dmz_not_public_internet_kb_196.html
http://www.cisco.com/c/dam/global/zh_cn/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf
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