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VPNH F“cisco™# 2 Bt 45 W S5 BF A , Wi 55 B RA 7T BAJS 3 55 85 E BA Y InternetiZ & H 2 i (ICMP)iE
. VPNAF“cisco2’# % Bt ,nnéélli)\ ZH AR AT KR EEE.

Anyconnect
User: cisco2
{Marketing)
Assigned |P:
10.10.10.11

10.48.66.

GO/f1: {inside) GO/0 (outside)
e Anyconnect
User: ¢isco

[Finance)
ASA Assipned IP:

10.10.10,10
= ICMP Traffic from Marketing to Finance is not allowed by ASA

ISE B

1. % $ZAdministration > Identity Management > Identities SA % il H B¢ & F 7 “cisco” ( R B
Finance ) f“cisco2” ( 3k BEMarketing ) o
2. £ Administration > Network Resources > Network Devices SUFASAZ N H B & 1 W & 1% &

3. ﬁ#%Pollcy > Results > Authorization > Authorization Profiles SU7 i Fl Bt B W 55 #1181 X EL
BN, AMEEXHNTE—MTMERENEMYE , AT THRIGRZEHSFRDACL). TH
= 55 Bl
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Identity Services Engine
8

______ E
|4, Authentication |®) Authorization |4 Profiling |7, Posture |, Client Provisioning |5/ Security Group Access

/_5_*- Home Operations |+  Policy| »  Administration | =

Dictionaries Conditions Results

Authormation Profiles = Finance_Profile

Results
[ 5] Authorization Profile
= "Mame | Finance_Profile |
":: ot E: o ‘:|,‘:.'.|:"|lI
v Authentication Descriplion |
v | Authorization " Access Type | ACCESS ACCEPT -]
v O Autherization Profies

Senice Template [

] Downloadable ACLS
* | Inine Posture Node Profies

» | Frofiling
» [ Posture
' B Gient Provisioning ¥ Common Tasks
v [ Security Group Access
DACL Mame [PERMIT ALL TRAFFIC -]

FMREXHTUES S ENREMEDACL , EEXTFHRHIER , AFFERE. =R
SGFWHIT , MA R P BAEETNVPNLIENDACL, £HSGFWITIER RER S iF £ A
SGT , MA A FDACLEE APt
4. 1% Policy > Results > Security Group Access > Security Groups BA7 il F B¢ & M 55 M & £
SGT4,

Y o R

=12 /> Home Operations|v  Policy| v

|2, Authentication |&, Authorization |- Profiling | Posture |t Client Provisioning

Dictionaries Conditions Fesulis

Results Security Groups
|- = -| f Edit +Add falmport (g Export
_ B F v
Ak 4Ch
—— Name a SGT (Dec [ Hex)

» | Authentication .
v [ Authorization (] Finance 2 /0002

» || Authorization Profiles [] Marketing 3 /0003

» | Downloadable ACLs [ Unknown 0 /0000

r |:| Inline Posture Mode Profies
» [T Profiling
» [ Posture
» [ Client Provisioning
v || Security Group Access
» || Security Group ACLs
sy G
|':'| Security Group Mappings
5. 1% Policy > Authorization ABL E R MRXAN . 5 —5F MNFFFinance_profile ( RITFENR
EMDACL ) UK SGT4Financer Bt4a“cisco’ A, 28 =% MNFFMarketing_profile ( foiF
BENFREMDACL ) AR SGT4AMarketingZ Bt 45 “cisco2” A F o
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Sinn UL L Lza L <1 Home Operaions|w  Polcy) v Administralion | v

2 Arthentication |=, Aulliorzatan - = Prafiling i'F__ Posture [y Cliend Prowi sianing = Setumy Group ACCess ,,j? Palicy Elermems

Authorization Policy

Diafima tha Authorizaton Folicy by corfiguning rubes based on idamity groups and'orn other conditions. Drag and drop nules 10 changs the ordar

| First Matchesd Rule Applios -
Sealus Ruila Mamie Condiions {idenlity groups and othar condifions) Parmissions
=] ciged Radiugfeer-HNames EQUALS cigeo Finance_Prosis Finance
E riscol Fadiugser-Hame EQUALE cisco? Maskatng_Profile Markating

ASA K

1. EREARVPNELE,
webvpn
enabl e outside
anyconnect - essential s
anyconnect image di sk0:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable

group-policy GP-SSL interna
group-policy GP-SSL attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
authentication-server-group ISE
accounting-server-group | SE
defaul t - group-policy GP-SSL

tunnel -group RA webvpn-attri butes
group-alias RA enable

ip local pool POOL 10.10.10.10-10.10.10.100 nmask 255.255.255.0
2. SERASA AAARI TrustSecEL &

aaa-server | SE protocol radius

aaa-server | SE (outside) host 10.48.66.74
key * %k k k%

cts server-group ISE

AT MATrustSec , ASAZEFEARFFRIFUL(PAC)#HITHMRIE. ASATXEFRZ
PACIHE , Al ZNHFEEEISELFHERHF AFIASA,

3. & #Administration > Network Resources > Network Devices > ASA > Advanced TrustSec
Settings AEEISE_ L £ K PAC, 1%£1Z0ut of Band(OOB)PAC B JA 4 B 34
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Thot SEGAGTY Eak] Specifin e Giarhams o Bachos B protsttod il (e *LARGF nbams® Dy e EAPRALT protacel.
o e BRSRESY BCrie) eltared Raid S0k Dot MAtch Al erhANs, Selanoation wil fal

" Mentiy AdA£TED
* Bncapplan Ray [
PG Tem oo [ | )
Exparetes Duts 0 Mar 2004 1000043 GT

4. FFPACH AASA, ERH XA A MEHTTP/FTPARS 88 L. ASAER TS AXH.

ASA# cts import-pac http://192.168.111.1/ASA-CTS-2.pac password 12345678
1 PAC I nported Successfully

ASA#

ASA# show cts pac

PAC- | nf o:
Valid until: Mar 16 2015 17:40:25
Al D €a48096688d96ef 7b94c679al7bdad6f
I-1D: ASA- CTS- 2
A-1D I nfo: ldentity Services Engine
PAC- t ype: Cisco Trustsec
PAC- Opaque:

000200b80003000100040010ea48096688d96ef 7b94c679al7bdad6f 0006009c000301
0015e3473e728ae73cc905887bdc8d3cee00000013532150cc00093a8064f 7ec374555
e7b1f d5abccb17de31b9049066f 1a791e87275b9dd10602a9ch4f 841f 2a7d98486b2ch
2b5dc3449f 67c17f 64d12d481be6627e4076a2a63d642323b759234ab747735a03e01b
99be241bblf 38a9a47a466eab64ea334bf 51917bd9aa9ee3cf 8d401dc39135919396223
11d8378829cc007b91ced9117a

LA EBHIPACE , ASARBEIIMITHERIFT. X2MISETHAXIBSCTANE R,

ASA# show cts environment-data sg-table

Security G oup Table:
Valid until: 17:48:12 CET Mar 17 2014
Showing 4 of 4 entries

SG Nane SG Tag Type

ANY 65535 uni cast
Unknown 0 uni cast
Finance 2 uni cast
Marketing uni cast

. BLESGFW, &fa— iEE"E%"‘B?%EI_I:EE ACL , RPN SFEIEHBICMPTRE,

access-|list outside extended permit icmp security-group tag 2 any security-group
tag 3 any
access-group outside in interface outside

AN, ATBAEA R LA B HRREIRIC
access-list outside extended pernit icnp security-group name Finance any
security-group name Marketing any

AN THRFZOACLAEVPNERE , MAMZARIANER T A FRLIZOACLEIEHVPNRER L
i,

no sysopt connection permit-vpn



DI , ASARERIFNVPNAF#ITE R , A RIEBSCTHITEE.

Wrir
ERAAES THARBES R

it wHEERERFTE (EXM NEFF)XHEF show i h. ERAKLBREFTEEES T show 8T
i

BIYVPNJG , ASAE RN A TEBANRENSGCT,

ASA(confi g)# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : cisco I ndex 1

Assigned IP : 10.10.10.10 Public IP : 192.168. 10. 68

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DITLS-Tunnel: (1)SHAl
Bytes Tx : 35934 Byt es Rx 1 79714

Group Policy : GP-SSL Tunnel Goup : RA

Login Tinme : 17:49:15 CET Sun Mar 16 2014

Dur ati on : 0Oh:22m 57s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : ¢c0a8700a000010005325d60b
Security Grp : 2:Finance

Username : cisco2 I ndex 2

Assigned IP : 10.10.10.11 Public IP : 192.168. 10. 80

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DITLS-Tunnel: (1)SHAl
Bytes Tx : 86171 Byt es Rx : 122480

G oup Policy : GP-SSL Tunnel Group : RA

Login Tinme : 17:52:27 CET Sun Mar 16 2014

Dur ati on : Oh:19m 45s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : ¢c0a8700a000020005325d6¢ch

Security Grp : 3:Marketing

SGFWR MM (SCT=2)EIEH(SGT=3)MICMPHK &, XF2HF “cisco’d LAping A F“cisco2”y
RE,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

C:sUserssadmin»ping 18.18.168.11 -5 168.168.18.18

Pinging 18.18.18.11 from 18.18.108.1080 with 32 hyte=s of data:
18.18.18.11: bytes=32 time=3ms TTL=128
18.18.18.11: bytes=32 time=4ms TTL=128
18.18.18.11: bytes=32 time=bms TTL=128

18.18.18.11: hytes=32 time=tms TTL=128

Ping s=tatistics for 18.168.108.11:
Packets: Sent = 4, Received = 4, Lost = B (@
Approximate round trip timesz in milli—seconds:
Minimum = 3Im=, Maximum = b6m=z,. Average = 4ns

THEERE N

ASA(confi g)# show access-list outside

access-list outside; 1 elenents; name hash: Oxla47dec4
access-list outside line 1 extended permit icmp security-group
tag 2(name="Finance") any security-group tag 3 (name="Marketing")
any (hitcnt=4) 0Ox071f07fc

ElEEE

Mar 16 2014 18: 24:26: %ASA- 6- 302020: Built inbound ICMP connection for
faddr 10.10.10.10/1(LOCAL\cisco, 2:Finance) gaddr 10.10.10.11/0
laddr 10.10.10.11/0(LOCAL\cisco2, 3:Marketing) (CiSco)

EAERATICMPRM , FRCN B EZIREIRE,
LB HNEH(SGT=3)pingM &5 (SGT=2)k :
ssUzeprssadminping 10.18_.168.18 -5 1A.168.18d.11

1A.168.18.168 from 18.18_18.11 with 32 bytesz of data:
timed out.
timed out.
timed out.
timed out.

ing statistics for 10.10_10.108:
Packets: Sent = 4. Received B, Lo=st 4 (108 lo=s),

ASAIRE :

Mar 16 2014 18:06: 36: %ASA-4-106023: Deny icmp src outside:10.10.10.11(LOCAL\cisco2,
3:Marketing) dst outside:10.10.10.10(LOCAL\cisco, 2:Finance) (type 8, code 0) by
access-group "outside" [0x0, 0x0]

PR HERR
4 REHE BT TR BTHAHR,
WSHAT XA

. Catalyst 3750XZ& 53 #2 41 - EH802.1x MACsecH TrustSec =i i& -4l



//www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/identity-based-networking-service/116498-configure-cts-00.html

- ASA # Catalyst 3750X &% #4l TrustSec Bi & =5 F B FEHEBRIE D

HE

AXFRIMAITIVPNAFHITORMPITEAREBLE L T —MELEW R, SGFWENIEVPNAFE
R ERED 2B RE. ATLAEASALERSXP ( TrustSec SGTR# Y ) RIKEUPFISGT 2 8
HIRFAERE . XATASAN EERDENMBERENRXIE ( VPNZHLAN ) 175,

EASARHRAI2RESRAAF , ASAKE X HFRADIUSIZXE X (CoA)(RFC 5176), FERINAY
VPN& iR &Z £ T4 /G MISERIZHIRADIUS CoABIE 2 AT LA BEcisco-av-pairfISGT , SGTHEM A
FoREEM (FEXe ) d, BXEZRH , BSREXER MBI FHXE,

HRER

. ASA IfZ 9.2.1 EF ISE B VPN 22 Mt EE =G

- ASA # Catalyst 3750X R 33k TrustSec & I R HI M EHEEREE
- Cisco TrustSecZ ¥ HLELEEF : 7 fi#Cisco TrustSec

- R BREAPERE RN SRS

. BPL ASA &5 VPN CLI B EB#EE , R 9.1

. BpE SIEAF 1.2

- BARFZEHHHY - Cisco Systems



//www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
//www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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