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B RIASA 9.0 Citrix Mobile Receiverft 3 3& &

HRER
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1. HEBZRIEZEDCitrix B RIRET |, TERMCItrix RSB 28yt /ZUE ; M2 M AASARNZ S

EEFE(SSL)VPN IP# it FZEE

2. ATHEER , 2RIEFHHASALERRF , 25X HCitrix Receiversi B 3 1 i 5 5K

( HTTPS#ER , HREF & 8 FHRIR H Citrix Receiver ) o

3. EASARIEEILE , B AFFIRTRBELASAR ZRNM A, ASAEEFMAEE|XenAppsk
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FR(SAN) , MBI ITERB(ICALEBLF B (RFEMA , JREEREREIR ). LEFESH
Cisco Bug ID CSCuj23632f# R,

. Citrix3Z UL B8 & /i — X R i5 [ — M XenApp/XenDesktopfR 55858, H itk , ASARE thm &4
VPN& &K — 1N XenApp/XenDesktopig R, ASAEECitrixiZWB/E P IREZNBEENE -1
XenApp/XenDesktop.

AZEBHTTPEEM , BH YEIARARICitrix ReceiverM AfEF A e S EEMERSEA,

- HEMMM/BHEF RN, AXEFFRIERRIE, ZRYHEN. BNEEKE(CSD)AK
CSDHMATAEIEE ( TN =ESecure Vault ) , B IRI/BIELMLER IR iwT 7 #iX L
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AR ERBTERTE (REMBE ) IRREXAID AERBTHEMAESR.

CLI%®

L 1865 A Citrix ReceiverB 3 & F s B ZASART | ASAATUE HIE 2T E XA Citrix XenAppE
XenDesktopfRSF5es. Nt , EBEAFEARKFL A, B TEECitrix RSVt M EFEIE, MR
ENEET AR EMAKKCL , MAFZRERLETAHEE,

configure term nal

group-policy DfltG pPolicy attributes

webvpn

[no] vdi { none | type <vdi_type>url domain username
password <password>}


http://support.citrix.com/article/CTX132798=
http://support.citrix.com/article/CTX132798=
http://support.citrix.com/article/CTX132798=
https://tools.cisco.com/bugsearch/bug/CSCuj23632
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

configure term nal

usernane <usernanme> attributes

webvpn

[no] vdi { none | type <vdi_type>url domain username
password <password>}

X

KB - VDIFER, X TFCitrixiZUEs , R MM A citrixo

url - XenAppEiXenDesktop RS 25 I TEURL , 8FEHTTPEHRHTTPS, EH A, iwASUK
XMLARS B R, EVNBMXMLES BRI UTELEFHE. NRAREMXMLIRSEREZ , 1
{&# A/Citrix/pnagent/B B iA &2,

username -A TERELMMLEM RERSFNAF B, XAUREEF RS,

password — A T EFKELLEM I RFZH[NEZEB. XUUREEFERE,

domain — AT EZRELLEMIZERSSHNE. XUURTEFKE,

X XenAPPRRSSBEERENMWEOA80 , Kt NEAHTTPMARHTTPSHREZE VDI,

Citrix Mobile Receiver i FF £ GASAH T B PR UL BT AT LAUE REREA . BREAERAFXETREN
B A XenApp/XenDekstop AR S5 285 3t 1TVDIA ], B IR 5 ] LU RRE A B & 9 VDI [ #Y
RIAE, HAPRGREBEAR | NEALEENRREA :

configure terminal
webvpn
[no] application-type default tunnel-group

. application_name — RIFRAE ¥, = 7IME — X 35H N A Zcitrix-receiver.
. tunnel-group-name — ¥ FAYEIE EEZLEVDIi/ 8] B9 BRIAE /Y X BIFRE H Y B 7o

i 5

LT REMVDIEE RS :

vdi type citrix url http://192.168.1.2 domai n domai n1 usernanme userl password passl
vdi type citrix url https://192.168.1.2/Citrix/pnagentl/ domain domai n2 user name

user nane2 password password2

vdi type citrix url http://192.168.1.2:8080/Citrix/pnagent3 domai n CSCO_ WEBVPN_MACROL
user nane CSCO_WVEBVPN_USERNAME password CSCO WEBVPN_PASSWORD

BENZSIRZEELE (ASDM) Bl

1. & ZEAsdm > Configuration > Remote Access VPN > Clientless SSL VPN Access > Group
Policy:
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FAREIHTRULIEWebVPNRE , AR Citrix Receiver Log OffiZ4H,

BT ETB3i1&E FCitrix Receiverlff AW SIFLIE | 2E RTERHEE, AL, HEEH
AndroidiZR &8t , A FEBIFEARECItrxNANARERASTETENAKE,
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Citrix Recelver - clientless-vdil.cisco.com

Secure Logoff
Command line
Copy of Kanekynatop

Dbgview

Desktop

Explorer

BR , YRR RLIWNARFN , 2ERMEEEER,



& 3114 PM

(&) Error

An error has occurred while
connecting.
Check your server address
and network connection.

Retry | Cancel

AR ETWebVPNAITEL IE |, {BCitrix ReceiverM BRRFR B R AR H ER EHEBAEH — 51
BE, XRMETH. YHEREERSFALALEMEREN , EHFEEEHANdroidi®RE EWEUH IR
. BREHLEE YEIKS  REEAEEREERH LK EE,



E ull § 2:12PM

(i) Confirm Exit

Are you sure that you want to
leave this account?

OK Cancel

BHEHEKS R, REFE RMEBRSRIIR.
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gy vdi
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% : £/ debug iR 2H , ESRAEX Debug T EEEE,
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debug webvpn citrix <1-255>
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F1RERFEERN. 5XenApp/XenDesktop RS 8587 % 122 & A — iR 45 1R
ES50RERBEXREERIN/EENBENER.
2554 & 7R A Citrix iz W EHEE R MM PR B R E 2.

SRERNCitixIZWEE ERRIDANFG S, B2, R TEFEEFFHMASAZENES |, B LUERL
TR :

debug webvpn transformation request

HSE, WAaHERTNERERPHTHUTHMER

=~=~=~=~=~Z~=~=~=~=~=~= PUTTY | og 2013.07. 24 14: 42: 38 =~=~=~=~=~Z~=~Z~=~Z~=~Z
Channel NP p=0x00000000 0/0 nore bufferedchannel -np.c

TEST- ASA#

TEST- ASA# DBG 89: 3178386013: 7404365c: 0000: netsal _accept returned 0x6d6ce7cO
(uni corn-proxy. c: proxy_thread_asa: 1250)

DBG 90: 3178386045: 7404365c: 0000: Creating fiber 0x74100d20 [uni corn-proxy],
stack(16384) = 0x74136ed0..0x7413aecc (fc=3), sys Ox6d5abea8

(FIBERS/ fibers.c:fiber_create: 519)

DBG 91: 3178386088: 74100d20: 0000: Junpstarting uni corn-proxy 0x74100d20,
sys 0x74043610 (FIBERS/fibers-junpstart.c: fiber_junpstart:36)

DBG 92: 3178386111: 74100d20: 0000: New client http connection: start requests
handl i ng (CONN awar e. c: run_awar e_fi ber: 1316)

DBG 93: 3178386125: 74100d20: 0000: new fi ber for client_ch 0x6d6ce7cO
(aware. c:run_aware_fiber:1318)

DBG 94: 3178386136: 74100d20: 0009: in process request

(awar e. c: awar e_di spat ch_request : 301)

DBG 95: 3178386148: 74100d20: 0009: al | oc aware ct x

(aware_nmem c: nem awar e_ct x_al | oc: 56)

DBG 96: 3178433565: 74100d20: 0009: Hook: Url Sniff_cb

(awar e_webvpn_conf.re2c: Ul Sni ff _ch: 927)

DBG 97: 3178433620: 74100d20: 0009: METHOD = 1, GCET

(awar e_par se_headers. re2c: awar e_parse_req_headers: 619)

DBG 98: 3178433640: 74100d20: 0009: Hook: SharePoi nt_cb

(awar e_webvpn_conf. re2c: Shar ePoi nt _ch: 1021)

DBG 99: 3178433652: 74100d20: 0009: Hook: Sessi onCheck _cb

(awar e_webvpn_conf. re2c: Sessi onCheck_cbh: 1897)

DBG 00: 3178433694: 74100d20: 0009: Hook: VCARedirect _cb

(awar e_webvpn_conf. re2c: VCARedi rect _ch: 1805)

DBG 01: 3178433713: 74100d20: 0009: Hook: NACRedirect_cb

(awar e_webvpn_conf.re2c: NACRedi rect _ch: 1866)

DBG 02: 3178433730: 74100d20: 0009: Hook: CientServices_cb

(awar e_webvpn_conf.re2c: Cient Services_ch: 2172)

DBG 03: 3178433742: 74100d20: 0009: Hook: SCEPProxy_chb

(awar e_webvpn_conf. re2c: SCEPPr oxy_ch: 2154)

DBG 04: 3178433753: 74100d20: 0009: Hook: Adm nURLCheck_ch

(awar e_webvpn_conf. re2c: Adm nURLCheck_ch: 345)

DBG 05: 3178433810: 74100d20: 0009: Hook: G oupURLCheck_ch

(awar e_webvpn_conf. re2c: G oupURLCheck_ch: 1594)

DBG 06: 3178433883: 74100d20: 0009: Hook: Pat hCooki e_cb

(awar e_webvpn_conf. re2c: Pat hCooki e_ch: 1088)

DBG 07: 3178433899: 74100d20: 0009: Hook: Webf ol der _cb

(awar e_webvpn_conf. re2c: Wbf ol der _cbh: 1167)

DBG 08: 3178433916: 74100d20: 0009: Hook: Root Check_chb

(awar e_webvpn_conf. re2c: Root Check_ch: 508)

DBG 09: 3178433930: 74100d20: 0009: Load portal for the root request (null)
(awar e_webvpn_conf. re2c: Root Check_ch: 578)

DBG 10: 3178433942: 74100d20: 0009: => enbedded

(awar e. c: awar e_di spat ch_r equest : 396)

DBG 11: 3178433955: 74100d20: 0009: Serve enbedded request [/]



(awar e. c: awar e_serve_request : 782)

DBG 12: 3178433978: 74100d20: 0009: Open handl er file [/+CSCOE+/ portal.htm]
(awar e. c: awar e_serve_request : 822)

DBG 13: 3178434028: 74100d20: 0009: No session redirect

(awar e. c: awar e_serve_request : 888)

DBG 14: 3178434104: 74100d20: 0009: STD HEADERS SENT

(awar e. c: awar e_send_r esp_headers: 151)

DBG 15: 3178434149: 74100d20: 0009: HEADERS SENT

(awar e. c: awar e_send_resp_headers: 162)

DBG 16: 3178434188: 74100d20: 0009: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 17: 3178434207: 74100d20: 0009: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 18: 3178434226: 74100d20: 0010: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 19: 3178434239: 74100d20: 0010: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 20: 3179015760: 74100d20: 0010: -- ECF in iobuf_channel input!!!

(i obuf _channel . c: ucte_i nput _buf _channel _i nput _f un: 157)

DBG 21: 3179015792: 74100d20: 0010: read_req_headers: first line: Unrexpected
character 0x00 (aware_parse_headers. re2c: aware_parse_req_headers: 241)

DBG 22: 3179015809: 74100d20: 0010: + freeing ctx

( CONN awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 23: 3179015821: 74100d20: 0010: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 24: 3179015838: 74100d20: 0010: Fi ber exit - client_ch 0x6d6ce7cO

(awar e. c: run_awar e_fi ber: 1339)

DBG 25: 3179015852: 74100d20: 0010: Fi ber 0x74100d20 fi ni shed | eaving 4 nore
(FIBERS/fibers-junpstart.c: _fiber_junpstart: 64)

DBG 26: 3179015865: 74100d20: 0010: Exiting fiber 0x74100d20

(FIBERS/ fibers.c:fiber__kill:1257)

DBG 27: 3179015934: 74100d20: 0010: SALNPCLOSENOTI FY: p=0x0 0/0 nore buffered
(SAL/ channel -np. c: _sal _np_ioctl:1269)

DBG: 28: 3179015965: 74100d20: 0010: Fi ber 0x74100d20 terni nated, 3 nore
(FIBERS/ fibers.c:fiber__kill:1330)

Channel NP p=0x00000000 0/0 mnore bufferedchannel -np.c

TEST- ASA#

TEST- ASA#

TEST- ASA#

TEST- ASA# DBG 29: 3203022718: 7404365c: 0000: netsal _accept returned 0x6d6ce7cO
(uni corn-proxy. c: proxy_thread_asa: 1250)

DBG 30: 3203022750: 7404365c: 0000: Creating fiber 0x740ff6a0 [unicorn-proxy],
stack(16384) = 0x7413ef 10..0x74142f0c (fc=3), sys Ox6d5abea8

(FI BERS/ fibers.c:fiber_create: 519)

DBG 31: 3203022926: 740f f 6a0: 0000: Junpstarting uni corn-proxy 0x740ff6a0, sys
0x74043610 (FIBERS/fibers-junpstart.c: _fiber_junpstart: 36)

DBG 32: 3203022959: 740f f 6a0: 0000: New client http connection: start requests
handl i ng (CONN awar e. c: run_awar e_fi ber: 1316)

DBG 33: 3203022973: 740f f 6a0: 0000: new fiber for client_ch Ox6d6ce7cO
(aware. c: run_aware_fi ber:1318)

DBG 34: 3203022986: 740f f 6a0: 0011: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 35: 3203022996: 740f f 6a0: 0011: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 36: 3203070771: 740f f 6a0: 0011: Hook: Url Sniff_cb

(awar e_webvpn_conf.re2c: Ul Sni ff _cbh: 927)

DBG 37: 3203070845: 740f f 6a0: 0011: METHOD = 1, GET

(awar e_par se_headers. re2c: awar e_par se_r eq_headers: 619)

DBG 38: 3203070870: 740f f 6a0: 0011: Hook: SharePoi nt_cb

(awar e_webvpn_conf. re2c: Shar ePoi nt _cbh: 1021)

DBG 39: 3203070883: 740f f 6a0: 0011: Hook: Sessi onCheck_cb

(awar e_webvpn_conf. re2c: Sessi onCheck_cb: 1897)

DBG 40: 3203070894: 740f f 6a0: 0011: Hook: VCARedirect _cb

(awar e_webvpn_conf. re2c: VCARedi rect _ch: 1805)



DBG 41: 3203070907: 740f f 6a0: 0011: Hook: NACRedirect _cb

(awar e_webvpn_conf. re2c: NACRedi rect _ch: 1866)

DBG 42: 3203070919: 740f f 6a0: 0011: Hook: Cient Services_cbh

(awar e_webvpn_conf.re2c: Cient Servi ces_ch: 2172)

DBG 43: 3203070931: 740f f 6a0: 0011: Hook: SCEPProxy_cb

(awar e_webvpn_conf. re2c: SCEPPr oxy_cbh: 2154)

DBG 44: 3203070940: 740f f 6a0: 0011: Hook: Admi nURLCheck_cb

(awar e_webvpn_conf. re2c: Adm nURLCheck_cbh: 345)

DBG 45: 3203070996: 740f f 6a0: 0011: Hook: G oupURLCheck_cb

(awar e_webvpn_conf. re2c: G oupURLCheck_cbh: 1594)

DBG 46: 3203071070: 740f f 6a0: 0011: Hook: Pat hCooki e_cb

(awar e_webvpn_conf. re2c: Pat hCooki e_ch: 1088)

DBG 47: 3203071090: 740f f 6a0: 0011: Hook: Webfol der_cb

(awar e_webvpn_conf. re2c: Wbf ol der _cb: 1167)

DBG 48: 3203071105: 740f f 6a0: 0011: Hook: Root Check_cb

(awar e_webvpn_conf. re2c: Root Check_cbh: 508)

DBG 49: 3203071122: 740f f 6a0: 0011: Load portal for the root request (null)
(awar e_webvpn_conf. re2c: Root Check_cbh: 578)

DBG 50: 3203071135: 740f f 6a0: 0011: => enbedded request

(awar e. c: awar e_di spat ch_r equest : 396)

DBG 51: 3203071147: 740f f 6a0: 0011: Serve enbedded request [/]

(awar e. c: awar e_serve_request : 782)

DBG 52: 3203071169: 740f f 6a0: 0011: Open handl er file [/+CSCOE+ portal.htm]
(awar e. c: awar e_serve_request : 822)

DBG 53: 3203071218: 740f f 6a0: 0011: No session redirect

(awar e. c: awar e_serve_request : 888)

DBG 54: 3203071293: 740f f 6a0: 0011: STD HEADERS SENT

(awar e. c: awar e_send_r esp_header s: 151)

DBG 55: 3203071338: 740f f 6a0: 0011: HEADERS SENT

(awar e. c: awar e_send_resp_headers: 162)

DBG 56: 3203071376: 740f f 6a0: 0011: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 57: 3203071396: 740f f 6a0: 0011: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 58: 3203071414: 740f f 6a0: 0012: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 59: 3203071427: 740f f 6a0: 0012: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 60: 3204883539: 740f f 6a0: 0012: -- ECF in iobuf_channel input!!!

(i obuf _channel . c: ucte_i nput _buf _channel _i nput _f un: 157)

DBG 61: 3204883574: 740f f 6a0: 0012: read_req_headers: first line: Unrexpected
character 0x00 (aware_parse_headers. re2c: awar e_parse_req_headers: 241)

DBG 62: 3204883591: 740f f 6a0: 0012: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 63: 3204883603: 740f f 6a0: 0012: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 64: 3204883619: 740f f 6a0: 0012: Fiber exit - client_ch 0x6d6ce7cO

(awar e. c: run_awar e_fi ber: 1339)

DBG 65: 3204883632: 740f f 6a0: 0012: Fi ber 0x740ff6a0 finished |eaving 4 nore
(FIBERS/fibers-junpstart.c: _fiber_junpstart: 64)

DBG 66: 3204883645: 740f f 6a0: 0012: Exiting fiber 0x740ff6a0

(FIBERS/ fibers.c:fiber__kill:1257)

DBG 67: 3204883718: 740f f 6a0: 0012: SALNPCLOSENOTI FY: p=0x0 0/0 nore buffered
(SAL/ channel -np. c: _sal _np_ioctl:1269)

DBG: 68: 3204883750: 740f f 6a0: 0012: Fi ber 0x740ff6a0 terni nated, 3 nore
(FIBERS/ fibers.c:fiber__kill:1330)

Channel NP p=0x00000000 0/0 nore bufferedchannel - np. cDBG 69: 3212412660: 7404365c: 0000:
net sal _accept returned 0x6d6ce7cO (unicorn-proxy.c:proxy_thread_asa: 1250)
DBG 70: 3212412691: 7404365c: 0000: Creating fiber 0x74100d20 [uni corn-proxy],
stack(16384) = 0x74136ed0..0x7413aecc (fc=3), sys Ox6d5abea8

(FI BERS/ fibers.c:fiber_create: 519)

DBG 71: 3212413380: 74100d20: 0000: Junpstarting uni corn-proxy 0x74100d20,
sys 0x74043610 (FIBERS/fibers-junpstart.c: _fiber_junpstart: 36)

DBG 72: 3212413415: 74100d20: 0000: New client http connection: start requests



handl i ng (CONN awar e. c: run_awar e_fi ber: 1316)

DBG 73: 3212413429: 74100d20: 0000: new fiber for client_ch Ox6d6ce7cO
(aware. c: run_aware_fi ber:1318)

DBG 74: 3212413447: 74100d20: 0013: in process request
(awar e. c: awar e_di spat ch_r equest : 301)

DBG 75: 3212413460: 74100d20: 0013: al |l oc aware ctx
(aware_mem c: nem awar e_ct x_al | oc: 56)

DBG 76: 3212462785: 74100d20: 0013: Hook: Url sniff_cb
(awar e_webvpn_conf.re2c: Ul Sni ff _cbh: 927)

DBG 77: 3212462837: 74100d20: 0013: METHOD = 1, GCET

(awar e_par se_headers. re2c: awar e_par se_r eq_headers: 619)
DBG 78: 3212462857: 74100d20: 0013: Hook: SharePoi nt_cb
(awar e_webvpn_conf. re2c: Shar ePoi nt _cbh: 1021)

DBG 79: 3212462873: 74100d20: 0013: Hook: Sessi onCheck_cb
(awar e_webvpn_conf. re2c: Sessi onCheck_cb: 1897)

DBG 80: 3212462884: 74100d20: 0013: Hook: VCARedirect_cb
(awar e_webvpn_conf. re2c: VCARedi rect _ch: 1805)

DBG 81: 3212462895: 74100d20: 0013: Hook: NACRedirect_cb
(awar e_webvpn_conf. re2c: NACRedi rect _ch: 1866)

DBG 82: 3212462906: 74100d20: 0013: Hook: Cient Services_cbh
(awar e_webvpn_conf.re2c: Cient Servi ces_ch: 2172)

DBG 83:3212462918: 74100d20: 0013: Hook: SCEPProxy_cb
(awar e_webvpn_conf. re2c: SCEPPr oxy_cbh: 2154)

DBG 84: 3212462928: 74100d20: 0013: Hook: Adm nURLCheck_cb
(awar e_webvpn_conf. re2c: Adm nURLCheck_cbh: 345)

DBG 85: 3212462983: 74100d20: 0013: Hook: G oupURLCheck_cb
(awar e_webvpn_conf. re2c: G oupURLCheck_cbh: 1594)

DBG 86: 3212463058: 74100d20: 0013: Hook: Pat hCooki e_cb
(awar e_webvpn_conf. re2c: Pat hCooki e_ch: 1088)

DBG 87: 3212463075: 74100d20: 0013: Hook: Webf ol der _cb
(awar e_webvpn_conf. re2c: Wbf ol der _cb: 1167)

DBG 88: 3212463091: 74100d20: 0013: Hook: Root Check_cb
(awar e_webvpn_conf. re2c: Root Check_cbh: 508)

DBG 89: 3212463104: 74100d20: 0013: Load portal for the root request (null)
(awar e_webvpn_conf. re2c: Root Check_cbh: 578)

DBG 90: 3212463118: 74100d20: 0013: => enbedded request
(awar e. c: awar e_di spat ch_r equest : 396)

DBG 91: 3212463128: 74100d20: 0013: Serve enbedded request [/]
(awar e. c: awar e_serve_request : 782)

DBG 92: 3212463150: 74100d20: 0013: Open handl er file [/+CSCOE+/ portal.htm]
(awar e. c: awar e_serve_request : 822)

DBG 93: 3212463202: 74100d20: 0013: No session redirect
(awar e. c: awar e_serve_request : 888)

DBG 94: 3212463305: 74100d20: 0013: STD HEADERS SENT

(awar e. c: awar e_send_resp_headers: 151)

DBG 95: 3212463351: 74100d20: 0013: HEADERS SENT

(awar e. c: awar e_send_resp_headers: 162)

DBG 96: 3212463388: 74100d20: 0013: + freeing ctx

( CONN awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 97: 3212463407: 74100d20: 0013: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 98: 3212463424: 74100d20: 0014: in process request
(awar e. c: awar e_di spat ch_r equest : 301)

DBG 99: 3212463435: 74100d20: 0014: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 00: 3212610662: 74100d20: 0014: Hook: Url sniff_cb
(awar e_webvpn_conf.re2c: Ul Sni ff _cbh: 927)

DBG 01: 3212610716: 74100d20: 0014: METHOD = 1, GCET

(awar e_par se_headers. re2c: awar e_par se_r eq_headers: 619)
DBG 02: 3212610737: 74100d20: 0014: Hook: SharePoi nt_cb
(awar e_webvpn_conf. re2c: Shar ePoi nt _cbh: 1021)

DBG 03: 3212610750: 74100d20: 0014: Hook: Sessi onCheck_cb
(awar e_webvpn_conf. re2c: Sessi onCheck_cb: 1897)

DBG 04: 3212610762: 74100d20: 0014: Hook: VCARedirect_cb



(awar e_webvpn_conf. re2c: VCARedi rect _ch: 1805)

DBG 05: 3212610774: 74100d20: 0014: Hook: NACRedirect_cb

(awar e_webvpn_conf. re2c: NACRedi rect _ch: 1866)

DBG 06: 3212610787: 74100d20: 0014: Hook: Cient Services_cbh

(awar e_webvpn_conf.re2c: Cient Servi ces_ch: 2172)

DBG 07: 3212610799: 74100d20: 0014: Hook: SCEPProxy_cb

(awar e_webvpn_conf. re2c: SCEPPr oxy_cbh: 2154)

DBG 08: 3212610810: 74100d20: 0014: Hook: Adm nURLCheck_cb

(awar e_webvpn_conf. re2c: Adm nURLCheck_cbh: 345)

DBG 09: 3212610870: 74100d20: 0014: Hook: G oupURLCheck_cb

(awar e_webvpn_conf. re2c: G oupURLCheck_cbh: 1594)

DBG 10: 3212610945: 74100d20: 0014: Hook: Pat hCooki e_cb

(awar e_webvpn_conf. re2c: Pat hCooki e_ch: 1088)

DBG 11: 3212610964: 74100d20: 0014: Hook: Webf ol der _cb

(awar e_webvpn_conf. re2c: Wbf ol der _cb: 1167)

DBG 12: 3212610980: 74100d20: 0014: Hook: Root Check_cb

(awar e_webvpn_conf. re2c: Root Check_cbh: 508)

DBG 13: 3212610997: 74100d20: 0014: Load portal for the root request (null)
(awar e_webvpn_conf. re2c: Root Check_cbh: 578)

DBG 14:3212611011: 74100d20: 0014: => enbedded request

(awar e. c: awar e_di spat ch_r equest : 396)

DBG 15: 3212611021: 74100d20: 0014: Serve enbedded request [/]

(awar e. c: awar e_serve_request : 782)

DBG 16: 3212611042: 74100d20: 0014: Open handl er file [/+CSCOE+/ portal . htm]
(awar e. c: awar e_serve_request : 822)

DBG 17:3212611090: 74100d20: 0014: No session redirect

(awar e. c: awar e_serve_request : 888)

DBG 18:3212611162: 74100d20: 0014: STD HEADERS SENT

(awar e. c: awar e_send_r esp_header s: 151)

DBG 19: 3212611231: 74100d20: 0014: HEADERS SENT

(awar e. c: awar e_send_resp_headers: 162)

DBG 20: 3212611270: 74100d20: 0014: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 21: 3212611289: 74100d20: 0014: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 22: 3212611306: 74100d20: 0015: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 23:3212611318: 74100d20: 0015: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 24:3212711373: 74100d20: 0015: Hook: Url sniff_cb

(awar e_webvpn_conf.re2c: Ul Sni ff _chbh: 927)

DBG 25:3212711428: 74100d20: 0015: Cooki e nane: [ webvpnl ogin]: 11

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 26: 3212711458: 74100d20: 0015: METHOD = 2, POST

(awar e_par se_headers. re2c: awar e_par se_r eq_headers: 619)

DBG 27: 3212711479: 74100d20: 0015: => handof f ( AWARE_HOOK_EXTERNAL_HANDOFF)
(awar e. c: awar e_di spat ch_r equest : 495)

DBG 28: 3212711498: 74100d20: 0015: Channel NP p=0x6d6ce7c0 0/ 0 nore buffered
(SAL/ channel - np. c: _sal _np_cl ose: 908)

DBG 29: 3212711568: 74100d20: 0015: Fi ni sh external handoff for client_ch
0x6d6ce7c0 (aware. c: awar e_di spat ch_r equest: 497)

DBG 30: 3212711589: 74100d20: 0015: + freeing ctx

( CONN awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 31:3212711601: 74100d20: 0015: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 32: 3212711617: 74100d20: 0015: Fiber exit - client_ch 0x6d6ce7cO
(awar e. c: run_awar e_fi ber: 1339)

DBG 33: 3212711630: 74100d20: 0015: Fi ber 0x74100d20 fi nished | eaving 4 nore
(FIBERS/fibers-junpstart.c: _fiber_junpstart: 64)

DBG 34:3212711644: 74100d20: 0015: Exiting fiber 0x74100d20

(FIBERS/ fibers.c:fiber__kill:1257)

DBG: 35: 3212711658: 74100d20: 0015: Fi ber 0x74100d20 termni nated, 3 nore
(FIBERS/ fibers.c:fiber__kill:1330)

Creating fiber 0x73c63290 [fi ber-Idap-class], stack(16384) =



0x73c9eae0. . Ox73ca2adc (fc=2), sys O0x6d5clcacfibers.cDBG 36:3212712546:
73c63290: 0000: Junpstarting fiber-I|dap-class 0x73c63290, sys 0x73c60ca0

(FI BERS/fibers-junpstart.c: _fiber_junpstart: 36)

DBG 37:3212712646: 73c63290: 0000: Connecting to 00000000: 1024239808

(SAL/ net sal . c: net sal _connect : 319)

DBG 38: 3212712677: 73c63290: 0000: about to call netsal __safe_encapsul ate for
(sal -np/tcp/ CONNECT/ 3/ 192. 168. 12. 61/ 389/ M VM ( SAL/ net sal . c: net sal _connect : 443)
DBG 39: 3212712923: 73c63290: 0000: connection timnmeout set for 10 seconds

(SAL/ net sal . c: net sal _connect : 470)

DBG 40: 3212723367: 73c63290: 0000: Exiting fiber 0x73c63290

(FIBERS/ fibers.c:fiber__kill:1257)

DBG 41: 3212723706: 73c63290: 0000: SALNPCLOSENOTI FY: p=0x0 0/0 nore buffered
(SAL/ channel -np. c: _sal _np_ioctl:1269)

DBG 42: 3212723747: 73¢63290: 0000: Fi ber 0x73c63290 terni nated, 2 nore
(FIBERS/ fibers.c:fiber__kill:1330)

DBG 36: 3212726030: 0: 0000: Creating fiber 0x740ff6a0 [ak47_attach_cl ass], stack
(256) = 0x741cb870..0x741ch96c (fc=3), sys 0x6d5ac2cO

(FI BERS/ fibers.c:fiber_create: 519)

DBG 37:3212726072: 740f f 6a0: 0000: Renote storage is not configured

(pstorage. c: pStorage_restore: 272)

Termi nating fiber O0x740ff6a0fi bers. cFi ber 0x740ff6a0 term nated, 3 norefibers.
cDBG 38: 3212726646: 0: 0000: Creating fiber 0x74100d20 [ak47_attach_cl ass], stack
(256) = 0x741cb750..0x741ch84c (fc=3), sys 0x6d5ac2cO

(FIBERS/ fibers.c:fiber_create: 519)

DBG 39: 3212726721: 74100d20: 0000: Creating fiber 0x740ff9a0 [unicorn-proxy], stack
(16384) = 0x74136ed0. .0x7413aecc (fc=4), sys Ox6d5ac2c0

(FIBERS/ fibers.c:fiber_create: 519)

Termi nating fiber 0x74100d20fi bers. cFi ber 0x74100d20 term nated, 4 norefibers.
cDBG 40: 3212727006: 740f f 9a0: 0000: Junpstarti ng uni corn-proxy 0x740ff9a0, sys
0x74043610 (FIBERS/fibers-junpstart.c: _fiber_junpstart: 36)

DBG 41: 3212727039: 740f f 9a0: 0000: New client http connection: start requests
handl i ng (CONN awar e. c: run_awar e_fi ber: 1316)

DBG 42: 3212727052: 740f f 9a0: 0000: new fiber for client_ch Ox6d6cf 000

(aware. c: run_aware_fi ber:1318)

DBG 43: 3212727065: 740f f 9a0: 0016: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 44: 3212727080: 740f f 9a0: 0016: al |l oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

Channel NP p=0x00000000 0/0 nore bufferedchannel - np. cDBG 45: 3212821243: 740f f 9a0:
0016: Hook: Url Sniff_cb (aware_webvpn_conf.re2c: Ul Sniff_cb: 927)

DBG 46: 3212821289: 740f f 9a0: 0016: Cooki e nane: [ net 6_cookie]: 11

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 47:3212821312: 740f f 9a0: 0016: Cooki e nane: [ net 6_user _session]: 17

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 48: 3212821327: 740f f 9a0: 0016: Cooki e nane: [ webvpn]: 6

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 49: 3212821341: 740f f 9a0: 0016: Cooki e nane: [ webvpnaac]: 9

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 50: 3212821354: 740f f 9a0: 0016: Cooki e nane: [ webvpnc]: 7

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 51: 3212821368: 740f f 9a0: 0016: Cooki e nane: [ webvpnx]: 7

(awar e_par se_headers. re2c: awar e_par se_cooki e: 754)

DBG 52: 3212821389: 740f f 9a0: 0016: METHOD = 1, GET

(awar e_par se_headers. re2c: awar e_par se_r eq_headers: 619)

DBG 53: 3212821407: 740f f 9a0: 0016: => handof f ( AWARE_HOOK_| NTERNAL_HANDOFF)
(awar e. c: awar e_di spat ch_r equest : 508)

DBG 54: 3212821420: 740f f 9a0: 0016: in process request

(proxy. c: process_request: 239)

DBG 55: 3212821509: 740f f 9a0: 0016: parse_req_headers(client_fd, p_req) ;

(proxy. c: process_request: 275)

DBG 56: 3212821531: 740f f 9a0: 0016: Request: [GET /Citrix/ pnagent/config. xm
HTTP/ 1. 1] : 39 (parse_req_headers. re2c: parse_req_headers: 1399)

DBG 57: 3212821556: 740f f 9a0: 0016: req headers array at 741f3480
(parse_req_headers. re2c: parse_req_headers: 1500)



DBG 58: 3212821577: 740f f 9a0: 0016: i n parse_cooki e

(uct e_parse_cooki e. re2c: par se_cooki e: 430)

DBG 59: 3212821590: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 60: 3212821603: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 61: 3212821613: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 62: 3212821625: 740f f 9a0: 0016: Cooki e nane: net6_user_session

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 63: 3212821638: 740f f 9a0: 0016: -->i n ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 64: 3212821653: 740f f 9a0: 0016: req cookie array at 741f 3680

(COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 144)

DBG 65: 3212821665: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 66: 3212821675: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 67: 3212821685: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 68: 3212821695: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 69: 3212821705: 740f f 9a0: 0016: Cooki e name: webvpnaac

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 70: 3212821718: 740f f 9a0: 0016: -->i n ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 71:3212821730: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 72:3212821740: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 73:3212821750: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 74:3212821759: 740f f 9a0: 0016: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 75:3212821768: 740f f 9a0: 0016: Cooki e nane: webvpnx

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 76: 3212821778: 740f f 9a0: 0016: -->i n ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 77:3212821788: 740f f 9a0: 0016: in parse Cookie -->

(uct e_parse_cooki e. re2c: parse_cooki e: 777)

DBG 78: 3212821844: 740f f 9a0: 0016: User [test.user]

(proxy.c: process_request: 418)

DBG 79: 3212821870: 740f f 9a0: 0016: Keepal i ve threshold forced to 4
(ucte_policy.c:ucte_get_ctx_session_settings: 798)

DBG 80: 3212821888: 740f f 9a0: 0016: => reverse proxy request

(proxy.c: process_request: 615)

ERR: 81: 3212821920: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 82: 3212821944: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 83: 3212821962: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 84: 3212821989: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 85: 3212822008: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 86: 3212822021: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value !'= NULL && this->signature == CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)



ERR: 87: 3212822038: 740f f 9a0: 0016: Fail ed expectation "this != NULL && this->start !
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 88: 3212822052: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 89: 3212822065: 740f f 9a0: 0016: Fail ed expectation "this != NULL && this->start !
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 90: 3212822081: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 91: 3212822095: 740f f 9a0: 0016: Fail ed expectation "this != NULL && this->start !
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 92: 3212822108: 740f f 9a0: 0016: Fail ed expectation "this !'= NULL && this->start
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 93: 3212822149: 740f f 9a0: 0016: Fail ed expectation "this != NULL && this->start !
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

ERR: 94: 3212822165: 740f f 9a0: 0016: Fail ed expectation "this != NULL && this->start !
NULL && cstr !'= NULL && value != NULL && this->signature CLSTRI NG_SI GNATURE"
(clString.c:clString_replace_all _ncstring_:571)

DBG 95: 3212822203: 740f f 9a0: 0016: + About to dunp request body to the file

(proxy. c: process_request: 889)
DBG 96: 3212822222: 740f f 9a0: 0016:
net sal _connection_is_closing [1]
DBG 97: 3212822236: 740f f 9a0: 0016:
(proxy. c: process_request: 1206)
DBG 98: 3212822283: 740f f 9a0: 0016: Decoded URL
(conn. c: establi sh_connecti on: 626)

DBG 99: 3212822326: 740f f 9a0: 0016: Connecting to 00000000: 84150794
(SAL/ net sal . c: net sal _connect : 319)
DBG 00: 3212822355: 740f f 9a0: 0016:
(SAL/ net sal . c: net sal _connect: 371)
DBG 01: 3212822381: 740f f 9a0: 0016: about to call netsal __safe_encapsul ate for
(sal - np/tcp/ CONNECT/ 3/ 10. 10. 4. 5/ 80/ T/ PROXY/ 2/ 70. 199. 131. 148/ 3007)

(SAL/ net sal . c: net sal _connect : 443)
DBG 02: 3212822643: 740f f 9a0: 0016:
(SAL/ net sal . c: net sal _connect : 470)
DBG 03: 3212824193: 740f f 9a0: 0016: Back-end connection i s READY [ 6d6ce680]
(proxy.c: process_request: 1216)
DBG 04: 3212824222: 740f f 9a0: 0016:
(proxy. c: process_request: 1240)
DBG 05: 3212824242: 740f f 9a0: 0016: CONNECT TO http://10.10.4.5/Citrix/pnagent/confi g. xm
(send_req_headers. c: uct e_send_r equest _headers: 160)

DBG 06: 3212824309: 740f f 9a0: 0016: About to open cookie directory:

sessi ons/ 2375680/ cooki e ( COOKI E/ uct e_cooki e. c: send_r eq_cooki e_st or age: 670)

DBG 07: 3212824328: 740f f 9a0: 0016: Coul d not open cookie directory

( COOKI E/ uct e_cooki e. c: send_r eq_cooki e_st or age: 674)

used_at | east_once [0], server_ch [0],
(proxy.c: process_request: 1204)

no old connection, create a new one
/Citrix/pnagent/config.xm

ot her Pi f Num 3, next hop4 5080b0Oa

connection tineout set for 10 seconds

+ sendi ng headers to the server

DBG 08: 3212824507: 740f f 9a0: 0016: Connecti on acquired; headers sent

(proxy. c: process_request: 1335)

DBG 09: 3212824536: 740f f 9a0: 0016: + Request headers and data sent...

(proxy. c: process_request: 1438)

DBG 10: 3212824550: 740f f 9a0: 0016: + getting headers fromthe back end server...
(proxy. c: process_request: 1449)

DBG 11: 3212828428: 740f f 9a0: 0016: resp header array at 741f 3500
(parse_resp_headers.re2c: parse_resp_headers: 226)

DBG 12: 3212828485: 740f f 9a0: 0016
process_request: 1522)
DBG 13: 3212828509: 740f f 9a0: 0016

=> Response headers received (proxy.c:

=> About to send response headers to

the client (proxy.c:process_request: 1693)

DBG 14: 3212828527: 740f f 9a0: 0016:

ucte_hint = 4, content_type = 4,



resp_code = 200, session_defined = 2 (CACHE/ send_resp_headers. c:

uct e_send_r esponse_header s: 407)

DBG 15: 3212828612: 740f f 9a0: 0016: + Sendi ng response body (6982 bytes) to the client
(proxy. c: process_request: 1793)

DBG 16: 3212828635: 740f f 9a0: 0016: + sendi ng response body

(proxy. c: process_request: 1865)

DBG 17: 3212828645: 740f f 9a0: 0016: Response: content-type=4

(proxy.c: process_request: 1867)

DBG 18: 3212829517: 740f f 9a0: 0016: Sessi on update!!!l1111]
(ucte_ctx.c:ucte_session_updat e: 645)

DBG 19: 3212829566: 740f f 9a0: 0016: + response body was sent

(proxy. c: process_request: 1875)

DBG 20: 3212829602: 740f f 9a0: 0016: Backend connection reserved

(proxy. c: process_request: 2145)

DBG 21: 3212829618: 740f f 9a0: 0016: free req_header, 74058210

(mem_man. c: mem r eq_header _free: 210)

DBG 22: 3212829635: 740f f 9a0: 0016: in req_header_I|ight_destructor: free headers at
741f 3480 (http_header. c:req_header_I|ight_destructor:277)

DBG 23: 3212829650: 740f f 9a0: 0016: in req_header _|ight_destructor: free cookie at
741f 3680 (http_header. c:req_header_Iight_destructor: 282)

DBG 24: 3212829664: 740f f 9a0: 0016: free resp_header: 7406ab20

(mem_man. c: mem r esp_header _free: 223)

DBG 25: 3212829674: 740f f 9a0: 0016: in resp_header _|ight_destructor: free headers at
741f 3500 (http_header. c:resp_header _|ight_destructor: 307)

DBG 26: 3212829687: 740f f 9a0: 0016: free ctx (nmem_man.c: nem ucte_ctx_free: 197)
DBG 27: 3212829708: 740f f 9a0: 0016: Request fini shed gracefully

(proxy. c: process_request: 2157)

DBG 28: 3212829725: 740f f 9a0: 0016: Fi ni sh internal handoff for client_ch Ox6d6cf 000,
rc=1 (aware. c:aware_di spat ch_request: 510)

DBG 29: 3212829738: 740f f 9a0: 0016: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 30: 3212829750: 740f f 9a0: 0016: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 31: 3212829766: 740f f 9a0: 0017: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 32: 3212829778: 740f f 9a0: 0017: all oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 33:3212941045: 740f f 9a0: 0017: Hook: Url Sniff_cb

(awar e_webvpn_conf.re2c: Ul Sni ff _chbh: 927)

DBG 34:3212941078: 740f f 9a0: 0017: => handof f ( AWARE_HOOK_| NTERNAL_HANDOFF)
(awar e. c: awar e_di spat ch_r equest : 508)

DBG 35:3212941117: 740f f 9a0: 0017: in process request (proxy.c:process_request: 239)
DBG 36: 3212941205: 740f f 9a0: 0017: parse_req_headers(client_fd, p_req) ;
(proxy. c: process_request: 275)

DBG 37:3212941240: 740f f 9a0: 0017: Request: [POST /+CSCO+00756767633A2F2F313
02E31302E342E35++/ Citri x/ pnagent /| aunch. aspx HTTP/1.1]: 84
(parse_req_headers. re2c: parse_req_headers: 1399)

DBG 38: 3212941273: 740f f 9a0: 0017: req headers array at 741f33cO
(parse_req_headers. re2c: parse_req_headers: 1500)

DBG 39: 3212941295: 740f f 9a0: 0017: i n parse_cookie

(uct e_parse_cooki e. re2c: par se_cooki e: 430)

DBG 40: 3212941308: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 41: 3212941332: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 42: 3212941342: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: par se_cooki e: 441)

DBG 43: 3212941353: 740f f 9a0: 0017: Cooki e nane: net6_user_session

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 44: 3212941366: 740f f 9a0: 0017: -->in ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 45: 3212941383: 740f f 9a0: 0017: req cookie array at 741f 3400

(COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 144)

DBG 46: 3212941395: 740f f 9a0: 0017: Process next cookie



(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 47: 3212941405: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 48: 3212941415: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 49: 3212941423: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 50: 3212941433: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 51: 3212941447: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 52: 3212941459: 740f f 9a0: 0017: Cooki e name: webvpnaac

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 53: 3212941475: 740f f 9a0: 0017: -->in ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 54: 3212941489: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 55: 3212941500: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 56: 3212941510: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 57: 3212941520: 740f f 9a0: 0017: Process next cookie

(uct e_parse_cooki e. re2c: parse_cooki e: 441)

DBG 58: 3212941529: 740f f 9a0: 0017: Cooki e nane: webvpnx

(uct e_parse_cooki e. re2c: par se_cooki e: 605)

DBG 59: 3212941540: 740f f 9a0: 0017: -->in ucte_process_req_cookie

( COOKI E/ uct e_cooki e. c: uct e_process_req_cooki e: 135)

DBG 60: 3212941551: 740f f 9a0: 0017: in parse Cookie -->

(uct e_parse_cooki e. re2c: parse_cooki e: 777)

DBG 61: 3212941608: 740f f 9a0: 0017: User [test.user]

(proxy.c: process_request: 418)

DBG 62: 3212941634: 740f f 9a0: 0017: Keepal i ve threshold forced to 4
(ucte_policy.c:ucte_get_ctx_session_settings: 798)

DBG 63: 3212941651: 740f f 9a0: 0017: => reverse proxy request
(proxy.c: process_request: 615)

DBG 64: 3212941677: 740f f 9a0: 0017: + About to dunp request body to the file
(proxy. c: process_request: 889)

DBG 65: 3212941792: 740f f 9a0: 0017: potentially reusing existing backend channel,
ol d host=10.10.4.5, old port=80 (proxy.c:process_request: 1098)
DBG 66: 3212941814: 740f f 9a0: 0017: new host =10. 10. 4.5, new port =80
(proxy.c: process_request:1101)

DBG 67: 3212941826: 740f f 9a0: 0017: match, reuse it (0x6d6ce680)
(proxy.c: process_request: 1108)

DBG 68: 3212941860: 740f f 9a0: 0017: Decoded URL: /Citri x/pnagent/| aunch. aspx
(proxy. c: process_request: 1145)

DBG 69: 3212941900: 740f f 9a0: 0017: Back-end connection i s READY [ 6d6ce680]
(proxy.c: process_request: 1216)

DBG 70: 3212941916: 740f f 9a0: 0017: + sendi ng headers to the server
(proxy. c: process_request: 1240)

DBG 71:3212941934: 740f f 9a0: 0017: CONNECT TO

http://10.10.4.5/ G trix/pnagent/| aunch. aspx (send_req_headers.c:
uct e_send_r equest _headers: 160)

(ucte_ctx.c:ucte_session_updat e: 645)

DBG 73: 3212942027: 740f f 9a0: 0017: About to open cookie directory:

sessi ons/ 2375680/ cooki e ( COOKI E/ uct e_cooki e. c: send_r eq_cooki e_st or age: 670)
DBG 74: 3212942047: 740f f 9a0: 0017: Coul d not open cookie directory

( COOKI E/ uct e_cooki e. c: send_r eq_cooki e_st or age: 674)

DBG 75: 3212942220: 740f f 9a0: 0017: Connection acquired; headers sent

(proxy. c: process_request: 1335)

DBG 76: 3212942307: 740f f 9a0: 0017: + Request headers and data sent...

(proxy. c: process_request: 1438)

DBG 77:3212942331: 740f f 9a0: 0017: + getting headers fromthe back end server...
(proxy. c: process_request: 1449)



DBG 78: 3213277758: 740f f 9a0: 0017: resp header array at 741f 3500
(parse_resp_headers.re2c: parse_resp_headers: 226)

DBG 79: 3213277835: 740f f 9a0: 0017: => Response headers received

(proxy. c: process_request: 1522)

DBG 80: 3213277857: 740f f 9a0: 0017: => About to send response headers to the

client (proxy.c:process_request: 1693)

DBG 81: 3213277877: 740f f 9a0: 0017: ucte_hint = 0, content_type = 12, resp_code = 200,
session_defined = 2 (CACHE/ send_resp_headers. c: ucte_send_response_header s: 407)
DBG 82: 3213277968: 740f f 9a0: 0017: + Sendi ng response body (1162 bytes) to the client
(proxy.c: process_request: 1793)

DBG 83: 3213277991: 740f f 9a0: 0017: + sendi ng response body

(proxy. c: process_request: 1865)

DBG 84: 3213278030: 740f f 9a0: 0017: Response: content-type=12

(proxy.c: process_request: 1867)

DBG 85: 3213278100: 740f f 9a0: 0017: Generated SOCKS ticket: [V75E33CBB8657FB03V3233373
5363830V30V]: 36 (Cl SOCKS/../../unicorn/aware_apps/api/cisocks.c:

ci socks_ticket _create: 446)

DBG 86: 3213278499: 740f f 9a0: 0017: + response body was sent

(proxy.c: process_request: 1875)

DBG 87: 3213278541: 740f f 9a0: 0017: No front end keepalive

(proxy.c: process_request: 2153)

DBG 88: 3213278621: 740f f 9a0: 0017: SALNPCLOSENOTI FY: p=0x0 0/ 0 nore buffered

(SAL/ channel -np. c: _sal _np_ioctl:1269)

DBG 89: 3213278651: 740f f 9a0: 0017: free req_header, 74058210

(mem_man. c: mem r eq_header _free: 210)

DBG 90: 3213278669: 740f f 9a0: 0017: in req_header_|ight_destructor: free headers at
741f 33c0 (http_header. c:req_header_I|ight_destructor:277)

DBG 91: 3213278684: 740f f 9a0: 0017: in req_header _|ight_destructor: free cookie at
741f 3400 (http_header. c:req_header_I|ight_destructor: 282)

DBG 92: 3213278697: 740f f 9a0: 0017: free resp_header: 7406ab20

(mem_man. c: mem r esp_header _free: 223)

DBG 93: 3213278708: 740f f 9a0: 0017: in resp_header _|ight_destructor: free headers at
741f 3500 (http_header. c:resp_header _|ight_destructor: 307)

DBG 94: 3213278724: 740f f 9a0: 0017: free ctx (nmem_man.c: nem ucte_ctx_free: 197)

DBG 95: 3213278756: 740f f 9a0: 0017: Request fini shed gracefully

(proxy. c: process_request: 2157)

DBG 96: 3213278772: 740f f 9a0: 0017: Fi ni sh internal handoff for client_ch Ox6d6cf 000,
rc=-1 (aware.c: awar e_di spat ch_request: 510)

DBG 97: 3213278785: 740f f 9a0: 0017: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 98: 3213278796: 740f f 9a0: 0017: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 99: 3213278809: 740f f 9a0: 0017: Fiber exit - client_ch 0x6d6cf 000

(awar e. c: run_awar e_fi ber: 1339)

DBG 00: 3213278822: 740f f 9a0: 0017: Fi ber 0x740ff9a0 fi nished | eaving 4 nore
(FIBERS/fibers-junpstart.c: _fiber_junpstart: 64)

DBG 01: 3213278835: 740f f 9a0: 0017: Exiting fi ber 0x740ff9a0

(FIBERS/ fibers.c:fiber__kill:1257)

DBG 02: 3213278870: 740f f 9a0: 0017: SALNPCLOSENOTI FY: p=0x0 0/ 0 nore buffered

(SAL/ channel -np. c: _sal _np_ioctl:1269)

DBG: 03: 3213278894: 740f f 9a0: 0017: Fi ber 0x740ff9a0 termni nated, 3 nore

(FIBERS/ fibers.c:fiber__kill:1330)

Channel NP p=0x00000000 0/0 nore bufferedchannel - np. cChannel NP p=0x00000000 0/ 0
nor e bufferedchannel - np. cDBG 04: 3213773777: 7404365c: 0000: netsal _accept returned
0x6d6ce7cO (uni corn-proxy.c: proxy_thread_asa: 1250)

DBG 05: 3213773808: 7404365c: 0000: Creating fiber 0x74100d20 [uni corn-proxy],
stack(16384) = 0x7413ef 10..0x74142f0c (fc=3), sys Ox6d5abea8

(FI BERS/ fibers.c:fiber_create: 519)

DBG 06: 3213773875: 74100d20: 0000: Junpstarting uni corn-proxy 0x74100d20, sys
0x74043610 (FIBERS/fibers-junpstart.c: _fiber_junpstart: 36)

DBG 07: 3213773902: 74100d20: 0000: New client http connection: start requests

handl i ng (CONN awar e. c: run_awar e_fi ber: 1316)

DBG 08: 3213773919: 74100d20: 0000: new fiber for client_ch Ox6d6ce7cO

(aware. c: run_aware_fi ber:1318)



DBG 09: 3213773932: 74100d20: 0018: in process request

(awar e. c: awar e_di spat ch_r equest : 301)

DBG 10: 3213773943: 74100d20: 0018: al |l oc aware ctx

(awar e_mem c: nem awar e_ct x_al | oc: 56)

DBG 11: 3213812394: 74100d20: 0018: => handof f ( AWARE_HOOK_EXTERNAL_HANDOFF)
(awar e. c: awar e_di spat ch_r equest : 495)

DBG 12: 3213812426: 74100d20: 0018: Connecti on accepted

(CI SOCKS/ . ./ ../ unicorn/aware_apps/ api/ci socks. c: ci socks_handl e: 143)

DBG 13: 3213860698: 74100d20: 0018: Connecting to 00000000: - 1257461568
(SAL/ net sal . c: net sal _connect : 319)

DBG 14: 3213860731: 74100d20: 0018: ot her Pi f Num 3, next hop4 5080b0a

(SAL/ net sal . c: net sal _connect: 371)

DBG 15: 3213860761: 74100d20: 0018: about to call netsal __safe_encapsul ate
for (sal-np/tcp/ CONNECT/ 3/192. 168. 12. 181/ 1494/ T)

(SAL/ net sal . c: net sal _connect : 443)

DBG 16: 3213861036: 74100d20: 0018: connection timeout set for 10 seconds
(SAL/ net sal . c: net sal _connect : 470)

DBG 17: 3213861857: 74100d20: 0018: RELAY noti fy(0x6d6ce7c0, 2, O,

socket =0x6218aa8/ 0x6218aa8) ( SAL/channel -np.c:sal _np_rel ay_cb: 1574)

DBG 18: 3213861893: 74100d20: 0018: sal _np_relay_notify: signaling condvar
(SAL/ channel -np. c:sal _np_rel ay_cb: 1604)

DBG 19: 3213861908: 74100d20: 0018: Acquired relay_mutex on in 0x6d6e79e8
(SAL/ channel - np. c:sal _np_m dpath_rel ay: 1775)

DBG 20: 3213861920: 74100d20: 0018: Rel eased rel ay_mutex on in 0x6d6e79e8
(SAL/ channel -np. c:sal _np_m dpath_rel ay: 1791)

DBG 21: 3213861935: 74100d20: 0018: RELAY noti fy(0x6d6ce840, 2, O,

socket =0x621bb58/ 0x621bb58) ( SAL/ channel -np. c:sal _np_rel ay_cb: 1574)

DBG 22: 3213861949: 74100d20: 0018: sal _np_relay_notify: signaling condvar
(SAL/ channel -np. c:sal _np_rel ay_cb: 1604)

DBG 23: 3213861961: 74100d20: 0018: Acquired rel ay_nutex on out 0x764a32f8
(SAL/ channel - np. c:sal _np_m dpat h_rel ay: 1822)

DBG 24: 3213861973: 74100d20: 0018: Rel eased rel ay_nut ex on out 0x764a32f8
(SAL/ channel - np. c: sal _np_m dpat h_rel ay: 1838)

DBG 25: 3213861991: 74100d20: 0018: Succeeded in detaching rel ay

(SAL/ channel - np. c: sal _np_m dpat h_rel ay: 1907)

DBG 26: 3213862012: 74100d20: 0018: Fi ni sh external handoff for client_ch
0x6d6ce7c0 (aware. c: awar e_di spat ch_request: 497)

DBG 27: 3213862026: 74100d20: 0018: + freeing ctx

( CONN/ awar e. c: awar e_connect i on_cl ean_up: 251)

DBG 28: 3213862042: 74100d20: 0018: free aware ctx

(awar e_mem c: nem awar e_ct x_free: 64)

DBG 29: 3213862058: 74100d20: 0018: Fi ber exit - client_ch 0x6d6ce7cO
(awar e. c: run_awar e_fi ber: 1339)

DBG 30: 3213862070: 74100d20: 0018: Fi ber 0x74100d20 fi ni shed | eaving 4 nore
(FIBERS/fibers-junpstart.c: _fiber_junpstart: 64)

DBG 31: 3213862083: 74100d20: 0018: Exiting fiber 0x74100d20

(FIBERS/ fibers.c:fiber__kill:1257)

DBG: 32: 3213862099: 74100d20: 0018: Fi ber 0x74100d20 terni nated, 3 nore
(FIBERS/ fibers.c:fiber__kill:1330)
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B : ASARBEXNICAEREIITEMIZS] , FlaNpH IEBITIRREN, | ARIRSIITEDH., IXZhES. BINL4R
HUSBEEM ?

A. ASATLIEBUXLEIRE, FLt , BEXenAppEiXenDesktop LR B S RMRIEZWBRE i L
BRI TR ThEEERE |, RENEREXF ( Juniper SAFICitrix CAG ) HEMFH 1L BI Y0 FRE N
, MAE XenAppH HY1% & 201,

[ : Storefront Citrix Server2 BERNRESASABSFEH ?

A 2, TXEF®INEE. H Tiﬁﬂﬂi‘fmlt“"‘ﬂﬂﬁ“%%ﬂﬁiﬁ ZARE 78R iERCSCug18734,
Storefront 2.0 SSOH&ZFﬁﬁfﬁﬁXenDesktopﬁﬁH’J X@ﬂﬂo Storefront 2.0 ( XenApp#
XenDesktop ) XA &L CitrixThEE. ASATiﬁFﬁH?’“%ﬂ%ﬁ*ﬁ?ﬁIb BEo

H 2 A Citrix ReceiverEL EASART , iR 5 E 7 Storefront LIZ1THIXMLAR S Y TR R | 40
http://storefront.cisco.com/Citrix/storefrontweb/pnagent/,

1£%BCSCug18734 915 E 72 F B /3 A 7 debug webvpn citrix B9 iR A/, a1 R &R 15 4]
StorefrontfR 588 , WHERHPLFIUTHEA :

Recei ved config.xm request
+++ UNKNOWN EXCEPTI ON CAUGHT


https://tools.cisco.com/bugsearch/bug/CSCug18734

Term nating session for user [test]

M : BNECitrix RS2 B8 AHEEXMLARS , #iR+++ UNKNOWN EXCEPTION CAGT{}4¢4: &
To RYEREM. AIEEH T LBEE ?

A. INTRFFR , HASA LS AAnyConnect Essentialsht , ATREA & £ XFIER

webvpn
enabl e outsi de
anyconnect - essenti al s

AnyConnect Essentials A TEASALNEAZ LR FHXF , XSBHASALBLE FImEZEER
HIhEE, KEERA , 218 /3 A T debug webvpn transform request®ldebug webvpn citrix , Il {2
283

Received config.xml request

DBG 29: 4089679874: 74100d20: 9902: Fi ni shed wi th hooks

(awar e. c: awar e_di spat ch_r equest : 389)

DBG: 30: 4089679886: 74100d20: 9902: => handoff ( AWARE_HOOK | NTERNAL _HANDOFF)
(awar e. c: awar e_di spat ch_r equest : 508)

DBG 31: 4089679900: 74100d20: 9902: in process request

(proxy. c: process_request: 239)

DBG 32: 4089679950: 74100d20: 9902: Load proxy settings
(ucte_policy.c:ucte_get_ctx_settings: 690)

DBG 33: 4089679965: 74100d20: 9902: Load proxy settings
(ucte_policy.c:ucte_get_ctx_settings: 720)

DBG 34: 4089680019: 74100d20: 9902: parse_req_headers(client_fd, p_req) ;
(proxy. c: process_request: 275)

DBG 35: 4089680038: 74100d20: 9902: # req

(parse_req_headers. re2c: parse_req_headers: 1269)

DBG 36: 4089680049: 74100d20: 9902: # ver: cursor = 0x747e5a9e; |im = 0x747e5d0f
(parse_req_headers.re2c: parse_req_headers: 1383)
DBG 37: 4089680064: 74100d20: 9902: # ver: cursor = 0x747e5a9f; |im = 0x747e5d0f

(parse_req_headers.re2c: parse_req_headers: 1383)
DBG 38: 4089680077: 74100d20: 9902: Request: [GET /Citrix/pnagent/config.xm HITP/ 1.1]:
39 (parse_req_headers.re2c: parse_req_headers: 1399)

DBG:96:4089680705:74100420:9902: Clientless WebVPN is not enabled.
(proxy.c:process_request:384)

DBG 31: 4089681295: 74100d20: 9902: fwite(0 ? -=> 90): [Connection:

cl ose¥%®d%aCache- Control : no-store¥®d%aCont ent - Type: text/htm ¥9d¥®aCont ent - Lengt h:
09%9d¥0a%®d%a) : 90 (SAL/sal -stdio.c:sal _fwite:92)

+++ UNKNOWN EXCEPTION CAUGHT

Terminating session for user [test.user]

M : WRKEILAT 5 IRH ESSL Error 48RS : 183 , IRZEBEALN ?

A. ZARTFEXMLIRE ( XenDesktopARS5 88 ) HYIEHE , {BFE Lhim 01494 F12598 F 3L Fr
XenDesktopih HEER , 2 XTER, WREBEAMBRD , RAEHR/PAFRHRONEE , N7 LU
T,



SSL Error 4: A network error occurred while
connecting to "csn-sanj-asa2".

Error number: 183

| Quit |
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CSCum856491n5ahR : X ¥ S Ik i Citrix ReciversE|ASA

XE—MERIR | AT XIFIM I ACitrix ReceiveriEIZEIASA , MELELEERBRERANBITAERFE , &
BIFASA B E#E AR < B3 Citrix Receiver—#, B#l , ASAE#IEEF /5 [@3% I Citrix
Receiver XK X EE ( EAHZHH4.1 for Windows , EFEMFA LB EFHEEBITH ) -
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