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1. SSHIEE —E#R A Identification String Exchange.
aBFIRMBRBESHFHAEEIRSSE , ZRFHFCE .

*  SSHIHARA
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|| 323 5.946E818 18.65.54.8 18.166.51.72 55Hv2 82 Client: Protocol (SSH-2.8-PuTTY_Release_@.76)

Frame 323: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface &
Ethernet II, Src: Cisco_3c:7a:99 (©0:85:%a:3c:7a:e®), Dst: Cimsys_33:44:55 (89:11:22:33:44:55)
Internet Protocol Versien 4, Sre: 10.65.54.8, Dst: 10.106.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1, Ack: 1, Len: 28
w S5H Protocol
Protocol: SSH-2.8-PuTTY_Release_8.76

B IR IARANSSH2.0 , BRI Putty_0.76,

b. IR EREAH B IR F AR IR B |, BIEHSSHIP AR A M B IRA

|| 326 6.8165955 18.196.51.72 18.65.54.8 55Hw2 73 Server: Protocol (55H-2.8-Cisco-1.25)

Frame 326: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface @
Ethernet II, Src: Cimsys _33:44:55 (@0:11:22:33:44:55), Dst: Cisco_3c:7a:00 (90:05:9a:3¢:7a:0@)
Internet Protocol Version 4, Sre: 10.106.51.72, Dst: 18.65.54.8
Transmission Control Protecel, Src Port: 22, Dst Port: 56127, Seq: 1, Ack: 29, Len: 1%
v 55H Protocol
Protocol: 5SH-2.8-Cisce-1.25
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+ 329 6.82199@ 1@.65.54.8 18.186.51.72 55HvZ 238 Client: Key Exchange Init

Frame 329: 238 bytes on wire (1984 bits), 238 bytes captured (1984 bits) on interface 8
Ethernet II, Src: Cisco _3c:7a:8@ (@@:85:9a:3c:7a:08), Dst: Cimsys_33:44:55 (@0:11:22:33:44:55)
Internet Protocel Version 4, Src: 18.65.54.8, Dst: 18.186.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1181, Ack: 20, Len: 184
[3 Reassembled TCP Segments (1256 bytes): #327(536), #328(536), #329(184)]
~ S5H Protocol
~ 55H Version 2 {encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 1252
Padding Length: 11
v Key Exchange
Message Code: Key Exchange Init (28)
Algorithms

BRI BL



v Algorithms

Cookie: 47a96215afc52883188b60342370a10
kex_algorithms length: 315

kex_algorithms string [truncated]:
server_host_key_algorithms length: 123
server_host_key_algorithms string: rsa-
encryption_algorithms_client_to_server
encryption_algorithms_client_to_server
encryption_algorithms_server_to_client
encryption_algorithms_server_to_client
mac_algorithms_client_to_server length:
mac_algorithms_client_to_server string:
mac_algorithms_server_to_client length:
mac_algorithms_server_to_client string:
compression_algorithms_client_to_server
compression_algorithms_client_to_server
compression_algorithms_server_to_client
compression_algorithms_server_to_client
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334 6.893258

18.186.51.72

18.565.54.8

5

curved48-chasll, curve25519-sha2se, curve25519-cha256@libsch. org, ecdh-sha2-nistp256, ecdh-cha2-nistp384, ecdh-shaz-nistp521, dif

sha2-512,rsa-sha2-256, ssh-rsa,ssh-eddds, ssh-ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521, ssh-dss
length: 183

string: aes256-ctr,aesl56-cbe,rijndael-cbe@lysator.liu,se,aeslo2-ctr,aes192-cbe,aes128-ctr,aesl28-cbe,chacha2g-polyl3es
length: 189

string: aes256-ctr,ses256-cbc,rijndael-cbe@lysator.liu.se,aesl92-ctr, aes192-cbe,aesl28-ctr,aesl28-cbe,chacha2@-polyl3es
155

hmac-shal-256,hmac-shal, hmac-shal-96,hmac-md3,hmac-sha2-256-etmBopenssh . com, hmac-shal-etm@openssh.com, hmac-shal-%6-etm
155

hmac-shal-256,hmac-shal, hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-shal-96-atn
length: 286

string: none,zlib,zlib@openssh.com

length: 26

string: none,zlib,zlib@cpenssh.com
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55Hv2 366 Server: Key Exchange Init

Frame 334: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @
Ethernet II, Src: Cimsys_33:44:55 (@8:11:22:33:44:55), Dst: Cisco_3c:7a:09 (00:85:9a:3c:7a:09)

Internet Protocol Version 4, Src:
Transmission Contrel Protocol, Src¢ Port: 22, Dst Port: 56127, Seq: 20, Ack: 1285, Len:

« 55H Protocol
v S5H Version 2 (encryption:aes2S56-ctr mac:hmac-shal-256 compression:none)

RS

Packet Length: 388
Padding Length: &

v Key Exchange

Message Cede:
Algorithms

R E A A

18.186.51.72, Dst: 18.65.54.8

312

Key Exchange Init (28)
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337 6.201114

18.65.54.8 1e.

186.51.72 S5Hv2

326 client Diffie-ﬂellman Group Ex:hange Init

Frame 337: 326 bytes on wire (ZEBE hits), 326 bytes captured (2588 bits} on interface @

Ethernet II, Src:
Internet Protocol Version 4, Src:
Transmission Contrel Pretecel, Src Port:
55H Protocol

~

Cisco_3c:7a:@@ (@e:85:9a:3c:7a:08),
19.65.54.8,
56127, Dst Port: 22, Seq: 1309, Ack: 612, Len:

Dst: Cimsys_33:44:55 (@8:11:22:33:44:55)
Dst: 18.186.51.72
272

w 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)

Packet Length: 268
Padding Length: &

~ Key Exchange

Message Code: Diffie-Hellman Group Exchange Init (32)

Multi Precision Integer Length: 256

DH client e: 1485abBeff3i68831363467ad6653967d5at4eacs734e5dek..

Padding String: 5cB1f2cffcds
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343 65.330017 18.186.51.72 18.65.54.8 SSHv2 358 Server: Diffie-Hellman Group Exchange Reply

Internet Protocol Version 4, Src: 10.106.51.72, Dst: 10.65.54.8
Transmission Comtrol Protocol, Src Port: 22, Dst Port: 56127, Seqg: 1148, Ack: 1581, Len: 296
[2 Reassembled TCP Segments (832 bytes): #342(536), #343(296)]
55H Protocol
~ S5SH Wersion 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:nane)
Packet Length: 328
Padding Length: 8
v Key Exchange
Message Code: Diffie-Hellman Group Exchange Reply (33)
~ KEX host key (type: ssh-rsa)
Host key length: 279
Host key type length: 7
Host key type: ssh-rsa
Multi Precision Integer Length: 3
RSA public exponent (e): @lg@el
Multi Precizion Integer Length: 257
RSA modulus (N): @@98c7d23c9ababd73@f87b5c2aeeledaSlbacs797@aa5af .
Multi Precision Integer Length: 256
DH server f: 3a17a8995531f12d629a48ab6T25715bc181ea3debsc6793..
KEX H signature length: 271
KEX H signature: 0000€0077373682d72726100000100691d2c896761bcT481..
Padding S5tring: 2002200020000208
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Warning 7 b

,f\\k Continue connecting to an unknown server and add its
" host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's R5A key details are:

Algeorithrm: ssh-rsa 2042
SHA-256:

vos:

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo, Te abandon the connection press Cancel.

Copy key fingerprints to dipboard

E Yes I""' Mo Cancel Help
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346 6.338368 18.186.51.72 18.65.54.8 SSHv2 78 Server: New Keys
347 B.385552 10.85.54.8 1@.16.51.72 55Hv2 7@ Client: New Keys

Frame 345: 70 bytes on wire (560 bits), 7@ bytes captured (568 bits) on interface @
» Ethernet II, Src: Cimsys_33:44:55 (@@:11:22:33:44:55), Dst: Cisco_3c:7a:00 (@@:85:9a:3c:7a:ee)
» Internet Protocol Version 4, Src: 10.186.51.72, Dst: 18.65.54.8
» Transmissiom Control Protocol, Src Port: 22, Dst Port: 56127, Seq: 1444, Ack: 1581, Len: 16
v S55H Protocol
~ 55H Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 12
Padding Length: 18
v Key Exchange
Message Code: New Keys (21)
Padding String: 90000082000000208800
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EESEYS

» https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
» https://datatracker.ietf.org/doc/html/rfc4253
« BRIBARTENTEH



https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://datatracker.ietf.org/doc/html/rfc4253
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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