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Device Security Settings
Name IPiMask Proflle Name Location Type
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= Cisco IS Administration - Network Resources
Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

hetwerk Devicas
Mapwork D FMC

Newwork Devices

Name FMC
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P Acdress " 152.168.152.60 32
—
Dewice Profile &= Chce il
Model Name wFMG il
Software Version 7,25 -

Network Device Group

Location AN Locations v Sat To Defailt
PSEC No W Dafault
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RADIUS Authentication Semings

RADIUS UDP Settings
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Second Shared
Secrat

SR 2 1 EEMERENRIFTD,
AMERENRDERBIFABAFTD P,

et o=

More

Selected 0 Totad 2 |

Description

More



EAFRADIUS SiEEHE U HEZZH,
SERE , £ Save,

= Cisco ISE Administration - Network Resources Q & A @&
Metwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More

Network Devicas
Nomwark Devices FID

Daf

Network Devices

Daviza Secufity Settisgi

HNarme FTD
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= Cisco ISE
Identity Source Sequences Settings

External Identity Sources

Identities Groups

User Identity Groups » FMC and FTD admins

Identity Groups
== Identity Group
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* Name FMC and FTD admins
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Identities Groups External Identity Sources Identity Source Sequences Settings

User iemity Groups > FMC and FTD ReadOnly
Identity Groups

o Identity Group
i &
* Mame FMC and FTD ReadOnly

» 3 Endpoint Identity Groups

FMC and FTD ReadOnby.
» 3 User Identity Groups Description g
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~ Passwords
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Enable Password
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Users User Rales External Authentication Single Sign-0n (S50)
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Firewall Management Center
Users User Roles Extermnal Authentication Single Sign-On (550)

External Authentication Object
Authentication Method ~ RADIUS -

Mame * ISE_Radius

Description

Primary Server

Host NamefIP Address * 192.168.192.90
Paort * 1812

RADIUS Secnet Key * LT T

Backup Server (Optional)

Host Name/IP Address
Part 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timeout {(Seconds) | 30

Cverview  Analysis  Policies

HISEELERY 25 £ ARV HRIRADIUSE 4.
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Retries
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Threat Intelligence Director (TID) User

To specify the default user role if wser is not found in any group:
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* Define Custom RADIUS Attributes

Additional Test Parameters
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Additional Test Parameters

User Name firawall_admin

Password SRR ERERE

“Required Freld

Cancel Test
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= Success
Test Complete.

External Authentication Object
Authentication Method | RADIUS -

Name * ISE_Radius
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* Define Custom RADIUS Attributes

Additional Test Parameters
User Name firewall_admin

Password | essssssse

Test Output
Show Details  +

check_auth_radius; seUser: firewall_adrin
RADIUS confg fila: fvar/tmp/4vQquehXof/radiesclient_0.conl

radiusouth - Msponse: |User-Marme=Nirewall_admin|

radiusauth - response: |ClasszAdministrator|

radivsouth - msponse: |Class=CACS:c0aBe05a_CNaQKISZB2OTPFOShmiBVENT 27TES2627 ToUjzXUdA ISE-LVILLAFR/ 47901 1358/67 |
*firewall_admin® RADIUS Authentication OK

check_is_radius_membor altrib match found: [Class=Administrator| - |Class=Administrator| #esssssss
role_beeZebl8-e129-11df-a04a-42c6600a30b36:

User Test

*Raquirad Field



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



