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Cisco BB THUTER :
. RADIUS

- VRF
- AAA
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AR R TR E RV R A AR AN o
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(A RE. MREEANREXINGE , BTHALEL T HMAGSHEERE,

B
BTN B EME R |, BB H Cisco HARRTMAM,



/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

ThEEE R

ARE , VRFEEE FHNELEAHERK. HIOSHMERBEARER , MRINERFOFHAVRF , NIRE
ZVRFEEHRMEEERE, BN , ZENEALBEEAR ERIX—X , AT 25
RADIUSEL & 3 £ A VRF:

version 15.2

service config

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname vrfAAA

!

boot-start-marker

boot-end-marker

!

aaa new-model

!

aaa group server radius management
server-private 192.0.2.4 key cisco
server-private 192.0.2.5 key cisco

ip vrf forwarding blue

ip radius source-interface GigabitEthernet0/0

aaa authentication login default group management local
aaa authorization exec default group management if-authenticated
aaa accounting exec default start-stop group management

aaa session-id common

!
no ipvé cef

1

ip vrf blue

1
no ip domain lookup

ip cef

!

interface GigabitEthernet0/0

ip vrf forwarding blue

ip address 203.0.113.2 255.255.255.0

duplex auto

speed auto

1

interface GigabitEthernet0/1

no ip address

shutdown

duplex auto

speed auto

1

ip forward-protocol nd

1
no ip http server
no ip http secure-server

1

ip route vrf blue 0.0.0.0 0.0.0.0 203.0.113.1
!

line con
line aux

o O O

line vty



transport input all
WIEFRA, |, ZBL£BENKHRADIUSIRS . MRFRFZF[IBEIVRF , N LZ £ ibfipRe SHE
B RADIUSARE 25,

BB BERR )5 K

BRI THER

1. BREEAAALRSB T EEFHEMNIPVRFH X E X L RRADIUSHENRIED,
2. REZMVRFIEAEX , BREZIRADIUSIRS 22K H, RIVEER EEH RFIKRE RVRFE
E

vrfAAA#show ip route vrf blue

Routing Table: blue
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
I - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 203.0.113.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 203.0.113.1

203.0.113.0/8 is variably subnetted, 2 subnets, 2 masks
C 203.0.113.0/24 is directly connected, GigabitEthernet0/0
L 203.0.113.2/32 is directly connected, GigabitEthernet0/0

3. B EEPingBRADIUSHRSG &I ? B —T , XtEEERETVRF:
vrfAAA#ping vrf blue 192.0.2.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

4. $& 0] LA Ftest aaann 5 K5 UEE 82 (A ME R B FE Anew-codei I ; 1B FEER):
vrfAAAftest aaa group management cisco Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

MRBBECHN , HFBEEERADIUSHEES S EREFREMGH |, FHMARACLAGFUdpInO
1645/16465udpis 0 1812/18 13N HES RV EERSZ 2R, MESHRIEARMW , FRER
RADIUSH[E, VRFIIEER A FHIEEHEH,

BT T

MR—YIFRREFIEF , aaaFlradius debugin ST AB A , AEX [RIE#H THEHERR. WA
debugim FFF 5 :

- debug radius
- debug aaa authentication



UTRERN RG], HPETRERER , SIMEFRRT :

. R RADIUSIERIEO
OREORAAAL RSB THRDIP VRFERGT
- EVRFEE X H % E FIRADIUSIRSE 251 B

Aug 1 13:39:28.571: AAA/AUTHEN/LOGIN (00000000): Pick method list 'default’

Aug 1 13:39:28.571: RADIUS/ENCODE(00000000) :0Orig. component type = Invalid

Aug 1 13:39:28.571: RADIUS/ENCODE(00000000): dropping service type,
"radius-server attribute 6 on-for-login-auth" is off

Aug 1 13:39:28.571: RADIUS(00000000 Config NAS IP: 203.0.113.2

Aug 1 13:39:28.571: RADIUS(00000000 Config NAS IPv6:

Aug 1 13:39:28.571: RADIUS(00000000 sending

Aug 1 13:39:28.575: RADIUS(00000000 Send Access-Request to 192.0.2.4:1645
id 1645/2, len 51

Aug 1 13:39:28.575: RADIUS: authenticator 12 C8 65 2A C5 48 B8 1F -
33 FA 38 59 9C 5F D3 3A

)
) :
) :
)

Aug 1 13:39:28.575: RADIUS: User-Password [2] 18 *

Aug 1 13:39:28.575: RADIUS: User-Name [1] 7 "cisco"

Aug 1 13:39:28.575: RADIUS: NAS-IP-Address [4] 6 203.0.113.2

Aug 1 13:39:28.575: RADIUS(00000000): Sending a IPv4 Radius Packet

Aug 1 13:39:28.575: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:32.959: RADIUS(00000000): Request timed out

Aug 1 13:39:32.959: RADIUS: Retransmit to (192.0.2.4:1645,1646) for id 1645/2
Aug 1 13:39:32.959: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:37.823: RADIUS(00000000): Request timed out

Aug 1 13:39:37.823: RADIUS: Retransmit to (192.0.2.4:1645,1646) for id 1645/2
Aug 1 13:39:37.823: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:42.199: RADIUS(00000000): Request timed out

Aug 1 13:39:42.199: RADIUS: Retransmit to (192.0.2.4:1645,1646) for id 1645/2
Aug 1 13:39:42.199: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:47.127: RADIUS(00000000): Request timed out

Aug 1 13:39:47.127: RADIUS: Fail-over to (192.0.2.5:1645,1646) for id 1645/2
Aug 1 13:39:47.127: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:51.927: RADIUS(00000000): Request timed out

Aug 1 13:39:51.927: RADIUS: Retransmit to (192.0.2.5:1645,1646) for id 1645/2
Aug 1 13:39:51.927: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:39:56.663: RADIUS(00000000): Request timed out

Aug 1 13:39:56.663: RADIUS: Retransmit to (192.0.2.5:1645,1646) for id 1645/2
Aug 1 13:39:56.663: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:40:01.527: RADIUS(00000000): Request timed out

Aug 1 13:40:01.527: RADIUS: Retransmit to (192.0.2.5:1645,1646) for id 1645/2
Aug 1 13:40:01.527: RADIUS(00000000): Started 5 sec timeoutUser rejected

BIEH S | EARADIUSH | I FIGRSHNEE 2 HEE X5,
BT R AR B WE 9 Rl -

Aug 1 13:35:51.791: AAA/AUTHEN/LOGIN (00000000): Pick method list 'default’
Aug 1 13:35:51.791: RADIUS/ENCODE(00000000) :0Orig. component type = Invalid

Aug 1 13:35:51.791: RADIUS/ENCODE(00000000): dropping service type,
"radius-server attribute 6 on-for-login-auth" is off

Aug 1 13:35:51.791: RADIUS(00000000): Config NAS IP: 203.0.113.2
Aug 1 13:35:51.791: RADIUS(00000000): Config NAS IPv6:
Aug 1 13:35:51.791: RADIUS(00000000): sending

Aug 1 13:35:51.791: RADIUS(00000000): Send Access-Request to 192.0.2.4:1645 id



1645/1, len 51

Aug 1 13:35:51.791: RADIUS: authenticator F4 E3 00 93 3F B7 79 A9 -
2B DC 89 18 8D B9 FF 16

Aug 1 13:35:51.791: RADIUS: User-Password [2] 18 *
Aug 1 13:35:51.791: RADIUS: User-Name [1] 7 "cisco"
Aug 1 13:35:51.791: RADIUS: NAS-IP-Address [4] 6 203.0.113.2

Aug 1 13:35:51.791: RADIUS(00000000): Sending a IPv4 Radius Packet
Aug 1 13:35:51.791: RADIUS(00000000): Started 5 sec timeout

Aug 1 13:35:51.799: RADIUS: Received from id 1645/1 14.36.142.31:1645,
Access-Accept, len 62

Aug 1 13:35:51.799: RADIUS: authenticator BO 0B AA FF Bl 27 17 BD -
3F AD 22 30 C6 03 5C 2D

Aug 1 13:35:51.799: RADIUS: User-Name [1] 7 "cisco"
Aug 1 13:35:51.799: RADIUS: Class [25] 35

Aug 1 13:35:51.799: RADIUS: 43 41 43 53 3A 6A 65 64 75 62 6F 69 73 2D 61 63
[CACS:ACS1]

Aug 1 13:35:51.799: RADIUS: 73 2D 35 33 2F 31 33 32 34 35 33 37 33 35 2F 33
[s-53/132453735/3]

Aug 1 13:35:51.799: RADIUS: 38 [ 8]

Aug 1 13:35:51.799: RADIUS(00000000): Received from id 1645/1.

= I (7] B

- RENNREREERE, FZERT , EB AN M Aaaal ;kFHEE , BT E#HaaaTAiEM@ R
FeRtH, TRIXH .

aaa authentication login default group management local

aaa authorization exec default group management if-authenticated
aaa accounting exec default start-stop group management

EEAGMAUTARA
aaa authentication login default grout radius local

aaa authorization exec default group radius if-authenticated
aaa accounting exec default start-stop group radius

REERAEBNRSHFAENERE.
- BTABRLEER  SRAPZEHERSSRETAMIP VRFERE , BT HEIR

% Unknown command or computer name, or unable to find computer address

XERREAEZGT. NREFIEIR , HHRKEINVRF RADIUSK #FHIOSHRA,

HXER

- BARZ M - Cisco Systems
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