Bl & —1 Cisco 10S FH&SHNHIMBIEE R
CA BRS5 8519 5 —4 Cisco 10S B HER

)

N UE$ BRSBTS i RSA Z4AXY

S A B 2R AR

3O 4 BEY B A XY

fEE%gs FE A HTTP ARSS 85

e R A HEE CA RS

LB = I0S BB Mas (R2) HEUE RSS2 1T XM
RS BEBR

HXES

1Lk

R B{AfF Cisco IOSRE HEFELE N IEBMA N (CAV RS RS, WA\ | ©ikiH 8 nMEM 3
— A Cisco IOSEEHES , UM CABRRS 233K EIPsec B 3 R E A AR IE B FIDIE P,

FEREH

ER
AXEREEABEHER,
{E A

AXEPHEEETUTREME R

. 1517 Cisco 10S HHFRRAS 12.3(4)T3 HIF A Cisco 2600 R 5B HES,
ANHEHINEEHRETRESRERRFNERRAEEN. AXEPFEANMERZERVEXAR
BB BRE. NREFEANREIMG , FRRECLTHRMEGSHEBEERN,

P 4 P



AXHEEARTHEIRE

@ I’ Internet f e

Cisco 10S CA Server (R1) Cisco |10S Router (R2)
14.38.99.99/16 14.38.99.100/16

|
BAXHAENESER , #5% Cisco HABTE,
RAAEFBRSS B 4 R -5 RSA B#EAX

5 — 5 2L R Cisco 10S CA RSB/ RSA Z4AXS, A (R1) £, HBHHHAIRE
X RSA 4R :

Rl(confi g) #crypto key generate rsa general-keys label ciscol exportable

The name for the keys will be: ciscol

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodulus [512]:
% Cenerating 512 bit RSA keys ...[OK]

Rl(config)#
*Jan 22 09:51:46.116: %SSH 5- ENABLED: SSH 1.99 has been enabl ed

AEE . BT RA T IERRSSENEBAX ( BARE ) EHHERMN A MBS crypto pki server
cs-labeli = , FBENE).

S H 4R AN

HEASHBIES KM RAM (NVRAM) 5 TFTP # ( RIEFLENEEME ) . EARAP , £H
NVRAM, RIFEEWXERR , AT FRIEBES , EURFEEARIL TFTP RS

R1(confi g) #crypto key export rsa ciscol pem url nvram: 3des ciscol23

% Key nane: ciscol

Usage: General Purpose Key
Exporting public key...
Destination filenanme [ciscol.pub] ?
Witing file to nvram ciscol. pub
Exporting private key...
Destination filenanme [ciscol.prv]?
Witing file to nvramciscol. prv
Rl(config)#
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WMRER TFTP RSS2 BUURBLGSAARERS AERNBAX

crypto key import rsa key-label pem [usage-keys] {terminal | url url} [exportable] passphrase

AR IRTHFEZAMNLEPRSHSE , FEFESHAITTSHEANERES ARILES RS
BRo XH  XEZARMAALBEREET.

B8 4 RRBY R4 X

ERIFE R ZRPX , 54 H show crypto key mypubkey rsa 5%

HOHREARER (NEEMAS ) (OIT) XEFE L show &8 . A OIT AIEEXS show S
H 8 2o

Rl#show crypto key mypubkey rsa

% Key pair was generated at: 09:51:45 UTC Jan 22 2004

Key nanme: ciscol

Usage: General Purpose Key

Key is exportable.

Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00CC2DC8 ED26163A
B3642376 FAA91C2F 93A3825B 3ABEG6A55 CODD3ES83 F7B2BD56 126EO0F11 50552843
7TF7CAADA 3EC3E2CE O0F42BD6F 4C585385 3CA3FF1E 04330AE3 37020301 0001

% Key pair was generated at: 09:51:54 UTC Jan 22 2004

Key nane: ciscol.server

Usage: Encryption Key

Key is exportable.

Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 OOEC5578 025D3066
72149A35 32224BCA 3EA4A1DD68 38B08D39 93A1AA43 B353F112 1E56DA42 49741698
EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AEC590BE 124EO00E1
C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDESC 07AD84DD 89020301 0001

HERHER LR A HTTP BRS58R

Cisco I0S CA R X X FBE S B £ iE B FMiNIL (SCEP) #1THIEM . EHIt , I TEEBHITH
B, RABMSIUEITHEM Cisco IOS HTTP RS 85. BERAZREES , B4 A ip http server &
A .

e r)

Rl(confi g)#ip http server

HEeRaE LB AR CA BRS58s

BERATIR :

1. EBRSF[LASEN T FHAERNBANEAERNER , CEX-RIFBFER. HRLEE
4 AKRY B EA XS AR AR IR AL

Rl(confi g) #crypto pki server ciscol

BRIEPERSHRZE  BUNAERAMEENRAESEY CLI EEHEME , LUELELRSHREE
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BIEEIETT,
2. database url s S AIEEEH CA RSB MEBEERENEANNE. MREREERTS
, TEBREEXBESEANES,

Rl(cs-server) #database url nvram:

X MRFEATFTPIRS 2 , WURLEE Rtftp://<ip_address>/directory.
3. LEBEELA

Rl(cs-server) #database level minimum

SR HRE B MBIEE R EREABIEZRE - Minimum - ZHEEBHER{HIETREENR
AR TRES ZFEP. FRIAE. Names - R T minimal &3P REVERSHN , TEHESAS
EBNFHESMEFEZH. Complete - BR T minimal & 3IF names RBIFRENFEI , &F
FEENBMIBPEABRBES, ¥ TEXBFLERAESGE, NREALTER &
% REE database url SRR IEEER P EEBIENAL TFTP RS8R,

4.5 CAMABBHEBNIEER DN ZHF R, EAXREF , FAWCN (2HBH ) F
cisco1.cisco.com , L (L& ) I RTP, C ( Ez/i#tX ) WEE :

Rl(cs-server) #issuer-name CN=ciscol.cisco.com L=RTP C=US

5. URBNBMNIEE CAERSHEM—RIEPLHNERR. ERETER 1 XF 1825 X, BRIAHN
CAUEBERHR=F , RANLEIHERHAR—F. ETHERBNZKHARL CA UEBE X
E_//\ﬁo ﬁ“ﬂﬂ .

Rl(cs-server)#lifetime ca-certificate 365
Rl(cs-server)#lifetime certificate 200

6. BUNET A BV E SGIE B ARSS 2R E AR CRL AR, ARHANREAEN 336 /e (WA ) -
BINER 168 /ME (—H ) o

R1(cs-server)#lifetime crl 24

7. EMHIERRSHERWIEFRPEANIERRHES RSB K (CDP)s URL Z4412 HTTP
URL, fian , RigFEAMAIBRSS R 1P uky 172.18.108.26 :

R1(cs-server) #cdp-url http://172.18.108.26/ciscolcdp.ciscol.crl

8. EZ A CA IR% 88 , B & H no shutdown %

R1(cs-server) #no shutdown

AR MEZT2EEILEPRSFFRELGT.

BLESE =1 10S AR (R2) H M MR s5 ar et 17X

BEZS R,

1. R2 LEEXNAE. BAHFEK RSA B, ENBEHB[NENBEEN R2, HEH

hostname &% :
Rout er (confi g) #hostname R2
R2(config)#

BEEE , EZ % A hostname BT 25 , MEASRNEINBYNEETER. EXEKHSLEE

#% , F6EA ip domain-name % :
R2(confi g) #ip domain-name cisco.com

B4R R2 XY , B crypto key generate rsa i :

R2(confi g) #crypto key generate rsa



The name for the keys will be: R2.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodul us [512]:
% Generating 512 bit RSA keys ...[K]

EEREEEXPERAUTSHT , LUER CA RARHEBJ[MIZER ( ARFIFH Cisco 10S
CA) HANEER CAEERMT

crypto ca trustpoint cisco
enrollment retry count 5

enrollment retry period 3

enrollment url http://14.38.99.99:80
revocation-check none

X : crypto ca trustpoint@ £ E Hcrypto ca identity 5 Hcrypto ca trusted-root 4t —
BX , N EE NS TRHEASIIEE,

. 5/ crypto ca authenticate cisco @ ( cisco REFERIZE ) , LMEM CA RFS R KRR
$ .

R2(confi g) #crypto ca authenticate cisco

. £/ crypto ca enroll cisco #5% ( cisco BREFERIRE ) , UEIMHER :

R2(confi g) #crypto ca enroll cisco

FX3hME Cisco |IOS CA B8 1TE M2 /5 , £ show crypto ca certificates &5 R iZ ik 7T 2
BEFEANIES, ZRGTHAL. ZHTERTHFANIEREFESR , 5 Cisco 10S CA RS
BPERENSHBIMN
R2#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 02
Certificate Usage: Ceneral Purpose
| ssuer:
cn=ciscol.cisco.com
1=RTP
c=US
Subj ect :
Nane: R2.cisco.com
host nane=R2.cisco.com
CRL Distribution Point:
http://172.18.108.26/ciscolcdp.ciscol.crl
Validity Date:
start date: 15:41:11 UTC Jan 21 2004
end date: 15:41:11 UTC Aug 8 2004
renew date: 00:00:00 UTC Jan 1 1970
Associ ated Trustpoints: cisco

CA Certificate

Status: Avail able
Certificate Serial Nunber: 01
Certificate Usage: Signature
| ssuer:

cn=ciscol.cisco.com

1=RTP

c=US
Subj ect :

cn=ciscol.cisco.com

1=RTP



c=US
Validity Date:
start date: 15:39:00 UTC Jan 21 2004
end date: 15:39:00 UTC Jan 20 2005
Associ ated Trustpoints: cisco

5. B BmARFEAKANES , FRMALTSHT :

host nane(confi g) #write memory

6. EREFEE , FHWANTEHT :

host nane#copy run start

B

ERAAED THRIAEBREERET.

moRHERER (SRIEMAF, ) (OIT) XFELE show @i T, A OIT JEEX show v HH
8 24

- show crypto ca certificates - & RiEF.

- show crypto key mypubkey rsa - £ RB43Y,
1% Key pair was generated at: 09:28:16 EST Jan 30 2004

| Key nane: ese-ios-ca
I Usage: Ceneral Purpose Key

I Key is exportable.

! Key Dat a:

! 30819F30 0DO6092A 864886F7 0D010101 05000381 8D003081 89028181 00AF2198

! C56F1A8F 5AC501FF ADFB1489 1F503F91 CA3C3FA3 9FB2Cl150 FFCBF815 2AA73060

I E79AF510 E292Cl171 C6804B45 OCAADAAF 5834AB85 B204208B 3960D20D 9B51AF7B

! ACF12D3D F5BC6EAE 77186AE9 1471F5A4 443CE5B5 1336EC33 5FEB3398 002C15EE

I 9F8FD331 83490D8A 983FBBEl1 9E72A130 121A3B97 A3ACD147 C37DA3D6 77020301 0001

1% Key pair was generated at: 09:28:17 EST Jan 30 2004

I Key nane: ese-io0s-ca.server

I Usage: Encryption Key

I Key is exportable.

! Key Dat a:

I 307C300D 06092A86 4886F70D 01010105 00036B00 30680261 0096456A 01AECE6A5

I 0049CCA7 B41B675E 5317328D DF879CAE DB96A739 26F2A03E 09638A7A 99DFFSE9

! 18F7635D 6FB6EE27 EF93B3DE 336C148A 6A7A91CB 6A5F7E1B E0084174 2C22B3E2

! 3ABF260F 5C4498ED 20E76948 9BC2A360 1C799F8C 1B518DD8 D9020301 0001

crypto pki server ese-ios-ca info crl - & REH B FIFE (CRL).
Certificate Revocation List:
! | ssuer: cn=ese-i 0s-ca, ou=ESE, 0=Ci sco Systens |nc, | =Ral ei gh, st=NC
! This Update: 09:58:27 EST Jan 30 2004
! Next Update: 09:58:27 EST Jan 31 2004
! Nunmber of CRL entries: O
! CRL size: 300 bytes

. crypto pki server ese-ios-ca info requests - & REER I EMER.
I Enrol | ment Request Dat abase:
! ReqlD State Fi ngerpri nt Subj ect Nane

show crypto pki server - 2R BIM Public Key Infrastructure (PKI) R 83 R
Certificate Server status: enabled, configured
! G anting node is: manual
! Last certificate issued serial number: Ox1
! CA certificate expiration timer: 10:58:20 EDT Jun 21 2005
! CRL Next Update timer: 09:58:26 EST Jan 31 2004
! Current storage dir: nvram
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! Dat abase Level : Nanes - subject name data witten as .cnm

. crypto pki server cs-label grant { all | transaction-id } — & F P B 545 EESCEPE K,

- crypto pki server cs-label reject { all | tranaction-id } — 148 Fir 8 S 45 ESCEP#E K,

. crypto pki server cs-label password generate [ minutes ] - A&/ SCEP ER&ER —NME— B
BfE ( minutes - A8 R ENVHREKE ) AERWN—XREOS (OTP), EXEE R 1 24
1440 28, BRIARTERN 60 D8, EE : —XRE—IOTPEX. WRERS—1 OTP, ZHI
W OTP MABAEM.

. crypto pki server cs-label revoke certificate-serial-number - 1Rz 5 5 S B IE P,

- crypto pki server cs-label request pkcs10 {url url url | terminal } [pem] — F 31 ’fbase645PEM
PKCS10UEFEMHE SRR INENE RBIEE.

- crypto pki server cs-label info crl - S REX 28I CRL RZEHIE S

. crypto pki server cs-IabeI info request - & 7RFTE R ERRIVIEHEMIE R,

BAREMRIEES , BTSRRI+ R E BRHEX E 5

P B R

BRHEHRES , BSH 1P T2 WEEHER - 7T#RMER debug 8%

AR EWESERT , MBRHAEIELCARSSRET , AT SUBE R B &,

HXER

- |Psec hE/IKE i
- BARZFHHMH - Cisco Systems
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