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Prerequisites

Requirements
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Components Used
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- Cisco 10S B #Hhr7 12.3(10)
. Cisco 1721 B H 2%

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions
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Configure
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.- BHET 1721-A
. BBH88 1721-B

BEERER 1721-A

R-1721- A#tshow run
Bui | di ng configuration...

Current confiquration : 1706 bytes

Last configuration change at 00:46:32 UTC Fri Sep 10
004
RAM config last updated at 00:45:48 UTC Fri Sep 10
004

N [~

N [~

version 12.3

service tinestanps debug datetine nsec
service tinmestanps log datetinme nsec
no service password-encryption

|

Eostnane R-1721-A
!

boot - st art - mar ker

boot - end- mar ker
!

|

nenory-size i onem 15
mm_polling-interval 60
no nm auto-configure
no nm pvce
nmm_snnp-tineout 180

no aaa new node

ip subnet-zero

ip cef

!
!
L

ip audit po nmax-events 100

no ip donmin | ookup
no ftp-server wite-enable

l--- Define Internet Key Exchange (IKE) policy. crypto
isakmp policy 10

l--- Specify the 256-bit AES as the !--- encryption
algorithmwthin an IKE policy. encr aes 256

l--- Specify that pre-shared key authentication is used
aut hentication pre-share
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l1--- Specify the shared secret. crypto isaknp key

ciscol23 address 10.48.66.146
|

l1--- Define the IPSec transformset. crypto ipsec

transformset aesset esp-aes 256 esp-sha-hmac
|
!--- Define crypto map entry nane "aesmap” that will use
l--- IKE to establish the security associations (SA)
crypto map aesnmap 10 ipsec-isaknp

l--- Specify renpte |PSec peer. set peer 10.48.66.146
l--- Specify which transformsets !--- are allowed for
this crypto map entry. set transformset aesset

!1--- Nane the access list that deternmines which traffic
l--- should be protected by IPSec. match address acl _vpn

interface ATM)

no ip address

shut down

no atmilm-keepalive

dsl equi pnent-type CPE

dsl operating-node GSHDSL symmetric annex A
dsl linerate AUTO

|
interface Ethernet0Q
ip address 192.168.100.1 255.255.255.0
ip nat inside
hal f - dupl ex
|

interface FastEthernetO

ip address 10.48.66.147 255.255.254.0

ip nat outside

speed auto

l--- Apply crypto map to the interface. crypto map

aesna
|

ip nat inside source list acl_nat interface
Fast Et hernet O overl oad

ip classless

ip route 0.0.0.0 0.0.0.0 10.48.66.1

ip route 192.168.200.0 255.255. 255.0 FastEthernet0
no ip http server

no ip http secure-server
!

ip access-list extended acl _nat

l--- Exclude protected traffic frombeing NAT' ed. deny
ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255
permt ip 192.168.100.0 0.0.0.255 any

l--- Access list that defines traffic protected by
| PSec. ip access-list extended acl_vpn

permt ip 192.168.100.0 0.0.0.255 192.168.200.0
0.0.0.255

line con O
exec-tineout 0 O
line aux 0

line vty 0 4
!




end

R-1721- A#

B ERER 1721-B

R-1721- B#fshow run
Bui | di ng configuration...

Current confiquration : 1492 bytes
!

! Last configuration change at 14:11:41 UTC Wed Sep 8

2004

I

version 12.3

service tinestanps debug datetine nsec
service tinmestanps log datetinme nsec
no service password-encryption

|

Eostnane R-1721-B
|

boot - start - mar ker

boot - end- mar ker
!

|

nenory-size i onem 15
nm_polling-interval 60
no nm auto-configure
no nm _pvc
nmm_snnp-tineout 180

no aaa new node

ip subnet-zero

ip cef

!
!
L

ip audit po nmax-events 100

no i p donmin | ookup
no ftp-server wite-enable

l1--- Define IKE policy. crypto isaknp policy 10

l--- Specify the 256-bit AES as the !--- encryption
algorithmwthin an IKE policy. encr aes 256

l--- Specify that pre-shared key authentication is used

aut hentication pre-share

l--- Specify the shared secret. crypto isaknp key

ci scol23 address 10.48.66. 147
!

|--- Define the |PSec transformset. crypto ipsec

transformset aesset esp-aes 256 esp-sha-hmac
!

!1--- Define crypto map entry nanme "aesnmap" that uses !--

- IKEto establish the SA. crypto map aesnmap 10 i psec-

i saknp
l--- Specify renpte | PSec peer. set peer 10.48.66.147
l--- Specify which transformsets !'--- are allowed for

this crypto map entry. set transfornset aesset




l--- Nane the access list that deternm nes which traffic
l--- should be protected by IPSec. natch address acl _vpn

interface EthernetO
ip address 192.168.200.1 255.255.255.0
ip nat inside

hal f - dupl ex
|

interface FastEthernetO

ip address 10.48.66.146 255.255.254.0

ip nat outside

speed auto

l1--- Apply crypto map to the interface. crypto map

aesna
|

ip nat inside source list acl_nat interface
Fast Et hernet O overl oad

ip classless

ip route 0.0.0.0 0.0.0.0 10.48.66.1

ip route 192.168.100.0 255.255. 255.0 FastEthernet0

no ip http server

no ip http secure-server

|

ip access-list extended acl_nat

l--- Exclude protected traffic frombeing NAT' ed. deny
ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

permit ip 192.168.200.0 0.0.0.255 any

l1--- Access list that defines traffic protected by
| PSec. ip access-list extended acl_vpn

permt ip 192.168.200.0 0.0.0.255 192.168.100.0
0.0.0.255

line con O
exec-tineout 0 O
line aux 0

line vty 0 4

nd

D |~

R-1721- B#

Verify

REBDFrRHENEETATRINENEEREER T/,

DTRHEREFTE (REMAFT ) XFHEL show i % , EALTETUESERN show 7 H
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- show crypto isakmp sa —& R B Bk M Z £ fh & M %47 BB L (ISAKMP) I SAKRZS .
- show crypto ipsec sa - & RBEXEBNBRE N S 1T IR,
. show crypto engine connections active - & SA & R ENZ/fF#,

Troubleshoot
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Note: £ % tHi debug in =281 , ESHAEX Debug s THEEFEE.

. debug crypto ipsec — £ 7R IPSec 4,
. debug crypto isakmp — £ "k F IKE E4EE.
- debug crypto engine - £ R B INZH 5| ZHES,
AKX IPsec BBV EMES , FSH IP R WEHER - THFER debug .

Related Information

. Cisco |0S Software Releases 12.2T -BE & N Z#5 A (AES)
- BEBIPSecRE RS

. IPSec ZERH

- Technical Support - Cisco Systems
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