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1. fFARER VLAN FI0E VPN BREERB AR O, RIRVPNIRSERIEFEE4 L, FHVLAN
1004E W W EEVLAN |, A VLAN 209/EH #AZBVLAN, BRI TATRELE VPN BRSERK GE i%
A :

interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. 730 VLAN 100 #ORMPREL LA DO ( ABIHRRN interface Vian 209 , IR ) o

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no i p address
crypto connect vlan 100

3. BLiE SNSRI i O 4E R B2 A S H il O ( A7 Fast Ethernet 2/48 , I RFF/R ) o

!--- This is the configuration that uses an access port. interface FastEthernet2/48
no i p address

switchport

switchport access vlan 209

switchport mode access

!--- This is the configuration that uses a trunk port. interface FastEthernet2/48
no i p address sw tchport

switchport trunk encapsulation dotlqg

switchport mode trunk

4. BIEEEEE NAT, FUUTLRERME no nat BAMUEREXLEMLEL ZEH NAT :
access-1list inside_natO_outbound pernmt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

5. SIBEHNMEZRE B AR ESCHHEMZENREN T RIEHS|R (ACL), RWOTHT , (IEZATE
SRR 192.168.5.0/24 ZSEIRM 4 192.168.6.0/24 HI TR EBEI IR ACL ( Z&HBIH 5 ACL
100 - ¥X5EHE ) -

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

BT AIRENER Internet T2 EENMZRAE RN (ISAKMP) KEEHF =R .



crypto isakmp policy 1
hash md5

authentication pre-share
group 2

i

2

RHETEXMRS (EXRGH ) UMEANENTAHER

crypto isakmp key cisco address 10.66.79.73

BRUOTIRENER IPSec 5 :

P2

crypto ipsec transform-set cisco esp-des esp-md5-hmac

RINT PRI 2SR INZRFIED

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

6. AT TR INZZ BR &Y B2 A T VLAN 100 # M

interface vlanl00
crypto map cisco

EAATXLERE :

. Catalyst 6500
- PIX By A 3%

Catalyst 6500

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2
crypto isakmp key cisco address 10.66.79.73

1

1

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- 1is used to establish
the IPSec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

!
!
no spanni ng-tree vlan 100
!
1




interface FastEthernet2/1

i p address 192.168.5.1 255. 255.255.0

|

!--- This is the outside Layer 2 port that allows !---
VLAN 209 traffic to enter. interface FastEthernet2/48 no
i p address switchport swi tchport trunk encapsul ation
dot 1q switchport node trunk ! interface
G gabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off swi tchport sw tchport trunk
encapsul ation dotlq /--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

swi tchport node trunk

cdp enabl e

|

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--—- The Port VLAN (PVLAN) configuration 1is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every |VLAN,

a correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1
interface Vlanl
no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface VIan209 no i p address crypto connect vlan 100
!

ip classless

gl obal (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0

255. 255. 255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

l--- This access 1list (inside _natO_outbound) is used
with the nat zero command. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
network address translation (NAT). The traffic specified
by this ACL is !--- traffic that is to be encrypted and




I--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate
access lists should always be used in this
configuration. access-list inside_natO_outbound permt
ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX Bh X &

SV2-8(config)# show run
Saved

Pl X Version 6.3(3)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nterface ethernet6 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 securityl0
nanei f ethernet3 intf3 securityl5
nanei f ethernet4 intf4 security20
nanei f ethernet5 intf5 security25
nanei f ethernet6 intf6 security30
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane SV2-8

domai n- name ci sco. com

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24

nt u outside 1500

nu inside 1500
ntu intf2 1500
ntu intf3 1500
mu intf4 1500
mu intf5 1500
ntu intf6 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0




ip address intf2 127.0.0.1 255.255. 255. 255
no ip address intf3

no ip address intf4

no ip address intf5

no ip address intf6

ip audit info action alarm

ip audit attack action alarm
no fail over

failover timeout 0:00:00
failover poll 15

no failover ip address outside

no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

encryption des

hash md5

group 2

lifetime 86400

isakmp policy 1
isakmp policy 1
isakmp policy 1
isakmp policy 1
telnet tinmeout 5
ssh timeout 5
consol e tinmeout O

termnal width 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9

end

{3 F 3% A% O A E IPSec




WATU T XESR |, EHASMEEOFENSE 3 EHBKONER TEE IPSec,

1. FFAER VLAN ZI0E VPN BRSER A SR O, RIZRVPNIRSERERHIE4 L, FERAVLAN
100/EN MEFVLAN |, {EFHVLAN 2094E R HAZBVLAN, BRI TP REE VPN IRSIERN GE i
A :

interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. %0 VLAN 100 #OFMRREL LD ( ABIAR A Fastethernet2/48 , MTRAR ) o

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet2/48
no ip address
crypto connect vlan 100

3. BIERSSEE NAT. AT HREBRME no nat FAARBREIX LML Z B K NAT :
access-1list inside_nat0O_outbound permt ip 192.168.5.0 0.0.0. 255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) 0 access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

4. QIBEHMBEEURATENEMZNREN ACL, IBITFIR , IR TENXMNRIBH L
192.168.5.0/24 ZZFEM L 192.168.6.0/24 KIRER ACL ( A%IF A ACL 100) :

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

BINTATRENIEH ISAKMP RBEH R -

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

/

RHTEXMSS (ERGS ) MERANEXTAHAERSA !

crypto isakmp key cisco address 10.66.79.73

BRUOTIRENER IPSec 5 :



crypto ipsec transform-set cisco esp-des esp-md5-hmac

BUT RSN NZREHER -
crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco
match address 100

5. RN A RRFINZBRST A T VLAN 100 ££1

interface vl1anl00
crypto map cisco

EANTXLERE :

. Catalyst 6500
- PIX BA K i

Catalyst 6500

!--—- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1
1

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. !--- This indicates that IKE is
used to establish the !--- IPSec SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.73
set transform-set cisco
match address 100
!
!
no spanni ng-tree vlan 100
!
!
!
interface FastEthernet2/1
i p address 192.168.5.1 255.255.255.0
!

!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1s

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--— the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. ! interface FastEthernet2/48 no ip address

crypto connect vlan 100
|




interface G gabitEthernet4/1

no i p address

fl owcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!-—- VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

swi tchport node trunk

cdp enabl e

!

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

fl owmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--- The PVLAN configuration is handled transparently by
the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every |IVLAN, a
correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1

interface Vlanl

no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3

interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
I ip classless global (outside) 1 interface !--- NAT 0

prevents NAT for networks specified in the ACL
inside_nat0_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.6.0

255. 255. 255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

1

l--- This access 1list (inside_natO_outbound) is used
with the nat zero command. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
network address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
I--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate

access lists should always be used in this
configuration.

access-list inside_natO_outbound permt ip 192.168.5.0




0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX Bh X &

SV2-8(confi g)# show run
Saved

Pl X Version 6.3(3)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nterface ethernet6 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 securityl0
nanei f ethernet3 intf3 securityl5
nanei f ethernet4 intf4 security20
nanei f ethernet5 intf5 security25
nanei f ethernet6 intf6 security30
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane SV2-8

domai n- name ci sco. com

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24

nt u outside 1500

nu inside 1500
ntu intf2 1500
ntu intf3 1500
mu intf4 1500
mu intf5 1500
ntu intf6 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0

ip address intf2 127.0.0.1 255.255. 255. 255

no ip address intf3

no ip address intf4

no ip address intf5




no ip address intf6

ip audit info action alarm

ip audit attack action alarm
no fail over

failover timeout 0:00:00
failover poll 15

no failover ip address outside

no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

termnal width 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9
end

Wi

AR RENEERDTHINEEREERZT.

D TRHERERF (RIEMAF, ) (OIT) XFEL show &%, EA OIT AEFI show a5

]


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

H 24T,
- show crypto ipsec sa - £RZBTHY IPSec SA AR AKZE.
- show crypto isakmp sa - & =3 &4 LW FFE 2481 IKE SA.
. show crypto vlan - £ RS NP E EX<BKHN VLAN,

- show crypto eli - &7~ VPN BEERNEITER.
BXRBIERMBERR IPSec MENHEMER , F5H IP R BIEHR - THAMFEA debug G55,

PP R

L E o REERHEHRENEE.

P BR T
AE : ERHdebug@ FZhl , HEHEEXdebugti THEEER.

- debug crypto ipsec - £ RE 2 Br B # IPsec .
- debug crypto isakmp - 2R 1 BrEAY ISAKMP 1175,
. debug crypto engine - &R B NFENHER.
. clear crypto isakmp - JEBRE5EE 1 BrBHHX<H SA.
. clear crypto sa - ER 5 2 BrBEXH SA.
BXRBIERMBERR IPSec MENHEMELR , F5H IP R BIEHR - THAMEA debug 55,

HXER

. IPSec XFRH

. BB IPSec MRS

- BB Internet AR EZ PN
- H#AREZFF - Cisco Systems
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