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AN

PC with YPHN Client
88.88.88.0/24 Real IP Address: 99.99.99.5
Assigned IP Address: 10.2.1.x
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AXREERAATEE :

. VPN &/
. RS
VPN &/

Net work Security policy:

1- Myconn
My Identity = ip address
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P subnet
88.88.88.0
Port all Protocol al

Connect using secure tunne
I D Type: | P address
99.99.99.1
Pre-shared key = ciscol23

Aut henti cati on (Phase 1)

Proposal 1
Aut henti cati on nethod: pre-shared key
Encryp Al g: DES
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Hash Al g: M5
SA life: Unspecified
Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

2- Ot her Connections
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

B ER AR

version 12.0

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!

host nane router

!

enabl e password ww

!

usernane cisco password O cisco
!

clock tinmezone EST -5

i p subnet-zero

cns event-service server
|

crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0

crypto isakmp client configuration address-pool local
ourpool

.

crypto ipsec transform-set transl esp-des esp-md5-hmac
1

crypto dynamic-map dynmap 10

set transform-set transl
crypto map intmap client configuration address initiate
crypto map intmap client configuration address respond
crypto map intmap 10 ipsec-isakmp dynamic dynmap

]
interface EthernetO

ip address 99.99.99.1 255.255.255.0
no i p directed-broadcast

no ip route-cache

no i p nroute-cache

crypto map intmap




!
interface Ethernetl
i p address 88.88.88.1 255.255.255.0

no ip directed-broadcast
!

ip local pool ourpool 10.2.1.1 10.2.1.254
ip classless

no ip http server

!

line con O

exec-timeout 0 O

transport input none

line aux O

line vty 0 4

password ww

| ogin

|

end

Wi

AEBDFrRHENEETATRINMENEEREER T/,

mTRHBEREFTE (NRIMA,T ) ZHHELYL show H , BALTEAUEEX show i
RHND

- show crypto engine connections active - & RINFZNHIBFBSNRBABES.
- show crypto ipsec sa - &R ER 2 R 2XEk,
. show crypto isakmp sa - &5 1 BRIV R £ KBk,
XL BIRIEF NPSeclE S ( W& ) EET, YAEAINEELERZ XK,

- debug crypto ipsec - £R5E 2 B BHY IPsec 7,

- debug crypto isakmp — & 5 1B ER BV ISAKMP A o
. debug crypto engine - £ 7~ E NZE R EIE TR

- clear crypto isakmp - BRSE 1 B BRI R £ KBk,
. clear crypto sa - JEBR5 5 2 Y ERAER R 2R EX,

B P B BR

B 8RB X L E B SRR E B

HXER

- VPN 3000 R PIEP BRI

. Cisco VPN 3000& iR m¥ ¥
. IPSec (IPR£HN ) BRI &
. AR #F - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/pcgi-bin/Support/PSP/psp_view.pl?p=Hardware:Cisco_VPN_3000_Concentrator&referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置路由器模式设置、通配府、预置共享密钥，不使用 NAT
	目录
	简介
	先决条件
	要求
	使用的组件
	规则

	配置
	网络图
	配置

	验证
	故障排除
	相关信息


