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AXHEERAUTERE,

R

version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

no service password-encryption

]

host nane dude

!

menory-size i onem 15

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

| I-—- IKE policies. crypto isakmp policy 1
encr 3des

hash md5

authentication pre-share

group 2
crypto isakmp key ciscol23 address 200.1.1.2
| I-—- IPsec policies. crypto ipsec transform-set to_vpn
esp-3des esp-md5-hmac

crypto map to_vpn 10 ipsec-isakmp

set peer 200.1.1.2

set transform-set to_vpn

!--- Traffic to encrypt. match address 101

1

interface Ethernet0/0

ip address 203.20.20.2 255.255.255.0

ip nat outside

hal f - dupl ex

crypto map to_vpn

1

interface Ethernet0/1

ip address 172.16.1.1 255.255.255.0

ip nat inside

hal f - dupl ex

!
ip nat pool mypool 203.20.20.3 203.20.20.3 netmask
255.255.255.0
ip nat inside source route-map nonat pool mypool
overload
ip http server
no ip http secure-server
ip classless
ip route 0.0.0.0 0.0.0.0 203.20.20.1
ip route 172.16.20.0 255.255.255.0 172.16.1.2
ip route 172.16.30.0 255.255.255.0 172.16.1.2
' I-——- Traffic to encrypt. access-list 101 permit ip
172.16.1.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255




192.168.50.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

!--- Traffic to except from the NAT process. access-list
110 deny ip 172.16.1.0 0.0.0.255 192.168.10.0
0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 permit ip 172.16.1.0 0.0.0.255 any

!

route-map nonat permit 10

match ip address 110

1
line con O
line aux O
line vty 0 4
!
end
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1. B 3IGUIJF , i&FConfiguration > Interfaces L EFRR &0,

Configuration | Interfaces

Thiz section lets vou configure the WVFM 3000 Concentrator's networls interfaces and power supphes

[r the takle below, or mthe puchire, sslect and ©

Thursday, 03 July 2003 140438
Save Neededly Refresh €

ke the mierface wou want to conbigurs

| Interface | Status | IP Address |Eu1:|nEt MMaslk | MAC Address Default Gateway
[Ethernet 1 (Private) |  UF [192.168.10.1[255.255.255.0 [00.03. 40,88 00.7D

[Ethemet 2 (Public) | TP [2001.1.2  [255255.255.0([00.03.40.88.00.7E 2001 1.1
|Ethemet 3 (Extemal] Mot Configured [0.0.0.0 loooo

|UHS server(s)
DNS Domain Name

o Power Supplies

I.DNS Server Mok Conbipured

2. £ Configuration > System > IP Routing > Default Gateways , LABE & Default
(Internet)Gateway# Tunnel Default (inside)Gateway , f£IPsecEB Eir T AME PR H b7

M,

Confipure the defmlt pateways for your swstem

Default Gateway 200111

Enter the IF address of the defaudt gateswray or router. Enter 00000 for ne

defanlt router

Metric |I Erter the metnic, from 1 to 16
Tunnel Defanlt |] 33 166D 2' Enter the IF address of the default gatewsay or router for fannels, Enter 0.0 0.0)
Gat — ft 1o defilt router
Ovemide Default S Check to allow learned default gatesrays to overnde the configured default
Gateway EATEWEY.
Apphy Cancel I

LB
;ﬁni

3. £ Configuration > Policy Management > Network Lists A8 2 E L EIZH FER M EHIER

o LA RZ 3 M 4%

Mdledily a conbgured Metwork List. Clok en Generate Local List to generate a netwotk bt based on routmg entries on the
FPrivate mberface.

Marne of the Metwarle Last vou are adding. The name must be
UL gue.

Enter the Mebwarks and Wildeard masks using the
follswnng format nuh B (88

1010 0,060 0255 255,

DMNote: Enter a wildcard mask, which 15 the reverse of
a submet mask. A waldcard mask has 1z mn bt posthons
todgnore, s in kit positons to match, For example,

List Name |wpn_| ocal_subnet

i

192 .168.10.0/0,0,0,2 5!
192 168 .40 .0/0.0,.0,25!
192 168 .50 .0/0.0,.0,.25

=

n

n

HNetwork List 10.10.1.0/0 0.0 255 = all 10.10.1 o addresses
¢ Each Memworls and Wildcard mask par must be entered
on a smgle ne.
_I;J o The Wildcard mask may be omitted if the nabaral
Kl . Wildecard mask 2 to be used

Genarata Local List

Apphe I Cancel |




BT REEMSE

bioddy a confipured Metwork List Chek on Generate Local List to generate a neteeork list based on routing entries on the
Frovate mterface

List Name |rc|u1er_9uhnel IMame of the Metwork List you are addmg The name must be

unicjLe,
» Enter the Metworles and Wildoard masles namg the
172.16.1.0/0.0.0.255 | follownng format, nunA/nRRR (2 8
192.15.20.0/0.0.0.255 10.710.0.0/0.0.255.253).
172.15.30.0/0.0.0.255 » Note: Enter a wildcand mask, which is the reverse of]

a suhnet mask. A wildeard mask has 13 in bit pogrticns
to gnere, Oz m ket postons to match For example,

el T ale 10.10.1.0/0.0.0.255 = all 10.10. 1.ann addresses.
» Each Metworde and Wildcard mask pair must be entered
on a smgle fine,
_’j o The Wildcard mask may be omitted o the naharal
—fl - Wildeard mask 15 to be used.
Apphy | Cancel | Gienarate Local List ]

4 RRE , WTRAAMSFIR 28 : MRIPscoBBREH , BREVEABESERRED
B 185 R s M AP X B ADVREL, BOBVPNRGS A IREL,

Thiz section lets you add, modify, copy, and delete Network Lists.

Click Add to create a Network List, or select a Network List and click Modify, Copy, or Delete.

Network List Actions
WM Client Local LAN (Defaulf)
e pa
hModify
U
Delete

5. #%&$%Configuration > System > Tunneling Protocols > IPSec LAN-to-LANJ i . LANE|LANFRZ
&,



System | Tunneling Protocols [IPSec | LA a LAN | Adi

Ldd a new IPSec LAN-to-LAI connechon.

Enahle ¥

MName ilu_ruutur

Interface |Ethemat 2 (Public) (200.11.2) =|

Connection Type i Brdirectional *i

203.20.20.2 =]
Peers
.«
Digital - -
CortiBrate |Nane (Use Preshared Keys) |

Certificate © Entire certificate chain
Transmission & Tdentty certficate only

Preshared Key |ciscol23
Authentication | ESFAMDE/HMAC-12E =]

Encryption i IDES-168 'i

TKE Proposal | IKE-3DES-4405

#

Check to enable this LA -to-LAN connechon
Enter the name for thos LAY -ro-LA comechon.
Select the interface for this LA -to-LAM connection

Choose the type of LA -to-LAN comnection An Cviginade-
Cliedy commection may have multple peers specified below.

Enter the remete peer IP addreszes for this TAN-to-LAD
connection. Crigimate-Omdy connection may specify up to ten
peer [P addresses. Enter one [P address per bne.

Select the digital certificats to use.

Choose how to send the digital certificate to the TKE peer

Enter the preshared key for this LAN-to-LAN comechion
opecby the packet authenhc abon mechausm to use.

Specif the enctyphon mechandsm to use.
Select the [EE Proposal to use for this LA -to-LATT

connschon.

Filter |-Mane—

TPSec MAT-T T

Bandwidth Policy !—Nu ne— 'I

Houting ! MHong

3

Choose the Blter to apply to the traffc that 15 tunnel=d through
thiz LAIT-te-LAM connection

Checle to let MAT-T compatible IPSec peers estabhsh thus
LAN-to-LAI connection through a AT device, Yeou mnst
alze enable TPEec over FAT-T under AT Transparency.
Choose the bandwedth policy to apply to this LA -bo-TAT
CoOnneChet

Choose the routng mechamsm to use. Parameters helow are

imnored if Metwork Autodiscovery is chosen.

Local Metworle If a2 LAT -to-LAT DIAT rul= 15 used, this 1= the Translated Dletworke address.

B

Metworl: List ]*-fpn_lcu:a _subnet

TP Address |

Wildcard NMask !

Specti the local netwatl address list or the TP address and
wildcard mask for this LAN-te-LADN connechon

Note: Enter a widdegnd masl:, which is the reverse of a
subnet mask. A waldcard mask has 1z in bit posiions to
iomore, 2 i bt postions to match. For example,

10010, 1040 000,255 =all 10,10, 1 nun addresses.

Remote Networle If g LA -to-LAN MAT rule 15 used, thes 15 the Femote Metworks address.

Hetworls Lise |{{={ER=T=)

" Adﬂres:j

Wildcard Mask |

[ Add | cancal |

Spectdy the remotes network address hst or the IF address and
wildcard mask for this LA -to-LADR cotmection

Maote: Enter a wildeand mask, which is the reverse of a
subnet mask. & wildcard mask has 15 i bat posihons to
ignere, Oz in bit postions to match. For example,
10101000000 255 = all 10,10, 1.ndm addresses.
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Save Needed|g

An TPSec LAN-t0-LAN connechon has been successfully configured. The following have been added to your configuration

Authentication Server Iternal
Grroup 203 20 202
Security Association 2L o router

LaL: bo_touter Out
A LZL: b router In

Modifising any of these sterne will affect the LATT-to-LAT confipration The Growp iz the zare as vour LA -to-LATT peer
The Security Association ard Filter Fules all start wath "L21:" to medicate that they form a LAT -te-LAT confipuraton.

CIE. |

A LL7E Configuration > System > Tunneling Protocols > IPSec LANZ|LANF & & = & L8]
ﬁ'JEE’J LANZILAN IPsecZ#,

1 | Tunneling Protocols | S I
Save Neededfiy
This section lets vou cenfignre TP Sec LAM-to-LAM connectons. LA -to-LAI commections are established with other VI
F000 Concentraters, PL Grewalls, 7100000 series routers and other [P Sec-complant security gateway:. To configure a

WELT 2002 or other remote access connschon, go to User Management and configure a Group and Ueer. To configure AT
ower LA -to-LAM, go to LAM -to-LALT FTAT Rules

£ you want to deline a set of networks on the local or remote ade of the LAN-to-LAN connection, confpure the necessary
Fletwerk: Tists prior to creatng the connection

Cheke the Add butten o add 2 LAY -po-LAT connection, or select a comection and chel Modify or Delote.
(T melicates a disabled LAM-to-LAIT connection
LAN-to-LAN

Connection Actions
bo_rouker (203 20.20.2) on Ethern=t 2 [(Publi=]

Modify

[T

Dl

7. % Configuration > System > Tunneling Protocols > IPSec > IKE Proposals , A IAE SN Y
IKE Proposal,



onfiguration | System | Tunneling Protocols | IPSec | IHE Proposals:

OTLOTIET.
parameters.
Achive
Froposals

CizcovFPRHClent-30E S#405
IKE-3DES-KDOS
IKE-3DES-MDS-0H1T
IKE-DES-MDO5

IKE-3DES-MDS-D0H7
KE-3DES-MOS-R5A
CiscoNPHClem-30E 5+ D5-0H5
CiscoNPHClemAES 28-5HA
IKE-AEST128-5HA

. du ruu

A dd, delete, priortize, and configure IEE Froposals,

Select an Inactive Proposal and chok Activate to make & Active, or chick Modify, Copy or Delete as appropnate
Select an Active Proposal and click Deactivate to make i Tnactive, or click Move Up or Mowe Down to change its

(Chek Add or Copy te add a new Inactive Proposal [FE Proposals are used by Secunty Associahons to specty [EE

Inarctive
Actions Proposals
. IKE-3DES-SHA-DSA
EEHEEET] |- 30ES-MDS.RSADH!
s IKE-DES-MOS-DHT
i i I CiscovPHClient-3DESHD5-RSA
howe Ugp | CiscovFHCIem-30ES-SHADSA
CiscoVFRClient-3DES-MMD5-FSA-DHS
haove Ciown I CiscovFPHCliem-30ES-SHADSADHS
CiscoVFRClient-AE 52 506-5HA
Add | IKE-AES25E-SHA
Madiy |
Copmy |
Deletz |

8. 1% Configuration > Policy Management > Traffic Management > Security Associations A&

Eroposals to nepohate IEE parameters.

) S m.ru M I:II:I d Hd E

Thiz section lets you add, confipure, medify, and delete TFSec Secunty Assoriatons (SA2) Securty Associations use TEE

Click Add to add an SA, or zelect an 54 and click Modify or Delete,

IPSec SAs Artions
ESF-JDES-MD5
ESE-IDES-HD5-DHS
ESE-IDES-MDS-DH?
ESP-IDES-OMNE Add
ESE-AES]2B-SHA .
ESE-DES-MOR _ Madiy |
ESE-L2TE-TRANSFORT Rl
ESEAKE-IDESMDOG _ Delete |
L2 ta_router

9. BHREXKEN , RAERAHBUNRIERSRE,




SA Name |L2L: 10_router

Inheritance |Fr:|m Bule =

IPSec Parameters
Anthentication
Algorithm

Encryption
. | JDES-163 "I
Algorithm

Enc apsll:[i?::‘;‘: Im

Perfect Forward
Secrecy

Lifetime Iﬁ
ime |-

Ieasurement

| ESPAMDS/HMAC-128 =]

| Disablad |

Data Lifetime |10000

Time Lifetime |28500
IEE Parameters
Connection Type Bidrectional
[EE Peers 202 20020 2
Hegotiation Mode Im
Digital Certificate |N|:|ne Jeo Presharad Keye) __'J

Cerfificate © Enbre certificate chamn
Transmission & Identity certficate only

Specify the name of this Securiy Association (54,
Felect the pramlarity of this S

Select the packet authenticahon algonthm to use
Felect the ESE enciyphen alzorithm to use.
Select the Encapsulahon Mode for thes 5A
celect the use of Perfect Forward Secrecy.

Select the ifetme measurement of the TP Sec keys

Specity the data Ifetme in kilobytes (EEB)

specty the tme betomes n seconds.

The Comecton Type and [EE Peers cannot be modified on
TFSec SA thatts part of a LA -to-LAT Connection

Felect the IEE Megotation mode to use
Select the Digital Certificate to use.

Choose how to send the digital certificate to the [EE peer

IKE Proposal |¥E-3DES-MD5

j Select the IEE Froposal to use as TKE mbator.

ir
A4 I SR R BB Wshowd £
EimERt

AP RENEETHEDEBAECHNEERES T EEET.

SOWURBERF (MM ) (OIT) THELE show B9, £ OT TEEX show HHH

24

. show crypto ipsec sa — B R BT REXKAAEANIRE.
. show crypto isakmp sa - & R &4 LN ARE XA Internet BARXMELKEK,

~

- show crypto engine connection active — & RFT B M 5| B H e E BT EE,
BAUERIOSHEERTIEPUEME, ) EFEEXBERNTHIFEFAEFE.

% VPN £ F

1%3%# Configuration > System > Events > Classes > Modify JA3TFF H&E1EFK, XEEIMZ A :

- IKE
- IKEDBG
- IKEDECODE
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- IPSEC

- IPSECDBG

- IPSECDECODE
AE=EM=1-13

Consolefy = EH=1-3

1% $ZMonitoring > Event LoglAK REH BH &,

P B BR
EiEmiERLE

HZIREAdebugis w28l , EZHBXRdebugt THEERFE S

- debug crypto engine - £ R EMFH R,
- debug crypto ipsec - £ 7R"5 2 HrBHY IPsec HHE.
- debug crypto isakmp - 2R 1 BB ISAKMP 47,

P — FEERIE
HRHE

20932 10/ 26/ 2007 14:37:45.430 SEV=3 AUTH 5 RPT=1863 10.19.187. 229

Aut hentication rejected: Reason = Sinultaneous |ogins exceeded for user
handl e = 623, server = (none), user = 10.19.187.229, domain = <not
speci fi ed>

BRT=
Bl E PR AY E e B R HEF L SAR R T 2 RBIRENS , FTRAULERF

¥ Z Configuration > User Management > Groups > Modify 10.19.187.229 > General >
Simultaneouts Logins , H & R E L RN5,

PFS

£ IPsec thiEH , TEHARE (PFS) I AREN TN MZRASEMETNRATHX. EHIFE
ERNEEEERARZAPFS, BN , BHEPFLEITLANTILAN(L2L)IPsecBSE.

BT Y NI INZRRE K HiE R L L2 KRBT IPsecERPFS |, 3 IPsecli B L £ X EiER
REEPFS , BEMNZME T BER TFEHset pfsti ©o B EIPsecTNMERPFS , BEALGS
BnofE R,

set pfs [groupl | group2]
no set pfs

FtF set pfs 59 :

. group1 — 8 TEIPsectE 1T #THI Diffie-Hellman 3 #2 & 57 5 A 768 Diffie-Hellman 1841 ,


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. group2 — 18 7€ IPsectE 17 ¥ #Y Diffie-Hellman 32 # i 87 i F 10244 Diffie-Hellman £ & 4H
RANBERT , T21ER PFS, MRRFEALBTEEL , HFE1RERIAE,

=~ -

Rout er (confi g) #crypto map map 10 ipsec-isakmp
Rout er (confi g- crypt o- map) #set pfs group2

Bxsetpfsin THIFMER , iHSH (Cisco IOSEZEBTSE)

HXER

- BELNLLAZER G EIPSec VPN EHERREBR T R
. Cisco VPN 3000 &S 38

. Cisco VPN 3002 BH4&EF ik

- |Psec {hE8/IKE L

- HEARFZ MY - Cisco Systems
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