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May 23 11:41:38.139 GMI: %CRYPTO 4- RECVD_PKT_MAC_ERR:

decrypt: mac verify failed for connection

1d=2989 | ocal =172. 16. 200. 18 renote=172. 16. 204. 18 spi =999CD43B
seqno=00071328

X TRA—PNEPEAREE, B2, ATHRAESHENSESERURSFMES , HETEES
EMKZZE/NEE, FEE  REAEPHRENXLEEENERRH AN , Bt , £ENAEHE
BEATERRRRERT 1M ES. EREGXEETHWHARITE , EX HaSshow crypto ipsec
sa detail, FEFAEPERIEREIDZSMSA, ESATTEEETF , pkts verify failed £5iRiTHEE &1t
BT ESRIEATB(MAC)RIEXLM TS B EEZTH.

interface: G gabitEthernet0/1
Crypto map tag: MPLSWANGREVPN, |ocal addr 172.16.204. 18

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (172.16.204.18/255. 255. 255. 255/47/0)
renote ident (addr/mask/prot/port): (172.16.205.18/255.255. 255. 255/ 47/ 0)
current _peer 172.16.205.18 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 51810, #pkts encrypt: 51810, #pkts digest: 51810

#pkts decaps: 44468, #pkts decrypt: 44468, #pkts verify: 44468

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O



#pkts not deconpressed: 0, #pkts deconpress failed: O

#pkts no sa (send) 0, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 8

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) O

local crypto endpt.: 172.16.204.18, renpte crypto endpt.: 172.16.205. 18
path mu 1500, ip nmu 1500, ip ntu idb G gabitEthernet0/1
current outbound spi: 0xD660992C(3596654892)

i nbound esp sas:

spi @ 0x999CD43B(2577191995)

transform esp-3des esp-sha-hnmac ,

in use settings ={Transport, }

conn id: 2989, flow.id: Al MVPN SSL-3:2989, sibling_flags 80000006,
crypto map: MPLSVANGREVPN

sa timng: remaining key lifetime (k/sec): (4257518/24564)

1V size: 8 bytes

replay detection support: N

Status: ACTI VE

out bound esp sas:

spi: 0xD660992C(3596654892)

transform esp-3des esp-sha-hnmac ,

in use settings ={Transport, }

conn id: 2990, flow_.id: Al M VPN SSL-3:2990, sibling_flags 80000006,
crypto map: MPLSVANGREVPN

sa timng: remaining key lifetime (k/sec): (4199729/24564)

1V size: 8 bytes

replay detection support: N

Status: ACTI VE
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AR 1S B E F X Cisco 10S® 15.1(4)MARE /T M it. BAM KN R , EMANRENS 2
HAY Cisco IOSHAMABR S EA , RARMNNMEFEBERAEEM 3.0M(I0S 12.4(22) TRESMRA X
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“%CRYPTO-4-RECVD PKT_MAC ERR:decrypt:"#& R IR EIH MEHIE TR BIMACKIE, HRITE



//www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=CRYPTO-4-RECVD_PKT_MAC_ERR

RERENSORITERENER

Router (config)# crypto ipsec transform transform-1 esp-aes 256 esp-md5-hmac

£ LBl | “esp-aes 256 F IR EETE L H256/LAES |, “esp-md5 4 FMD5 ( HMACZE (K ) EX A A
TEHRIIENBHEE, MDSFRIIELBEATREXGNBENRFEY . BFELEEATH
RXHERMEAREIHEEN. Fit , HEREENHIBEERSE

- FRERNEANZRRBELRRES, HERFEFEL , WEERHARMFBugsEEH,
o
- BRESEABIRPRER. LERTERHTERTEERNBEEH,

W EBERR YT &

HTEREERE ZHBESHRARSIEN , Ht#TRARR 2 WHHE— 5 E2EHREPCAAE N
218 i S Y WANIR IR BN B I BIR SRR A FH THR. EREERZE , REFAEARX L AL
REXRH, ERERFBAT , TUREERBERENRE  EHMBERT , TN , BRES
WES ( HIENB100 M pingRIES-TREF ) o EXMERT , AIBE/EZ IR, RAAKFNER
£5 =2 FEADSCPHRIEF BN REHFHRBIES . DSCPEFNEHIZIESPIRL , R LA
Wiresharki#t 1T33E, LEE RN K100 ping , ATAFHRIZICMPEES :

ip access-list extended VPN_TRAFFI C
pernmit icnp <source> <destination>
class-map match-all MARK
mat ch access-group nane VPN_TRAFFI C
pol i cy-map MARKI NG
cl ass MARK
set dscp af21

LRBEIELARMA T IR HR EREBRRENHACOED

interface G gabitEthernet0/0
service-policy MARKING in

gE , BURFEEARBARJERNREBEZSTHN R, Hit , BFTEMER RS E(QoS)RCHIE
2 , BRI LAE R E T RIEAYEE B (PBR),

ERE  EEH}E(5)DSCPHRIE , B A Wiresharkid € 8fip.dsfield.dscp == 0x28,

ip access-list extended VPN_TRAFFI C
pernmit icnp <source> <destination>

route-nmap markicnp pernmit 10

match i p address vpn

set ip precedence critical

ip local policy route-map markicnp

HICMPREREQoSHFEE , EANEERARNKEDHIR

Rout er(config)# ip access-list ext vpn_capo
Rout er (confi g)# permit ip host



Rout er (confi g)# permit ip host

Router(config)# exit //the capture is only configured in enable mode.
Rout er # monitor capture buffer vpncap size 256 max-size 100 circular
Rout er # monitor capture buffer vpncap filter access-list vpn_capo

Rout er # monitor capture point ip cef capo fastEthernet 0/1 both

Rout er # monitor capture point associate capo vpncap

Rout er # monitor capture point start capo //starts the capture.

To stop replace the "start" keyword with "stop"

AR e ThEEE B RHOSAS12.4(20)THEI A, BXREPCHIEAEE | BEHBMARKIREEHIK,

ERABESHRRIEREXAEZTEHRENGES , MARXNERE -2, £15.0(1)MZHTH
Cisco IOSHRAH , EPCIHEEM B XBRHIN512K , RABBI RPN REIN1024F 75, HBR LR
# , FAHRF15.0)MBESHRANKE , ZRBIAESFHREFX KN R100M , FRBFEI K
/NR9500%F 7,

WRE100Rping#BEE AIFEH BN AE , NEANWBERRLZHEFED , AEXRAVpingREENZ
2R F IR, WP ERF/LOH , BELBEBILHESRE. WREMAQOSHRE , MEHR
M pingBFEBHTRH, BHR-IEFXFHMEpingBIiES , BRBRES RN TR

o

MRFABABRZEN , BUUEAEEMEA B BRBED. BILR , MMiKAVHIRES 30 B ER
ZFXH , RAEEAEEME L — i IR, EEMEFLHIRNER |, kB mxFad R Esnmpla B
, NTIZLLFER, IEEEARRSEER, BR , MRARTE , NEZARAR[ARRNTBIR

, TEFLEHER, LEZENH, UTRFERZRENEEMEZA

Recei ver

event nanager appl et detect_bad_packet

event syslog pattern "RECVD_PKT_MAC ERR"

action 1.0 cli command "enabl e"

action 2.0 cli comand "nonitor capture point stop test”

action 3.0 syslog nsg "Packet corruption detected and capture stopped!"
action 4.0 snnp-trap intdatal 123456 strdata ""

Sender

event nanager appl et detect_bad_packet

event snnp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9.

oi d-val "123456" op eq src-ip-address 20.1.1.1

action 1.0 cli command "enabl e"

action 2.0 cli comand "nonitor capture point stop test”

action 3.0 syslog nsg "Packet corruption detected and capture stopped!"

EERE, L—MEFRRBERES.0(1)MNEKEE, EFEFHFEFELBLE , BAREFLERHEF
FE A% E Cisco IOSIR A XS B # 17 izt
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1. WIRTRE , ERATFTPRAESHEIPC,

2. FRAMK PN HTES ( WWireshark ) FTFFH3R,
3. MRMEA T QoSHriIZ , F I E HMAEMNHES.

i p.dsfiel d. dscp==0x08

“0x08"## E TDSCP{EAF21, MREATEHDSCPE , N AT UMNBIESHRAEZFHM
DSCPEHMERFIRIKMEBHNE. AXHEMES__BESHDSCPUMMERE.
4. BB MEET HIRMIpingEZF | AEBRRASNREFHRANBESHERZHES.

5. N\ MERF S HIZBES , ITEAR :

[l Microsoft [Wireshark 16.4 (SVN Rev 39941 from /trunk-16)]

File = Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

B Qpen.. wo@a | qaesaTFLIEEFEQaaam
Open Recent b )
Merge... EI Expression... Clear Apply
Import... |Destination Protocol Length Info
® Close Ctrl+W SSL 535 Continuation Data
10.116.208.11 TCP 66 https > 55851 [AacK] s
3 Save Ctrl+S EEOE Bl HTTP 55 Continuation or non-W
m Save Az Shift+Ctrl+5 10.116.208.11 TCP al http = 55887 [acK] se
. Cisco_48:27:39 ARP 42 who has 10.116,208.17
File Set b |LiteonTe_aa:00: ARP 60 10.116.208.1 is at 20
, —e—— = 10.116.208.1 is at 30
Ecpert File... 10.116.208.1 is at 30
= Selected Packet Bytes... Ctrl g
|:=: Brint... Ctel=p Select s E t Byte Ll Source port: 57621
S5L Session Keys... Continuation Data
& Quit Ctrl+Q Objects » | https > 54282 [ACK] s

B T T T R R T B i R LT e ey &
13 10.7129874.125.228.37 10.116.208.11
14

- Continuation Data
TCP 66 https = 55849 [ACK] 5
55L 35 Continuation Data
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[ Wireshark: Export Fi - et |
Smrsnl t| My Documents j - B cF B2
B Mame i Date modified Type
ree (120120328 SHIE Engagement03783901] 33872012738 P Fie folder
Digsby Logs 12/08/2011 9:49 PN File folder
n Outlook Files 6/17/2012517PM  File folder
Deslktop
' - I
Libraries
Computer
s,
w
" F I
® File name: l ﬂ Save |
Save as ype | Plain test ["01) ﬂ Cancel
e |
Packet Range Faghet®romat
(v Copiured " Displayed [v Packet summary lne
- 14 ¥ Packet details
| =
- ¥ Packet Bytes
" Ranger: 0
r

6. WMERT - HH LR, MRREMEE , MERPZAEHEIR , Cisco IOSTEEU IR i #HiRHY
MBHRERIEHEREROFH, TIeWHER |, RIEHRCisco 10S Bug. MRHBFEZTRE
, BRI L PR E S

THRHFESEFCLETNESIZBRNHEES

*Mar 1 00:01:38.923: After encryption:

05F032D0: 45000088 00000000 E.......

05F032E0: FF3266F7 0A01201A 0A012031 7814619F . . ... Ix.a.
05F032F0: 00000001 DE9B4CEF ECD9178C 3E7A7F24 ....~. LolY..>z. %
05F03300: 83DCF16E 7FD64265 79F624FB 74D5AEF2 .\ qgn. VBeyv${tU. r
05F03310: 5ECOACL6 B1F9F3AB 89524205 A20C4E58 @ . 1lys+. RB.". NX
05F03320: 09CE001B 70CC56AB 746D6A3A 63C2652B . N.. pLV+tnj : cBe+
05F03330: 1992E8AF 2CE2A279 46367BDB 660854ED .. h/,b"yF6{[f. Tm
05F03340: 77B69453 83E47778 1470021F 09436285 w6. S. dwx. p. .. Ch.
05F03350: CB94AEF5 20A65B1F 480D86F6 125BA12E K..u & .H. .v.[!.

LTRENSF&® LRFINARBES

4F402C90:
4F402CAO0:
4F402CBO0:
4F402CCO:
4F402CDO0:
4F402CEO:
4F402CFO0:
4F402D00:
4F402D10:

FF3266F7
00000001
83DCF16E
5ECOACL16
09CE001B
00000000
00000000
00000000

0A01201A
DE9B4CEF
7FD64265
B1F9F3AB
70CC56AB
00000000
00000000
00000000

45000088
0A012031
ECD9178C
79F624FB
89524205
00000000
00000000
00000000
00000000

00000000

7814619F .
3E7TATF24 . ..

74D5AEF2
A20CA4AE5S8

00000000
00000000
00000000

1x. a

.M LolY..>z. 8
.\qgn. VBeyv${t U. r
@ . lys+. RB.". NX
00000000 .
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