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show crypto sockets

show crypto session detail
show crypto isakmp sa detail
show crypto ipsec sa detail
show ip nhrp

show ip nhs
show dmvpn [detail]
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Ethernet0 /0 17216101724
703.0.113.1,/37 Tunrell: 10,1, 1.254/24

WAN Connection

LAM Connection

GRE over IPsec Tunnel

LoophackD: 203.0.113.1/32
Loopbackl: 203.0.113.2/32
Loophack?: 2080113 3732
Loopbacks: 203.0.115 4/32

172.16.10.1/24

" 172.16.1.1/24

Ethernet0/0: 172.16.1.1524
Tunnell: 10.1.1.1/24
LoopbackD: 209 165 201 17352
Loopbackl: 208 185 201 3752
209,165.201.1/32 Loopback?: 209 165 201 3732
Loopbackd: 208 165 201 4,32

ng
RORER EERAEE,

crypto isaknp policy 1

encr 3des

hash sha

aut hentication pre-share

crypto isaknmp key ciscol23 address 0.0.0.0 0.0.0.0

crypto ipsec transform set DWPN TSET esp-3des esp-sha-hmac
nmode transport

crypto ipsec profile DWPN- | PSEC

set transform set DWPN TSET

E 253

interface Tunnel 0

i p address 10.1.1.254 255.255. 255.0
no ip redirects

ip ntu 1400

i p nhrp authentication NHRPAUTH

ip nhrp map nulticast dynanmic

ip nhrp network-id 1

ip tcp adjust-nmss 1360

no ip split-horizon eigrp 1

tunnel source Ethernet0/0

tunnel node gre multipoint

tunnel key 1

tunnel protection ipsec profile DWPN | PSEC



end

interface Ethernet0/0
ip address 172.16.10.1 255.255.255.0
end

interface LoopbackO
i p address 203.0.113.1 255. 255. 255. 255
interface Loopbackl
i p address 203.0.113.2 255. 255. 255. 255
interface Loopback2
i p address 203.0.113.3 255. 255. 255. 255
interface Loopback3
i p address 203.0.113.4 255. 255. 255. 255

router eigrp 1
network 10.1.1.0 0.0.0. 255
network 203.0.113.1
network 203.0.113.2
network 203.0.113.3
network 203.0.113. 4

Lt

O O O o
O O o o

0.0.
0.0.
0.0.
0.0.

interface Tunnel O

ip address 10.1.1.1 255.255.255.0
ip ntu 1400

ip nhrp authenticati on NHRPAUTH
ip nhrp map 10.1.1.254 172.16.10.1
ip nhrp network-id 1

ip nhrp nhs 10.1. 1. 254

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.16.10.1
tunnel key 1

tunnel protection ipsec profile DWPN-|PSEC
end

interface Ethernet0/0
ip address 172.16.1.1 255.255.255.0
end

interface LoopbackO
i p address 209.165.201. 1 255. 255. 255. 255
interface Loopbackl
i p address 209. 165.201. 2 255. 255. 255. 255
interface Loopback2
i p address 209. 165. 201. 3 255. 255. 255. 255
interface Loopback3
i p address 209. 165. 201. 4 255. 255. 255. 255

router eigrp 1

net wor k 209. 165. 201.1
net wor k 209. 165. 201. 2
net wor k 209. 165. 201. 3
net wor k 209. 165. 201. 4
network 10.1.1.0 0.0.0. 255

L)
BEAR TR

O O O o
O O o o

0.0.
0.0.
0.0.
0.0.
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WAN Connection

LAN Connection %

203.0.113.1/32

NHRP Registration Request == == == =p 172.16.10.1724|
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/_ 203.0,113.1/32

WAN Connection \ |
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172.16,10.1/24

LAN Connection

ISAKMP MM3 — MM4

ISAKMP MM5 — MM©6

%1?2.16.1.1;’24

209.1p5.201.1/32
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203.0.113.1/32
/\J"—MN Connection \

LAN Connection %
IPsec QM1 -_—— = =

172.16.10,1/24 1
IPsec QM2 -— e = = I
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IPsec QM3
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172.16.1.1/24
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203.0.113.1/32

WAN Connection

LAN Connection

GRE over IPsec Tunnel S

-

a0 172.16.1,1/24

209.165.201.1/32

12. MHIEN SRR , BRERNHRPEMER , ZiEREIGRE over IPSech#i& X i% .
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203.0.113.1/32
/wJ&N Connection \

LAN Connection

GRE over IPsec Tunnel S
172.16.10.1/24

NHRP Registration Request == == = =p

\NHRP Registration Reply

v

209.1A5.201.1/32

RO D XK B L Adebug dmvpn all B R , 2FEXLERR, MBESSABAUTHE
HEE -

Spokel#debug dmvpn all all
DWPN all | evel debugging is on
Spokel#show debug

NHRP:

NHRP pr ot ocol debugging is on

NHRP activity debugging is on

NHRP ext ensi on processi ng debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate |limting debugging is on
NHRP errors debugging is on

| KEV2:

| KEV2 error debugging is on

| KEV2 terse debugging is on

| KEV2 event debugging is on

| KEV2 packet debugging is on

| KEV2 detail debugging is on

Crypt ogr aphi ¢ Subsyst em

Crypt o | SAKMP debugging is on
Crypto | SAKMP Error debugging is on
Crypto | PSEC debugging is on



Crypto | PSEC Error debugging is on

Crypto secure socket events debugging is on
Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on
DWPN:

DWPN error debugging is on

DWPN UP/ DOAN event debugging is on

DWPN det ai | debugging is on

DWPN packet debugging is on

DWPN al |l | evel debugging is on

U B RO TR
HTFXEXEIPSectEE , BtARE RATEISAKMPHIIPSecilid. MR AREEME |, 52BN
“IPsec’=“ISAKMP”FF L B PR B 1B,

BILRERE EAERERE O LM AN shutdownfi S E K. HEREERNIMNE., GREFMNHRPIRE
£438 FHIINHRPEME IR , EREREE T —BERSZEF(NHS) ( £4 2 EDMVPNEHINHS ) » X2



£ 9 ZHIBRIE 7 “no shutdown”j5 , S5k B8 1E i M 500 L UREIIKE NEW SA ( X1 ) HE, EREREE ,
ISAKMPAR 2 MIKE_READYE XN IKE_R_MM1,

BERMWIKEEER UHENHALE, S4B ENSEEGTEMNISAKMPEY | HEXLEEMCERZIN
ISAKMPIRASIHAIKE_R_MM1 , R EIE iR KIXEDHESR,
NAT-TIH B IDEEATRMUFEINAT, TiERESZENAT , FEISAKMPIHEE ALK EIXLEEE, X



MM_SA_SETUP ( E#EX2 ) #AEFESR , XEIAMM1 ERBH R ESZ W BERNISAKMPEIES,
ISAKMPIRZSMIKE_R_MM1E SR IKE_R_MM2,



E B EIRMM_SA_SETUP ( £ A3 ) . F&HFHEHEIL , WEHKR S —EBCisco I0SIRF , KRR
ISAKMPIRZSMIKE_R_MM2E R IKE_R_MM3,

MM_KEY_EXCH ( £#4 ) HELERIE,
ISAKMPIRAMIKE_R_MM3E KA IKE_R_MM4,



S REWMM KEY EXCH ( 3ER5) .
ISAKMPIRFSMIKE_R_MM4E N IKE_R_MM5,
A, B FRADISAKMPE B SXH |, “YFTE *none* of the profiles’# &AM, ERXMERT , ISAKMPR



BRAMM_KEY_EXCHEIEE ( £HE6 ) HELSAE, XNEREIMERIDE , RTLIRE S HERZFHA
ISAKMPIRZASMIKE_R_ MM5E S N IKE_P1_COMPLETE,

FLREWE - EFIPSec2WHREEN (QM) BT, WEIMEMEEE : encapsti&iiRiEN2 (&5
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ELBRRIENE_RQWHEE, IPSeclRFEMRMIEE , WIARRERY ETunnel0 L4 T B ARE.
S—&SACIBEERETR , HPUFZT N NEN , G2 BRIP, SPI, HRERMNEETH,
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XEMNEZWRHINHRPEMER , BFRINHS ( ) FH. BIXERFNERELEE , BRERE
FRNBMA: & % It B0 4E 2 H 221t mINHS A9 2 ST BINBMA(internet) it i

sreth i =i 5 A AV 48 SR HY RSB b 1t

dstih iU NHS/EE 4 88 9 B & b 1k

SHOBIEY R , BEMES ; NHRP Bif F/F&H

E P IMNBMA:NHS/5 4 33 AINBMA s 31t

B PRI UUCNHS/E L4 22 I RS E b 11t

NHRPH i 5B QR0 B FRM££10.1.1.1/32 , A8 T —B10.1.1.1 (NHRP}172.16.1.1 ) 3k18. 172.16.
XLEH BEIEMATh |, 2 ZREE itk Y FRAT A Zh

X R ELBF N Z BT BRI NHRPEME R M M ERLENNHRPEMES ., SHMAEMBES —#
src , dst:F2ER ( 0y ) MBE#HR (23X ) IPH#itt, XEREBSAENGREXEZHIREM B IR
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. debug dmvpn condition peer nbma NBMA_ADDRESS
- debug dmvpn condition peer tunnel TUNNEL_ADDRESS
- debug crypto condition peer ipvd NBMA_ADDRESS

show crypto sockets

Spokel#show crypto sockets
Number of Crypto Socket connections 1

TuO Peers (local/renote): 172.16.1.1/172.16.10.1

Local Ident (addr/mask/port/prot): (172.16.1.1/255.255.255. 255/ 0/ 47)
Renmot e | dent (addr/ mask/port/prot): (172.16.10.1/255.255. 255. 255/ 0/ 47)
| PSec Profile: "DWPN-I|PSEC

Socket State: Open

Client: "TUNNEL SEC' (Cient State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC' Profile: "DWPN | PSEC' Map-nanme: "Tunnel 0- head-0"

Hub#show crypto sockets
Number of Crypto Socket connections 1

TuO Peers (local/renote): 172.16.10.1/172.16.1.1

Local Ident (addr/mask/port/prot): (172.16.10.1/255.255. 255. 255/ 0/ 47)
Rermot e | dent (addr/ mask/port/prot): (172.16.1.1/255.255. 255. 255/ 0/ 47)
| PSec Profile: "DWPN-I|PSEC

Socket State: Open

Client: "TUNNEL SEC' (Cient State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC' Profile: "DWPN | PSEC' Map-nanme: "Tunnel 0- head-0"

show crypto session detail

Spokel#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Tunnel O

Uptime: 00:01:01

Sessi on status: UP-ACTI VE

Peer: 172.16.10.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.1

Desc: (none)

| KEvl SA: local 172.16.1.1/500 renote 172.16.10.1/500 Active
Capabi lities: (none) connid: 1001 |ifetine:23:58:58

| PSEC FLOW permit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 25 drop O life (KB/Sec) 4596087/ 3538
Qut bound: #pkts enc'ed 25 drop 3 life (KB/ Sec) 4596087/ 3538

Hub#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Tunnel O

Uptime: 00:01: 47

Sessi on status: UP-ACTI VE

Peer: 172.16.1.1 port 500 fvrf: (none)

ivrf: (none)

Phasel_id: 172.16.1.1

Desc: (none)

| KEvl SA: local 172.16.10.1/500 renote 172.16.1.1/500 Active
Capabi lities:(none) connid: 1001 lifetine:23:58:12

| PSEC FLOW permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 35 drop O life (KB/Sec) 4576682/ 3492
Qut bound: #pkts enc'ed 35 drop O life (KB/ Sec) 4576682/ 3492

show crypto isakmp sa detail

Spokel#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsul ation, X - | KE Extended Authentication

psk - Preshared key, rsig - RSA signature renc - RSA encryption
I Pv4d Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetinme Cap.

1001 172.16.1.1 172.16.10.1 ACTI VE 3des sha psk 1 23:59:10
Engi ne-id: Conn-id = SW1

IPv6 Crypto | SAKMP SA

Hub#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsul ation, X - | KE Extended Authentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption | Pv4d Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetinme Cap.

1001 172.16.10.1 172.16.1.1 ACTI VE 3des sha psk 1 23:58:20
Engi ne-id: Conn-id = SW1



I Pv6 Crypto | SAKMP SA
show crypto ipsec sa detail

Spokel#show crypto ipsec sa detail

interface: Tunnel O

Crypto map tag: Tunnel O-head-0, |ocal addr 172.16.1.1

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (172.16.10.1/255.255. 255. 255/47/0)
current _peer 172.16.10.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 24, #pkts encrypt: 24, #pkts digest: 24

#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#pkts no sa (send) 3, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O

#pkts invalid prot (recv) 0, #pkts verify failed: O

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) O

local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.16.10.1
path mu 1500, ip nmu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0xA259D71(170237297)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x8D538D11(2371063057)

transform esp-3des esp-sha-hmac

in use settings ={Transport,}

conn id: 1, flow.id: SW1, sibling_flags 80000006,

crypto map: Tunnel O- head-0

sa timng: remaining key lifetime (k/sec): (4596087/3543)
1V size: 16 bytes

replay detection support: Y

Status: ACTI VE

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: O0xA259D71(170237297)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 2, flow.id: SW2, sibling_flags 80000006,
crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4596087/3543)
1V size: 16 bytes

replay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

Hub#show crypto ipsec sa detail
interface: Tunnel 0
Crypto map tag: Tunnel O- head-0, |ocal addr 172.16.10.1

protected vrf: (none)



| ocal ident (addr/mask/prot/port): (172.16.10.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
current _peer 172.16.1.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 34, #pkts encrypt: 34, #pkts digest: 34

#pkts decaps: 34, #pkts decrypt: 34, #pkts verify: 34

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#pkts no sa (send) 0, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O

#pkts invalid prot (recv) 0, #pkts verify failed: O

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) O

local crypto endpt.: 172.16.10.1, renote crypto endpt.: 172.16.1.1
path mu 1500, ip nmtu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0x8D538D11(2371063057)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: O0xA259D71(170237297)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 1, flow.id: SW1, sibling_flags 80000006,

crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4576682/3497)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas: spi: 0x8D538D11(2371063057)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 2, flow.id: SW2, sibling_flags 80000006,

crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4576682/3497)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:
out bound pcp sas:

show ip nhrp

Spokel#show ip nhrp

10.1.1.254/32 via 10.1.1.254

Tunnel O created 00: 00: 55, never expire
Type: static, Flags:

NBMVA address: 172.16.10.1

Hub#show ip nhrp

10.1.1.1/32 via 10.1.1.1

Tunnel O created 00: 01: 26, expire 01:58:33
Type: dynami c, Flags: unique registered



NBMA address: 172.16.1.1
show ip nhs

Spokel#show ip nhrp nhs

Legend: E=Expecting replies, R=Respondi ng, WWiiting
Tunnel 0:

10.1.1.254 RE priority = 0 cluster =0

Hub#show ip nhrp nhs (As the hub is the only NHS for this DMVPN cloud,
it does not have any servers configured)

show dmvpn [detail]

"show dmvpn detail" returns the output of show ip nhrp nhs, show dmvpn,
and show crypto session detail

Spokel#show dmvpn

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket

# Ent --> Nunmber of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface: Tunnel 0, 1 Pv4 NHRP Details
Type: Spoke, NHRP Peers: 1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1172.16.10.1 10.1.1.254 UP 00:00:39 S

Spokel#show dmvpn detail

Legend: Attrb --> S - Static, D- Dynamic, | - Inconmplete

N - NATed, L - Local, X - No Socket

# Ent --> Nunmber of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface Tunnel O is up/up, Addr. is 10.1.1.1, VRF ""

Tunnel Src./Dest. addr: 172.16.1.1/172.16.10.1, Tunnel VRF ""
Protocol / Transport: "GRE/IP", Protect "DWPN | PSEC

Interface State Control: Disabled

I Pv4 NHS:
10.1.1.254 RE priority = 0 cluster =0
Type: Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1 172.16.10.1 10.1.1.254 UP 00:00:41 S 10.1.1.254/32

Crypto Session Details:

Interface: Tunnel O

Sessi on: [ 0x08D513D0]

| KEvl SA: local 172.16.1.1/500 renote 172.16.10.1/500 Active
Capabi lities: (none) connid: 1001 lifetine:23:59:18

Crypto Session Status: UP-ACTI VE



fvrf: (none), Phasel id: 172.16.10.1

| PSEC FLOW permit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 21 drop O life (KB/Sec) 4596088/ 3558
Qut bound: #pkts enc'ed 21 drop 3 life (KB/ Sec) 4596088/ 3558
Qut bound SPI : Ox A259D71, transform: esp-3des esp-sha-hmac
Socket State: Open

Pendi ng DMWPN Sessi ons:

Hub#show dmvpn

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface: Tunnel O, |Pv4 NHRP Details Type: Hub, NHRP Peers:1,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1172.16.1.1 10.1.1.1 UP 00:01:30 D

Hub#show dmvpn detail

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket # Ent --> Nunmber of NHRP entries wi th same NBMVA peer NHS
Status: E --> Expecting Replies, R --> Responding, W--> Wiiting UpDn Tine --> Up or Down Tine
for a Tunnel
Interface Tunnel O is up/up, Addr. is 10.1.1.254, VRF "" Tunnel Src./Dest. addr:

172.16. 10. 1/ MGRE, Tunnel VRF "" Protocol/Transport: "nulti-GRE/ I P", Protect "DWPN | PSEC
Interface State Control: Disabled Type: Hub, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network ----- ----------noon- --
------------------------------------------------ 1172.16.1.1 10.1.1.1 UP 00:01:32 D
10.1.1.1/32

Crypto Session Details:
-------------------------------------------------------------------------------- Interface:
Tunnel O

Session: [ 0x08A27858]

| KEvl SA: local 172.16.10.1/500 renote 172.16.1.1/500 Active
Capabi lities: (none) connid: 1001 |lifetine:23:58: 26

Crypto Session Status: UP-ACTI VE

fvrf: (none), Phasel id: 172.16.1.1

| PSEC FLOW permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 32 drop O life (KB/Sec) 4576682/ 3507
Qut bound: #pkts enc'ed 32 drop O life (KB/ Sec) 4576682/ 3507
Qut bound SPI : 0x8D538D11, transform: esp-3des esp-sha-hmac
Socket State: Open

Pendi ng DMWPN Sessi ons:

HXRfER
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