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- VOSHRS5 85 : Cisco Unified@BfE EE 85 (CUCM)RRZ<9.1.2
. CA : Windows 20128R5588
. BN %8 - Mozilla FirefoxiR4<47.0.1

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

HRER

FE P B Cisco Unified Comunications VOSF=@HEEZEADRMIEH4ER . jARFE K (ccmadmin,
ccmservice, cuadmin , cfadmin , cuic)fVOS¥ & (cmplatform, drf, cli).
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Summary®$

AT &EHNw SR,

show cert |ist own
show cert own tontat

set csr gen Cal | Manager
show csr |ist own
show csr own Cal | Manager

show cert |ist trust
set cert inport trust Call Manager
set cert inmport own Cal | Manager Cal |l Manager-trust/all evi ch- DC12- CA. pem

REFRNERES
B H AT R BB EELE .

adm n: show cert |ist own

tonctat/tonctat.pem Self-signed certificate generated by system

i psec/ipsec. pem Self-signed certificate generated by system

Cal | Manager/ Cal | Manager. pem Certificate Signed by allevich-DCl12-CA
CAPF/ CAPF. pem Self-signed certificate generated by system

TVS/ TVS. pem Sel f-signed certificate generated by system

REifELXITT Tomcat RS HIIAILE,

adm n: show cert own tontat

[
Version: V3



Serial Nunber: 85997832470554521102366324519859436690
Si gnatureAl gorithm SHA1wi t hRSA (1.2.840.113549.1.1.5)
I ssuer Name: L=Krakow, ST=Mal opol skie, CN=ucmil-1.all evich.local,
Validity From Sun Jul 31 11:37:17 CEST 2016
To: Fri Jul 30 11:37:16 CEST 2021

Subj ect Nanme: L=Krakow, ST=Mal opol ski e, CN=ucnil-1.allevich.local,

Key: RSA (1.2.840.113549.1.1.1)
Key val ue: 3082010a0282010100a2
<out put onited>

RARFRERRESD , X2AZES,
ERINERF S8R (CSR)

4B CSR.

adm n: set csr gen tontat
Successfully Generated CSR for tontat

WA A ERF SrequstiMFI#BER T o

adm n: show csr list own
tontat/tontat. csr

THATCHBEFHABRI XA, RET , tac_tomcat.csr3 4.

adm n: show csr own tontat

----- BEG N CERTI FI CATE REQUEST- - - - -

M | DSj CCAj | CAQAWgbOx Cz AJBgNVBAYTAI BMVRQMEGYDVQQ Ewt NYWKvc@@sc2t p
ZTEPMAOGALUEBX MGS3J ha293MYWDAYDVQRKEWDaXN bz EMVIA0 GA1UECX MDVEFD
MRAWHAYDVQQDEX V1Y20X LTEUYWK S ZXZpY2gub&3j YWwx STBHBgNVBAUTQDI hMAJ k
NDASM2V] OGYXNj | j ODhnNGUy ZTYWZTYzMRRj Nj | hZnFkNDY1YTgz MDhkNj RhNGUL
Mz EXOGQY] ZkZj cwggEi MAOGCSqGSI b3DQEBAQUAA4 BDWAWggEKAOI BAQCV05j h
I MgTUnYbHQUNYPt O0PTf | ] 7hi 6PSY1 7pVCbGUZBpl Z5PKWTD560Z8Sgpj YX5Pf
| 9D09H2gt QUTMW 1GrleGdl JsbuABRKN6lI VkO6b706M GSggel +41vnl t j n3Y3kU
7h51nr uJye3HpPQzvXXpOKJ/ JeJc8l nEvQecd/ UQrFMKNOul COveFBHNG7 TLDWDaQ
WLAI 1r w ezNOLwn2a/ XZQR1P65sj mkFFF2/ FONdABnooei i NJDOGHF4bKi glym R
84f aF27pl wH cw8WAN2HWI T607 TaE6EQId0sgLU+HFAI 3t xKycSONvLUMZYQHB1s
/ C74CI RW bEWI2qLAgMBAAGY Rz BFBgk ghki GOw0BCQAx ODA2 MCc GAL1UdJ QQuMB4G
CCs GAQUFBwWIVBBggr BgEFBQc DAg Y1 KwYBBQUHAWUWOWYDVRO PBAQDAg O4MAOGCSqG
S| b3DQEBBQUAA4I BAQBUU1FhKuy QLX58A6+7KPkYsW i 0SOPoycl t uQsVoOaav82
Pi JkCvzWreEo6v9g®nnal 53e15+RPpWpEgAI PPht t 6asDuVB0SgSx4ed f gnkKH
ak/ t TuWrZbf yk2i gNFy0YgYTeBk G3AqPWWUICNoduPZ0/ f 041QoJPw E184U64WWKB
gCzhl Hf sV5DzYp3l R5C13hEa5f DgpD2ubQW a2L1 d85NGHEI qyi Wjwnt 07pTkBc+
7ZKa6f KnpACehr t VQENn02j O +sanf QKGQQH3VYMFs\WuYFj 9pf / WhidaDGuJoqdCH
St V2EhOaf xPEq/ 1r QP3/ r zg4NMYl J7gl yNFGPUVP

----- END CERTI FI CATE REQUEST- - - - -
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http://dc12.allevich.local/certsrv/

QU=TAC, O=Ci sco,

OU=TAC, O=C sco,

C=PL

C=PL


http://dc12.allevich.local/certsrv/

Microsoft Active Directory Cerlificate Services — allevich-DC12-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

THCARIIE, EETRCALES, IEPHRECRLE R, ENextHEMNIIRIBFEZRELHNCA. &
BAHENZEBase64, THCALEHH BRFECHIZERSG S B ca.cero
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tac_tomcat.csrill & 'R,


http://dc12.allevich.local/certsrv/

Microsoft Active Directory Certificate Services - allevich-DC12-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

P1JkCvzWTeEob6vIigGinnal53el5+RPpWXPEQAIFPP
Base-64-encoded ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNodu
certificate request gCzhIHfsV5DzYp3IR5C13hEaSfDgpD2ubQWjaZLll

(CMC or 7ZRa6fRnpACehrtVgEn02j0i+5anfORGOQHBVYME

PKCS #10 or StV2EhOafxPEq/1rQP3/rzqg4NMY1J7glyNFGPUVE |=|

PKCS #7):  |———- END CERTIFICATE REQUEST-———-— =
4| TN i ;

Certificate Template:
Web Server v

Additional Attributes:

Attributes:

B WRBEEEXKREEB T (I Cisco VOSIRST 2R MCATE) T & & A Ky A E 25 T & HI
wAMNEFEEBRZHXKICSR,

HARAR3T, 1E1#Base644RiBHYIL I H B T & TomcatlRSS I IAILE,
Note: 21 SR IAE A4 B3 1T 8 B R IE E SUAE R B FE| —meaninful— 1N,
£ ATomcatiAiECisco VOSHERS 28

§ ACAIEH

I F# 5 Bca.cerfICAIEP, UAEHESAE,



" del2 cacer - Notepad f— |

File: Edit Format View Help

- BEGIN CERTIFICATE-----
MIIDczCCAlugAwIBAgQIQEZglrT9TAL9B6HYKkXM1kITANBgkghk1GI9WOBAQUFADEM
MRUWEWYKCZIm1ZPyLGQBGRYFbG9]jYwWwxGDAWBgolkialk/IsZAEZFghhbGx1dm1j
aDEZMBCGALUEAXMQYWXSZXZpY2gtREMxMi 1DQTAe FWOXNJAIMDEXNZUXNT1aFwOy
MTA1MDEXODAXNT laMEwxFTATBgoJkialk/IsZAEZFgvsb2NhbDEYMBYGCgmSJomT
81xkARkWCGFsbGv2awNoMRkwFwYDVQQDExBhbGx1dm1jaClEQzEyYLUNBMIIBIJAN
Bgkghk1G9w0BAQEFAAOCAQ8AMIIBCOKCAQEAOL2ublJOogyTX2X4zhmzs+f0zz7SF
03GReUavF916uz/CcsP49egHcuYw58846uxZwbbcjgwsaE+OMQD2EYHKZmMQAALWXV
ERVFycS5kS6EM70oRECWONKSpiZ0OUORZq/Y7teinF91lwtosIOR6ap8aEC3Bfr23sInN
bDIXMB5KYw68MtoebhiDYXExVY+XYRE0OQSFC4KeRrpTmuy7VvFGPjvOc iwmfmO/Ir
MzYtkAILcfvEVduz+KgZzdehuwyWAIQBhvDszQGW5aUEX]j+07GKR1IT9vaPOt6TBZ
g78IKQoXebaB8uge/1+FIVIFvQiG3AeqkIvD/UHrZACfAySp8t+csGnr3vQIDAQAB
01lEwTZALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUrlsv
rSHPbDhDGOSN5EeU7upVv9iQWEAY JKWYBBAGCNXUBBAMCAQAWDQYJK0oZIhvCcNAQEF
BQAD?_gE BAETgugabswmmXpStXdgOmPugE9mnNwWQTPNWx91SSKyyY3+icHaulXxgw/9
wppSftMajzKouewelzDOwsBk17CYEA1T6SGnak8/+Yz5NCy4foowl70vRz9jP1100
Zd9eowHb6TgYw6+M5zsLVBB3SFGatKgurpBIreExawotsZHCF5mrd13v1+BmpBXxDCz
FuzsFfyxuMmzoxkIPmHOLBYBUW90h4s6wIgIHp9BO0f615d9ES7PkzHUKVTIXVioHa
uflg9jqogoeluxqQh+09uzKo0i62gfkBczZziwkHaP0OmjoQCbSQCcSLLMTIORVLXZKNX
jzqAoy 1 rPEYgvQFrkHlyvo8fotXywSA=

————— END CERTIFICATE-----

EHENBRIEHRXHBEALLTinGESCUCM CLI :

adm n:set cert inport trust tontat

Paste the Certificate and Hit Enter

MIECALE PR TNNE TR, b EW TR,

adm n:set cert inport trust tontat

Paste the Certificate and Hit Enter

7 —EEAENE R IR b5 R R

adm n:set cert inport trust tontat

Paste the Certificate and Ht Enter

WUFCAUE B K & AE N TomcatiSE—,

adm n: show cert |ist trust
tonctat-trust/ucnl-1. pem Trust Certificate

tonctat-trust/all evich-w n-CA pem w2008r2 139
<out put omted for brevity>

S ATomcatiA\iE

T—%H RS ATomcat CAZBHIEH, BEERE —HSTomcatfSFcert , S TEH,

set cert inmport own tontat tontat-trust/allevich-DCl2-CA pem



B a3 RS

HABBEREEFH B TomcathRS

utils service restart Cisco Tontat

W LETHAWebRSHEMNENRSHNIRE  REOTEBHME. REBEF , LHBERAH
ftto

Verify

BUE A BURYIAIE

adm n: show cert own tontat

[
Version: V3
Serial Nunber: 2765292404730765620225406600715421425487314965
Si gnat ureAl gorithm SHAIw t hRSA (1.2.840.113549.1.1.5)
I ssuer Name: CN=al | evi ch-DC12- CA, DC=al | evi ch, DC=l ocal
Validity From Sun Jul 31 12:17:46 CEST 2016
To: Tue Jul 31 12:17:46 CEST 2018
Subj ect Name: CN=ucni-1.allevich.local, OKTAC, O=C sco, L=Krakow, ST=Mal opol skie, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key val ue: 3082010a028201010095a

RIERIEE B FE TR IZINERNCA,
BREXT W B 8 A BRSS2RRIFQDNZEN ST 2RAY |, S BHINEES
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Troubleshoot

ERWBERRFEERSUEN —NEFX T EEBEICLIMEIAE , T%‘%;‘:HJJ_WEEH s H# 4R
Infrastucture (PKl), BN ZIESANIALE, #HBICA. 40964\1A1E&€H{’<[€$ﬂ1¢§7;i\ﬂﬂﬁ

DUERLNER , SMEWebRSFRINEBE CLURERARE T ENFIRE R RCAILEH R, FBHY
—AMRRE AR RENIEAMA,

— M IEARERVNEN KRB B W RE S BUAE R BN BB, RENE—NMEXRWRIANEEN S —IMCALE
o =g RN

BGH TR
F— A BB f B ST B CLITT R BT,

BATESGS , HFETomcati\IEFHEFER T BEZEN —1,

adm n: set cert regen tontat

WARNI NG This operation will overwite any CA signed certificate previously inported for tontat



Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for tontat.

You nmust restart services related to toncat for the regenerated certificates to becone active.

M EF B Bz AFIEBTomecat RS

admn:utils service restart C sco Tontat

Don't press Ctrl-c while the service is getting RESTARTED. If Service has not Restarted
Properly, execute the same Conmand Again

Servi ce Manager is running
Ci sco Tontat [ STOPPI NG

Ci sco Tontat [ STOPPI NG
Commanded Cut of Service
Ci sco Tontat [ NOTRUNNI NG
Servi ce Manager is running
Ci sco Tontat [ STARTI NG

Ci sco Tontat [ STARTI NG

Ci sco Tontat [ STARTED|

MRFR

B0 &k TAUE 38 5 ) TR

EFRIREH EHEWindows RS 28 H E-ZF F R =l Certificate Authority (CA)...



https://supportforums.cisco.com/document/30501/cucm-uploading-ccmadmin-web-gui-certificates
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-enterprise-1101/200288-UCCE-PCCE-Procedure-to-obtain-and-uplo.html
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