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FAXHEFNEERRETREXZREREPINREREN. FXHFPEANAMERZEFVEXAR
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FEFDMH |, #3h F AU 7] AE AR AN R EAEDT

- IRV A VPNE R
- AR B3RS 5IZE(ISE)
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P

Internet

Active Directory DM

T
8

Remote user

AT A WAEFDM LB E# 3 H BRI,
HBW1.EES DR

TefED (BIAFFARIERT ) ERBEIVRERAF R , FEEREEFTAFRSHEEN
Active Directory(AD)BRSS 25,

S ElObjects > Identity RS , AFIEFADELZ MNActive Directory,

A BActive DirectoryEi & :



Name

AnyConnect_LDAP

Directory Usermame

brazil

Base DN

CN=Users,dc=cmonterr,dc=local

Type

Directory Password

AD Primary Domain

cmonterr.local

Directory Server Configuration

E 192.168.26.202:389 Test

S W2.BERA VPN

A EEPERERRFRIVPNEE

SM3.EERA VPNAF I & BRI %

HERAVPNELEH , EESFHRIUFE. AR SHRIENEEIMIRLIZAD,

Primary Identity Source
Authentication Type

AAA Only

Primary Identity Source for User Authentication Fallback Local Identity Source

AnyConnect_LDAP W LocalldentitySource

Strip Identity Source server from username

Strip Group from Username

A : EFRAVPNHI£FREF , BUHIEFBypass Access Control Policy for decrypted
traffic(sysopt permit-vpn)i£ 31 , LA /o 1458 A 177 (5] 2 il SR B Sk 4 &5k B AnyConnect i P RV &
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Certificate of Device Identity Outside Interface

AnyConnect_VPN outside (GigabitEthernet0/0)

Fully-qualified Domain Name for the Qutside Interface Port

fdm.ravpn 443

Access Control for VPN Traffic

NAT Exempt

@

Inside Interfaces Inside Networks

(W] inside (GigabitEthernet0/1)

'm0 FDM_Local_network

SRABE W3 B HRILK B 7R
ERERDFHRIE , FEEVNES MR , REXNEFUT TR .
- ADB MR : ZERAFFMEAEE
- BRE Bz AR
EfRfES AN , FS M EPolicies> Identity >i% R [+ LURINETH & 20

- BN R Rz B IR IR F M A B 55+ M.



Order Title

AD Identity Source

Action

PASSIVE AUTHENTICATION

For all types of connections, obtain user identity from other
1 i AnyConnect AnyConnect_LDAP v & Passive Auth v authentication services without prompting for userame and password.
D¢ . With Identity Sources
SOURCE DESTINATION
Zones + Networks + Ports + Zones + MNetworks s Ports +
N, S N, S
HIR5.7E 15 A1 42 I SR B P 0 2217 [R] 422 46 )
T 151 ze N ‘q—_:}z F EE
BB LR EFEIFN A A FSELEETFRAFNRE,
SOUACE DESTINATION
" NAME ACTION | ZONES PORTS ZONES PORTS APPLICATIONS = URLS USERS ACTIONS

» 1 Inside_Outside... E

o

Crder Title

Action

ERAFSAFAREN EBRHFHRIE , FHEFEUsersit B+, EAILURIMAFASENAF

Inside_Cutside_Rule

Source/

Applications

AVAILABLE USERS

1 AnyConnect_LDAP \ administrator

URLs

1 AnyConnect_LDAP \ calo-maintenance

=TS

Intrusion Policy File po

Logging

J% CONTROLLING ACCESS FOR USERS AND USER GROUPS

If you configure identity policies to establish user identity based on source IP address, you can
control access based on user name or user group membership. By controlli

ty, you can apply the appropriate access controls whether the user ¢
ns a different ad
r network access cha
from one group to another,

ccess based on
hanges

ess through DHCP. If you base rules on group

je5 as users change roles in your organization, maving

membership, use

HEEY,
Bk

KIE SADRY N I 52




© Identity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use
this realm

Mame Type

AnyConnect_LDAP Active Directory (AL

Directory Username Directory Password
braztl  sssssssss

Base DN AD Primary Domain
CN=Users,dc=cmonterr,dc=local cmonterr.local

Directory Server Configuration

E 192.168.26.202:389 -
Hostname / IP Address Port

192.168.26.202 389
Interface

inside (GigabitEthernet0/1) o
Encryption

NOMNE b

TEST + Connection to realm is successful

Add another conf quration

Wbz 2 A 7 8] LAE A HADFUEfE A AnyConnect® /7 i & Ko



Group: Anyconnect v

Username: | brazil

Password:

OK Cancel

7 Cisco AnyConnect Secure Mobility Client | = |2 | X ||

@

Connected to 192, 168.27.44.

| 192.168.27.44

00:00:58

& O ik

1 Uf A P R EIRENVPNIH A IPith 31k




BB BR

A LA 55 Fuser_map_query.plscripti® iIEFDM2 & &5 f F IPBR &

FclishiEXT |, B LEE :




REXRFVRHZRIIEEQRER .

> system support identity-debug

Enable
Please
Please
Please
Please
Please

specify
specify a
specify a
specify a
specify a

client
client
server
server

firewall-engine-debug too?

Ip

an IP protocol:

address:

port:

Ip

address:

port:

[n]:

Y

192.168.19.1

Monitoring identity and firewall debug messages

192.168.
params)

192.168.
192.168.
192.168.19
192.168.19
realm_id =
192.168.19
192.168.19

19
19

.1-62757 >
.1-62757 >
.1-62757 >
.1-62757 >
3

.1-62757 >
.1-62757 >

19.1-62757 > 72
with zones 2

->
72
72
72
72

72
72

'ITnside_Outside_Rule',

192.168.19.
192.168.19.
192.168.19.

with zones
192.
192.
192.
192.
realm_id =

192.168.19.
192.168.19.

168.19.
168.19.
168.19.
168.19.

1-62757
1-62757
1-62757
2 -> 2,
1-62757 >
1-62757 >
1-62757
1-62757
3

1-62757 >
1-62757 >

>
>

8.
8.

o 0o

8
8

'Inside_Outside_Rule',

192.168.19
192.168.19
192.168.19
params)
192.
192.
192.
192.
realm_id =

192.168.19.
192.168.19.

fwFlags =

with zones
168.19.
168.19.
168.19.
168.19.

.1-62757 >
.1-62757
.1-53015

1-53015
1-53015
1-53015
1-53015
3

1-53015 >
1-53015 >

vV V. V V NV V

->

.163.47.11-53 17 AS 1-1 T

2,

163.
163.
163.
163.

163.
163.

port 62757
47.11-53
47.11-53
47.11-53
47.11-53

47.
47.

11-53
11-53

->
17
17
17
17

17
17

action Allow and

00 0

.8.
.8.

port 62757
8.8-53
.8-53
.8-53
.8-53

o 00

8.
8.

-> 53,

17 AS
17 AS
17 AS
17 AS

8-53
8-53

17
17

AS
AS

> 72.163.47.11-53 17
> 72.163.47.11-53 17
> 8.8.8.8-53 17 AS 1-1 I 1 Starting authentication
geo 14467064 -> 14467082

1-
1-

53,
AS 1-
AS 1-
AS 1-
AS 1-
AS
AS

1-
1-

geo
11

B e

I
I
I

1T
1T

0 Starting authentication

14467064 -> 14467082

0
0
0
0

0
0

Retrieved ABP info:
abp src

abp dst

matched auth rule id

new firewall session

(sfAuthCheckRules

130027046 user_id

using HW or preset rule order 2,

prefilter rule 0

AS 1-1 I 0 HitCount data sent for rule id:

AS 1-1 I 0 allow action

I1

=

I
I
I

=

111
111

Retrieved ABP info:
abp src
abp dst
matched auth rule id = 130027046 user_id = 5

new firewall session

using HW or preset rule order 2,

action Allow and prefilter rule 0
8.8.8.
8.8.8.
20.

20.
20.
20.
20.

20.
20.
'ITnside_Outside_Rule',

action Allow
192.168.19.1-53015 > 20.42.0.16-443
192.168.19.1-53015 > 20.42.0.16-443
192.168.19.1-52166 > 20.42.0.16-443
0x102,

192.168.19.1-65207 > 72.

params)
192.
192.
192.
192.
realm_id =

192.168.19.
192.168.19.

with zones 2
168.19.
168.19.
168.19.
168.19.

1-65207
1-65207
1-65207
1-65207
3

1-65207 >

VvV V VvV V

->

72.
72.
72.
72.

72.

'ITnside_Outside_Rule',
192.168.19.1-65207 > 72.163.47.11-53 17
192.168.19.1-65207 > 72.163.47.11-53 17

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication

42.
2,

42.0

42.
42.
42.

42.
42.

8-53 17 AS
8-53 17 AS
0.16-443 6
port 53015
.16-443
.16-443
0.16-443 6
0.16-443 6

o
[e))

0.16-443 6
0.16-443 6

session->logFlags =

1-1 I 1 HitCount data sent for rule id:

1-1 T 1 allow action

AS

->

6 AS

AS
AS
AS

AS
AS

010

1-1 I 0 Starting authentication

443,

1-1
1-1

001

geo 14467064 -> 14467082

o

H H H H
o

o

I0
I0

6 AS 1-1 T 1

163.47.11-53 17 AS 1-1 I

2,

163.
163.
163.
163.

163.
1-65207 > 72.163.47

port 65207
47.11-53
47.11-53
47.11-53
47.11-53
47.11-53
.11-53

->
17
17
17
17

17
17

action Allow and

53,
AS 1-
AS 1-
AS 1-
AS 1-
AS
AS

1-
1-

geo
11

B e

I
I
I

1T
1T

0 Retrieved ABP info:

abp src
abp dst
matched auth rule id =

new firewall session

using HW or preset rule order 2,

HitCount data sent for rule id:

and prefilter rule 0
6 AS 1-1 I O
6 AS 1-1 I O

allow action

deleting firewall session flags

1 Starting authentication

14467064 -> 14467082

1
1
1
1

1
1

Retrieved ABP info:
abp src

abp dst

matched auth rule id

new firewall session

268435458

268435458,

(sfAuthCheckRules

130027046 user_id =

268435458,

= 0x10001,

(sfAuthCheckRules

130027046 user_id

using HW or preset rule order 2,

prefilter rule 0

AS 1-1 I 1 HitCount data sent for rule id:

AS 1-1 I 1 allow action

268435458

’

5

’

5

(sfAuthCheckRules params)

(sfAuthCheckRules params)



with zones 2 -> 2, port 65207 -> 53, geo 14467064 -> 14467082

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 allow action

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication (sfAuthCheckRules params)
with zones 2 -> 2, port 65209 -> 53, geo 14467064 -> 14467082

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 allow action

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 Starting authentication (sfAuthCheckRules
params) with zones 2 -> 2, port 65211 -> 53, geo 14467064 -> 14467082

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 Retrieved ABP info:

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 abp src

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 abp dst

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 new firewall session

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 HitCount data sent for rule id: 268435458,
192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 allow action

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 Starting authentication (sfAuthCheckRules
params) with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 Retrieved ABP info:

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 abp src

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 abp dst

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 new firewall session

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 HitCount data sent for rule id: 268435458,
192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 allow action

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication (sfAuthCheckRules params)
with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,

'Inside_Outside_Rule',

192.168.
192.168.
192.168.
fwFlags

192.168.
rule_id

192.168.

19.1-61823 > 8.
19.1-61823 > 8.
19.1-57747 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags
0x102,

action Allow and prefilter rule 0

8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id:

268435458,

8.8.8-53 17 AS 1-1 I 0 allow action

session->logFlags
19.1-57747 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
268435458 ruleAction =
19.1-57747 > 8.8.8.8-53 17 AS 1-1 I 0 deleting firewall session flags

01000

1

2 ruleReason

0x10001,

0x10001, fwFlags



0x102,

192.168.
params)
192.168.
192.168.
192.168.
192.168.
realm_id
192.168.19
192.168.19

19

fwFlags

0x102,

.1-53038

with zones
19.
19.
19.
19.

1-53038
1-53038
1-53038
1-53038
3

>

V V.V V N

20.

->

20.
20.
20.
20.

.1-53038 > 20.
.1-53038 > 20.
'Inside_Outside_Rule',

session->logFlags
192.168.19.1-57747 > 8.8.8.
268435458 ruleAction =

2

42.

2,

42.
42.
42.
42.

42.
42.
action Allow
192.168.19.1-53038 > 20.42.0.16-443
192.168.19.1-53038 > 20.42.0.16-443
192.168.19.1-57841 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags

session->logFlags 010001

010001
8-53 17 AS
ruleReason
0.16-443 6
port 53038
0.16-443
.16-443
.16-443
.16-443

o
[e) o) W o))

o

0.
0.

16-443
16-443

6
6

1-1 I 0 Logging EOF as part of session delete with rule_id

0

AS
AS

1-1 I 0 Starting authentication

443
1-1

1-
1-
1-

B

1-1
1-1

’

H H H H

I
I

(sfAuthCheckRules
geo 14467064 -> 14467082

0 Retrieved ABP info:

0 abp src

0 abp dst

0 matched auth rule id = 130027046 user_id = 5

0 new firewall session

0 using HW or preset rule order 2,

and prefilter rule 0
6 AS 1-1 I 0 HitCount data sent for rule id:
6 AS 1-1 T 0 allow action

268435458,

0x10001,

192.168.19.1-57841 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with

rule_id

0x102,

268435458 ruleAction =
192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 I 0 deleting firewall session flags
session->logFlags

010001

2 ruleReason

0

0x10001, fwFlags

192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 I 0 Logging EOF as part of session delete with rule_id

192.168.19
with zones
192.168.
192.168.
192.168.
192.168.
realm_id
192.168.19
192.168.19

19.
19.
19.
19.

2 -> 2,
1-64773
1-64773
1-64773
1-64773
3

.1-64773

268435458 ruleAction =
.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication
geo 14467064 -> 14467082

2

ruleReason

port 64773 -> 53,
> 8.8.8.8-53 17 AS
> 8.8.8.8-53 17 AS
> 8.8.8.8-53 17 AS
> 8.8.8.8-53 17 AS
> 8.8.8.8-53 17 AS
8.8.8-53 17 AS

.1-64773 > 8.
'Inside_Outside_Rule',

192.168.19.1-64773 > 8.
192.168.19.1-64773 > 8.

HXRER

0

1-1
1-1

IO

I
I
I

I

o O O

0

(sfAuthCheckRules params)

Retrieved ABP info:

abp src

abp dst

matched auth rule id = 130027046 user_id = 5

new firewall session

I 0 using HW or preset rule order 2,

action Allow and prefilter rule 0

8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id:

268435458,

8.8.8-53 17 AS 1-1 I 0 allow action

EHFDMEENFTD LEBEZRIHRVPN
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-

configure-remote-access-vpn-on-ftd-manag.html
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