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Hlan |, JFHTTPSH , MBS AMBEE T TLSIHE N RS 8EHello/&Z FigHelloBiEES. 2/
RETRALEEMN , EARETLSMBZREREE T 4L E,

Datapathi R A #R1Y

MPacket TracerfI BEXRE , RIVGEEIXLIRELE (192.168.16.254 RWebE i )

debug platformcondition ipv4d 192.168. 16. 254/ 32 both
debug platformcondition start
debug pl atform packet-trace packet 256 fia-trace data-size 3000

MLANBWANREI ARBH A OREG

EUBEZRT , RENKEERELAN. NEEANAERE , DIRRERBLANFWAN , NifF
EHXER.

Z P2 EHTTPS L if Rlwww.cisco.com

cedge6#show pl at f orm packet-trace packet 14

Packet: 14 CBUG | D: 3849209
Sunmmary
I nput : G gabitEthernet2
Qut put : internal 0/0/svc_eng: 0
State : PUNT 64 (Service Engine packet)
Ti mest anp
Start : 1196238208743284 ns (05/08/2019 10: 50: 36. 836575 UTC)
St op : 1196238208842625 ns (05/08/2019 10: 50: 36. 836675 UTC)
Path Trace
Feature: |PV4(1nput)
I nput : G gabitEthernet2
Qut put : <unknown>
Sour ce : 192.168. 16. 254
Destination : 203.0.113.67
Pr ot ocol 6 (TCP)
Sr cPor t : 35568
Dst Por t 1 443

Feat ure: DEBUG_COND_I| NPUT_PKT
Entry : Input - 0x8177c67c


http://www.cnn.com

I nput : G gabitEthernet?2

Qut put : <unknown>
Lapsed time : 2933 ns
<sni p>

SX M EE M FEEREOGigabitEthernet2 EIRERA O,

Feature: UTD Policy (First FlIA)
Acti on : Divert
Input interface : G gabitEthernet?2
Egress interface: G gabitEthernet3
Feat ure: OUTPUT_UTD_FI RST_| NSPECT

Entry : Qutput - 0x817cc5b8
I nput : G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 136260 ns
Feature: UTD I nspection
Acti on . Divert <LLLLL L L L L L L L L L L L
Input interface : G gabitEthernet?2
Egress interface: G gabitEthernet3
Feat ure: OUTPUT_UTD_FI NAL_I NSPECT

Entry : Qutput - Ox81l7ccb5e8
I nput : G gabitEthernet2
Qut put : G gabitEthernet3
Lapsed tinme : 43546 ns

<sni p>

EHOEOMEOTEERARESI(FIA)L , UTD FIAREFLBEIHRB RS,

Feature: |PV4_OUTPUT LOOKUP_PROCESS EXT

Entry : CQutput - 0x81781bb4
I nput : G gabitEthernet2
Qut put : Tunnel 6000001
<r enoved>
Feature: |PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry : CQutput - 0x81781bb4
I nput : G gabitEthernet2
Qut put : Tunnel 6000001
<r enoved>
Feature: |PV4_|I NPUT_LOOKUP_PROCESS_EXT
Entry : Qutput - Ox8177c698
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl
Lapsed tinme : 880 ns
<sni p>

iR B MEERIABZE Tunnel600001 £ , A BIVPG1#EOKH. FIHER , RHEHEIRGREH
e 0

Feat ure: OUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x817c6b10
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0
Lapsed time : 15086 ns
<r enoved>

Feat ure: | NTERNAL_TRANSM T_PKT_EXT
Entry : Qutput - Ox8177c718
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed tinme : 43986 ns



BEaEENESERIIAES.
AR ATHEXBERRNBHENFAEENHASE, UTDRRTEELEECLIRE R,

HEHS[AFNERE , REFABEHELERE Deth2 ERIAEVRF:

[cedge6:/1$ chvrf utd ifconfig

et hO Li nk encap: Et hernet HWaddr 54: Oe: 00: Ob: Oc: 02
inet6 addr: fe80::560e:ff:felb:c02/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 1375101 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 1366614 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 96520127 (92.0 M B) TX bytes: 96510792 (92.0 M B)

ethl Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: ba
inet addr:192.168.1.2 Bcast:192.168.1.3 Mask: 255.255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6dba/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 1069 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 2001 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 235093 (229.5 KiB) TX bytes: 193413 (188.8 Ki B)

et h2 Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: b9
inet addr:192.0.2.2 Bcast:192.0.2.3 Mask: 255. 255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6db9/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 2564233 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 2564203 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 210051658 (200.3 M B) TX bytes: 301467970 (287.5 M B)

lo Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MTU: 65536 Metric:1
RX packets:0 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 0 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions: 0 txqueuelen:1
RX bytes: 0 (0.0 B) TX bytes:0 (0.0 B)

EthOREZE T IOSIHEMNEZ RERRBES(TIPC)#E D, OnePEEHEH LZ1T , ATHEIOSIM
UTDZA 88 2 ] 3K [3] & 2 i & A& &

MIEFROBIEIREKE |, “eth2 [ container interface]’#7##2|“VPG1 [ 192.0.2.1/192.168.2.2 'R
vManage#) 3 B|0S-XE FIZ 2 Mot .

MRi=4Ttcpdump , M AT LAE FIGREHEHN REF RO AR, GREFERITIEVPATHIR L,

[cedge6:/]1% chvrf utd tcpdunp -nNvvvXi eth2 not udp
tcpdunp: listening on eth2, |ink-type ENLOMB (Ethernet), capture size 262144 bytes

06: 46: 56. 350725 I P (tos Ox0, ttl 255, id 35903, offset 0, flags [none], proto GRE (47), length

121)
192.0.2.1 > 192.0.2.2: GREVO, Flags [none], length 101
gr e- prot o- 0x8921
0x0000: 4500 0079 8c3f 0000 ff2f abl2 c000 0201 E. .y.?.../[......
0x0010: c¢000 0202 0000 8921 4089 2102 0000 0000 ....... l@!.....



0x0020: 0000 0000 0300 0001 0000 0000 0000 0000 ................
0x0030: 0004 0800 el03 0004 0008 0000 0001 0000 ................
0x0040: 4500 0039 2542 4000 4011 ce40 cOa8 10fe E .9%@@.@. ..
0x0050: ad26 c864 8781 0035 0025 fe81 cfa8 0100 .& d...5 %.....

0x0060: 0001 0000 0000 0000 0377 7777 0363 6e6e ......... WAWW. cnn
0x0070: 0363 6f6d 0000 0100 01 .com. ...
MNABRBILANRWANIRH A A #iED

ESnortdh B (RIRAEBFRXWEF ) 5 , EREFMEAZQFPEREE,

cedge6b#show pl at f orm packet-trace packet 15

Packet: 15 CBUG | D: 3849210
Sunmmary

I nput : Tunnel 6000001

Qut put : G gabitEthernet3

State . FWD

Tunnel600001 2R B AW HE OEO,

Feature: OUTPUT_UTD FI RST_| NSPECT EXT

Entry : CQutput - 0x81l7cc5b8
I nput : G gabitEthernet?2
Qut put : G gabitEthernet3

Lapsed tinme : 2680 ns
Feature: UTD I nspection
Action : Reinject
Input interface : G gabitEthernet2
Egress interface: G gabitEthernet3
Feat ure: OUTPUT_UTD_FI NAL_I NSPECT_EXT

Entry : Qutput - Ox8l7cc5e8
I nput : G gabitEthernet?2
Qut put : G gabitEthernet3

Lapsed time : 12933 ns

HTRECLERE , RItRHARMEXRERIEA.

Feature: NAT

Direction : INto QUT

Acti on : Transl ate Source
St eps :

Match id 1

O d Address : 192.168. 16. 254 35568
New Address : 172.16.16.254 05062

REBEINATE S , AR RO Internet,

Feature: MARMOT_SPA D TRANSM T_PKT

Entry : Qutput - O0x8177c838
I nput . G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 91733 ns

UTDH B F 2 R E5BIE TR ERER

|OS-XE 17.5. 130 T UTD# B %12 F Spacket-tracefVE R , EP R R B ERH BN ESREUTDHE,
BRAUBUTHEHAP -5 , Hlin



. UTDREME LE/B R SnortlI BIE S
- RIF/IEFHURLF
- B 1E/RFAMP

NTRBUTDHEFENHER , FERRIERKEFELR. BFHEE , AT ARENHAE

, BB IERIPS/IDSEE/ A FHIE.

ESARBRICFEEN , BEEMACLIFEMFELR :

utd engi ne standard nulti-tenancy
utd gl obal
flow 1l ogging all

TR E R far =Bl

URLE#H AT :
show pl at form packet-trace pack all | sec Packet: | Feature: UTD Inspection
Packet: 31 CBUG I D: 12640
Feature: UTD I nspection
Action : Reinject
I nput interface : G gabitEthernet2
Egress interface : G gabitEthernet3
FI ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(1)
URLF Reason : URL Lookup Ti nmeout (8)

URLFEEMEB R AT :

Packet: 21 CBUG I D. 13859
Feature: UTD I nspection
Action : Reinj ect
Input interface : G gabitEthernet3
Egress interface : G gabitEthernet?2
Fl ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(l)
URLF Reason : No Policy Match(4)
URLF Cat egory : News and Medi a(63)
URLF Reputation : 81
URLF{EEMERIRR
Packet: 26 CBUG I D: 15107
Feature: UTD I nspection
Action : Reinj ect
I nput interface : G gabitEthernet3
Egress interface : G gabitEthernet2
FI ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Bl ock(2)
URLF Reason : Category/ Reputation(3)
URLF Cat egory : Soci al Network(14)
URLF Reputation : 81

SEERFH
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BEUTDRARE 5I0S XEFRE

cedge7#sh utd eng sta ver

UTD Virtual -service Nane: utd

| OS- XE Reconmended UTD Version: 1.10.33_SV2.9.16.1 XEnain

| OS- XE Supported UTD Regex: ~1\.10\.([0-9]+)_SV(.*)_XEmai n$
UTD Installed Version: 1.0.2_SV2.9.16.1_XE17.5 ( UNSUPPORTED)

MR ERUNSUPPORTED” , M FF At FEHERR 2 BT , RS ARRE—F,
ERBRPTREERNEHRSERER

HEL2RS ( WAMPHIURLF ) FERUTDRBR[EBEMT RS RHENEN , HELUTDRRL
MEEERNEHRSERE. XTEIRERENS FEEMresoly.conf ARBIE :

cedge: / harddi sk/virtual -i nstance/utd/rootfs/etc]$ nore resolv. conf
nameserver 208.67.222.222

nameserver 208.67.220.220

nameserver 8.8.8.8

A& 1

BEFERIT , f—KEMHXAEAEEZEEENMEAFEARSDATLEE, AHEERBEN
api.bcti.brightcloud.comAEHURLEE MR, EAHFIF , BIFERNA T EBNEE , R 2PEILEE
R EHURL

cedge6b#app- hosti ng nmove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_RO-0_R0-0.18629_0.20190501005829. bi n. gz

X2EHINFLN BTN
AEAUTHRTERES

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz
ESRAEER :

2019-04-29 16:12:12 ERROR: Cannot resolve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019-04-29 16:17:52 ERROR: Cannot resolve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:23: 32 ERROR: Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04-29 16:29:12 ERROR: Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:34: 52 ERROR: Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:40: 27 ERROR: Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in



nanme resol ution

FRIABER T , vManage< A £ A OpenDNS AR &5 85K A 85[208.67.222.22271208.67.220.220]
BERE

FA F & #rapi.bcti.brightcloud.comfy i & R 5 (DNS) R EF # EF E BN DNS RS 25 2 [ HY %
BHRNEME, BAHRMNPDNSEAHRE,

[ 2

EUEN M EBRMER R ML NRE R RT , SHTTPSERTHE LN S FBHEREX

www.cisco.comByhttpi Ko

TP HERR

WREIFTR | REBHZET AR, éJtI:umi\T‘z%TiGRE?ﬁ%EFET B2 K —MNVPATHIRS . R L
BE , REATFERRAERIREERS, XEREUTDARTURT LR,

EtiZsY , BEFRmIPHHEN192.168,16.254, LLEMHIBRBR/EAENKBREFF RN HREN
Snortkiiﬁillao

debug platformcondition ipv4 192. 168. 16. 254/ 32 both

debug platformcondition feature utd control pl ane subnode servi cepl ane-web-filtering | eve
ver bose

debug platformcondition start

XA T8 RIOS-XEFRIEM 192.168.16.254 5 F1192.168.16. 254 R &, X Ao F BT VPATHIR kL
fFdebug-metric(ziz A 85

LSMPI punt Outer IP header (e.g. GRE header vPath header (conditional debug Inner (original) IP packet
header 192.0.2.x) flag is here)

SnortfFRHFER , MEMRIEFELE,
FEURER |, O] LAE SR A F & N EF s Blwww.cisco.comBV R E .
T—SREERZE :

app- hosting nove appid utd |l og to bootfl ash:
NFHTTPHRE , Snort HTTPTiAL IEBE & & FlgetiFi K FRIURL,

2019- 04- 26 13:04: 27.773: (#1): SPP- URL- FI LTERI NG UTM pr epr ocessor p->src_port
= 80

2019- 04- 26 13:04: 27.793: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 80, p->dst_port =
39540

2019- 04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 39540, p->dst_port
= 80

2019- 04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 39540, p->dst_port
= 80

2019-04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG got ut ndata_p

2019- 04- 26 13:04:27.794: (#1): SPP- URL- FI LTERI NG HTTP Cal | back, direction = 00000080

39540, p->dst_port


http://www.cnn.com
http://www.cnn.com

2019- 04- 26 13:04: 27. 795: (#1) : SPP- URL- FI
2019- 04- 26 13:04: 27. 795: (#1) : SPP- URL- FI
2019- 04- 26 13:04: 27. 795: (#1) : SPP- URL- FI
12 url: www. ci sco.com <<<<<<<
2019- 04- 26 13:04: 27. 795: (#1): SPP- URL- FI
2019- 04- 26 13:04: 27. 795: (#1): SPP- URL- FI
2019- 04- 26 13:04: 27. 795: (#1): SPP- URL- FI
WWW. Ci sco. cont

2019- 04- 26 13:04: 27.795: (#1):
2019- 04- 26 13:04: 27.816: (#1):
39540

2019- 04- 26 13:04: 27.816: (#1):
0000000a

2019- 04- 26 13:04: 27. 816: (#1): SPP- URL- FI
Score 81 << LLLLLLL<L<L
2019- 04- 26 13:04: 27. 816: (#1): SPP- URL- FI

SPP- URL- FI
SPP- URL- FI

SPP- URL- FI

LTERI NG Wiite |list regex match not enabl ed
LTERI NG Bl ack |ist regex match not enabl ed
LTERI NG URL dat abase Request: url _len 12, msg over head

LTERI NG
LTERI NG
LTERI NG

Send to URL dat abase: req_i d=0x10480047
Sent to URL dat abase 24 bytes

Send to URL dat abase done, idx: 71, URL
LTERI NG

LTERI NG

Recei ved from URL database 24 bytes
UTM pr eprocessor p->src_port = 80, p->dst_port =

LTERI NG action

Found UTMData at 0x007f 8d9ee80878,

LTERI NG Ut m verdi ct Process: vrf_id 1, category 0x63

LTERI NG Cat egory Ox3f

<LLLLLLLL L Lttt

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI

LTERI NG i ndex 63, action =1

<LLLLLLLLLLLLL L

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI

LTERI NG Bl ocki ng category = 0Ox3f

<LLLLLLLLLLLLL L

MR FAhttpsiiE , N B ARDNSEEIHTTPSTIAL B 25 M AR S 85helloF 12 HL

2019- 05-01 00: 56: 18. 870:
= 443
2019-05-01
35322
2019-05-01
= 443
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
35322

(#1) : SPP- URL- FI

00: 56: 18. 886: (#1) : SPP- URL- FI

00: 56: 18. 887: (#1) : SPP- URL- F

00: 56: 18. 887: (#1) : SPP- URL- F

00: 56: 18. 903: (#1) : SPP- URL- FI

00: 56: 18. 906: (#1) : SPP- URL- FI

00: 56: 18. 906: (#1) : SPP- URL- FI

00: 56: 18. 907: (#1) : SPP- URL- F

00: 56: 18. 907: (#1) : SPP- URL- F

00: 56: 18. 907: (#1) : SPP- URL- F

2019-05-01
35322
2019-05-01
2019-05-01
2019-05-01
2019- 05-01 00: 56: 18. 909: (#1) : SPP- URL- FI
2019- 05-01 00: 56: 18. 909: (#1) : SPP- URL- FI
12 url: www. Ci SCO.com <<<<<<<<

2019- 05-01 00: 56: 18. 909: (#1) : SPP- URL- FI
2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI
2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI
WWW. Ci SCO. com

2019- 05-01 00: 56: 18. 909: (#1):
35322

2019- 05-01 00: 56: 18.910: (#1):
00000008

00: 56: 18. 908: (#1) : SPP- URL- FI

00:
00:
00:

56:
56:
56:

18.
18.
18.

908:
908:
909:

(#1):
(#1):
(#1):

SPP- URL- FI
SPP- URL- FI
SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
LTERI NG ut m ssl LookupCal | back

LTERI NG got utndata_p

LTERI NG White |ist regex match not enabl ed
LTERI NG Bl ack |ist regex match not enabl ed
LTERI NG URL dat abase Request: url _|len 11,

nsg over head

LTERI NG Send to URL database: req_i d=0x10130012
LTERI NG Sent to URL dat abase 23 bytes

LTERI NG Send to URL dat abase done, idx: 18, URL:

LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port

LTERI NG Found UTMDat a at 0x007f 1d9c479640, action



2019- 05- 01 00: 56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
35322

2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640, action =
00000009

2019- 05- 01 00: 56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Recei ved from URL dat abase 24 bytes

WA BREARBEEALNEIETTE , BN EHFFIREWebrootEHHLE R,

BERE

CSCvo77664 “UTD URLIIERBIEHR KWK , webrootZ K K " =218 24 544 e R W BL A TRYURL ¥
EFRE |, BB,

A& 3

FElZES  URLISE[RE D KN L FHWeb R A ESMMELEMESR, Fla0 , BERY
Web#E % 5|2 (Web search engine)3X 3l , 875 EREHL 15 [Rlwww.google.com,

TP HERR

FHLWE—-BFEITER

AR THESSIHEE X

cedge7#show utd engine standard statistics internal
*************Engi ne #l*************

<r enoved> HTTP

I nspect - encodings (Note: streamreassenbl ed packets included): <<<<<<<<<< generic |layer7 HITP
statistics POST nethods: 0 GET methods: 7 HITP Request Headers extracted: 7 HTTP Request Cookies
extracted: O Post paraneters extracted: 0 HTTP response Headers extracted: 6 HTTP Response

Cooki es extracted: O Unicode: O Double unicode: O Non-ASCI| representable: O Directory
traversals: O Extra slashes ("//"): O Self-referencing paths ("./"): O HTTP Response &ip
packets extracted: 0 Gzip Conpressed Data Processed: n/a Gzip Deconpressed Data Processed: n/a
Http/ 2 Rebuilt Packets: O Total packets processed: 13 <renobved>

SSL
Preprocessor: <<<<<<<<<< generic layer7 SSL statistics SSL packets decoded: 38 Cient Hello: 8
Server Hello: 8 Certificate: 2 Server Done: 6 Client Key Exchange: 2 Server Key Exchange: 2
Change Cipher: 10 Finished: 0 Client Application: 2 Server Application: 11 Alert: 0 Unrecognized
records: 11 Compl eted handshakes: 0 Bad handshakes: O Sessions ignored: 4 Detection disabled: 1

<renpbved> UTM Preprocessor Statistics < URL filtering statistics including ---------------------
------ URL Filter Requests Sent: 11 URL Filter Response Received: 5 Blacklist Hit Count: O
Whitelist Hit Count: O Reputation Lookup Count: 5 Reputation Action Block: O Reputation Action
Pass: 5 Reputation Action Default Pass: 0 Reputation Action Default Bl ock: O Reputation Score
None: O Reputation Score Qut of Range: 0 Category Lookup Count: 5 Category Action Block: O
Category Action Pass: 5 Category Action Default Pass: 0 Category None: 0 UTM Preprocessor
Internal Statistics -------------"----“------“--------~---- Total Packets Received: 193 SSL Packet
Count: 4 Action Drop Flow. O Action Reset Session: 0 Action Block: 0 Action Pass: 85 Action
Ofload Session: 0 Invalid Action: 0 No UTM Tenant Persona: 0 No UTM Tenant Config: O URL Lookup
Response Late: 4 <<<<< Expl anation bel ow URL Lookup Response Very Late: 64 <<<<< Expl anation

bel ow URL Lookup Response Extrenely Late: 2 <<<<< Expl anation bel ow Response Does Not Match


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo77664
http://www.google.com

Session: 2 <<<<< Expl anation bel ow No Response Wen Freeing Session: 1 First Packet Not From
Initiator: 0 Fail Open Count: 0 Fail Cl ose Count : 0 UTM Preprocessor Internal d obal Statistics
------------------------------------------- Domain Filter Wiitelist Count: O utndata Used Count:
11 utndata Free Count: 11 utndata Unavailable: 0 URL Filter Response Error: 0 No UTM Tenant Map
0 No URL Filter Configuration : O Packet NULL Error : O URL Database Internal Statistics -------
------------------------- URL Dat abase Not Ready: 0 Query Successful: 11 Query Successful from
Cloud: 6 <<< 11 queries were succesful but 6 only are queried via brightcloud. 5 (11-6) queries
are cached Query Returned No Data: 0 <<<<<< errors Query Bad Argument: 0 <<<<<< errors Query
Network Error: 0 <<<<<< errors URL Dat abase UTM di sconnected: 0 URL Database request failed: O
URL Dat abase reconnect failed: 0O URL Database request blocked: 0 URL Database control nsg
response: 0 URL Dat abase Error Response: 0

Fil es processed:

none

- "late request" — FTRRHTTP GETEHHTTPSE F im/ARSS R UL B[ , H AT AR EXSNI/DN A
. BHEKRERER,
. “QF%HﬁE’Jlﬁ R — REAEMSFERFIUTEESE , EUETHSEFP , RPN ESBETSTEESR
IE 3 2% F1 25 I 25K B Brightcloud WURLHIE . #RAER , #IIRHTTP GETZSSLIARKIRIRER
ZFE’JEHW%%‘BH?&%#, BB EIF IR,

- RBREVIER — HEEXBrightcloudV 2 FE R M AREHER, FHFRAE<17.21 , 2iFF
E60M EERT. M17.2.1FF% , FIBrightcloudY B & iEFNE2W G, [BICSCvro8723
UTD:H# EBATURLIE K]

EtZsEP  RNEINLBIHBELREERTRENER.

SHW2:ERNA BEXH

S-S RERNRERENA B EXHPIERES.

cedge6#app- hosting nove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_R0-0_R0-0.18629_0.20190501005829. bi n. gz

XFFRIARNA A EXHHFERFENEFS,
AEAATHTEREE

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz

XX EIOS-XERHMA206.1REGHRAS , TEFEFHBHUTDNABRE, WE , A
LA FA#R A 85 5 show logging process vman module utdZ&iX % A&

EREEETR :

2020- 04-14 17:47:57.504: (#1): SPP-URL-FILTERING txn_id mss match verdict txn_id 245 , utndata
txn_id O 2020-04-14 17:47:57.504: (#1): SPP- URL- FILTERING txn_id niss nmatch verdict txn_id 248 ,
utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FILTERING txn_id nmiss match verdict txn_id
249 , utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP-URL-FI LTERING txn_id m ss match verdict
txn_id 250 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERING txn_id mi ss match
verdict txn_id 251 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP-URL-FILTERING txn_id m ss
match verdict txn_id 254 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERI NG
txn_id mss match verdict txn_id 255 , utndata txn_id O 2020-04-14 17: 48: 05. 725: (#1) : SPP- URL-
FILTERING txn_id miss match verdict txn_id 192 , utndata txn_id O 2020-04-14

17:48: 37. 629: (#1): SPP- URL- FI LTERING txn_id m ss match verdict txn_id 208 , utndata txn_id O
2020- 04-14 17:49:55.421: (#1): SPP-URL-FILTERING txn_id mss match verdict txn_id 211 , utndata


https://tools.cisco.com/bugsearch/bug/CSCvr98723

txn_id 0 2020-04-14 17:51: 40 ERROR Cannot send to host api.bcti.brightcloud.com Connection
ti med out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
ti med out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
ti med out 2020-04-14 17:53:56 ERROR Cannot send to host api.bcti.brightcloud.com Connection
ti med out 2020-04-14 17:54:28 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:29 ERROR Cannot send to host api.bcti.brightcloud.com Connection
ti med out 2020-04-14 17:54:37 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out

- "EEIR . Tk &£ Flhost api.beti.brightcloud.com" — & R EIBrightcloud Y &ifl & 1& 2 [ 60%
<17.2.1/2#>=17.21], XKXRE5BrightcloudtEZET R,
NTERYRE , EREPC [ﬁk‘tt&ﬁ@ﬁ%ﬁ]‘JuEw&Lm EEEFIE,

. "SPP-URL-FILTERING txn_id miss match verdict" — St&FIRTER B EE ZH R, Brightcloud&
HIEEPOSTINIT , HFBH/EKEIRID

[} 4

ElHRG , IPSRUTDHFE-SAN T 28 , H AR ETCPREAMNTENYLERE B HER &

o

PR HERR

EHREBIERERE , FEAMNHIEBENTCPENFREEE. HRERTCPZREFAI
, B ETCP%{EE’JF@@@IE@M?E*&cEdgeEﬁEE%%%ﬁo $£T 3k , |5 Fpacket-trace , ERIAT
NA :

edge#show pl at f orm packet-trace summ

Pkt I nput Qut put State Reason

0 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
1 Tu2000000001 G 0/0/2 FWD

2 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
3 Tu2000000001 G 0/0/1 FWD

4 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
5 Tu2000000001 G 0/0/2 FWD

6 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
7 Tu2000000001 G 0/0/2 FWD

8 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
9 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)

Lid@mthREE , BIRERSSMIBHBIUTDEIE | EREFREATRRERSR, REUTDSIZEH
HERBHEFLE REASNNEEESR, ETRRBEUTDABSIHES , CHRERHTFTCPH
E%ﬁﬁ'ﬁv?&ﬂ’]i&%&ﬁ@%# ;

2.

edge#show utd engi ne standard statistics internal
<sni p>

Nor mal i zer drops:

QUTSI DE_PAWS:

AHEAD_PAWS:

NO_TI MESTAMP:

BAD_RST:

REPEAT_SYN:

W N_TOO BI G

W N_SHUT:

BAD_ACK:

DATA_CLOSE:

O OO O0OO0OOoOhMOoOOo



DATA NO FLAGS: 0

FI N_BEYOND: O
BERE

B BEAERREE 2T YL ETCPH#IRIT AT Y, ETCP=XIEF BB Timestampik I it

, RFC7323#1 ETCPAMIEF NIE<RST>HIFEEH LA TSoptit W, FAREHREETHKRNE T
TCPHIBEAWERM KRB AX LI, #FHIOS-XE UTDSEMERT |, TTitIPSERIDSIN{ , LB AH
AblockiE A Snort TCPHISE 8.

2%

- ZeBEERE  K—EHE



https://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book/snort-ips.html
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