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« %% E#show clockii P A et E FEH,
« IEBHA AT , RAESCEENRERIER,

° H/:!:L,\J:Elgﬁqlﬁ.l%Z:Eﬁo

NTP Showd 5

EFRRENTPRE , B4R THEANEEZRTHAENGE S

» show ntp associations
» show ntp peer

BXRBEGRTHEFARE ,

& RNTPXRER

vedgel# show ntp associations

EHZHSD-WANGm S S E,

IDX ASSOCID STATUS CONF REACHABILITY AUTH CONDITION IEC:-IL—T COUNT
1 56368 8011 yes no none reject  mobilize 1
2 56369  91la  yes yes none falsetick sys_peer 1

3 56370 9124  yes yes none falsetick reachable 2

IDX i &5 =

REX X Exld

RES NERIRSFE (TR#HH)

21 BE (FASHEY )

ALA st ( RHE )

AUTH authentication ( ok, yes. bad@tnone )
e Yin BREBIRAS

=4 XN FH &R —NEH

T event count ( EHITE )

Show NTP Peer

vedgel# show ntp peer | tab

INDEX REMOTE REFID
1 192.168.18.201 .STEP.
2 x10.88.244.1 LOCAL(D)
3 x172.18.108.15 .GPS.

ST TYPE WHEN POLL

REACH DELAY
37 1024 O 0.000
7 64 377 108.481
66 64 377 130.407

OFFSET

0.000
140.642
-24883.

JITTER

0.000
20.278
55.334
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fEvManage £ ABELURRIEH O

1. BIIMonitor > Networki% % M £&1& & 122 &I E 4R

2. %A RAKIVEdge.

3. B HiTroubleshootingi&1l , A J5 % & Simulate Flows,

4. NTHHIREERVPNAED | REBHRIP , FFMAIRE Nntp.
5. # & Simulates

X2 AKBVEdgeINTPRERMUMANERIT N,
MVEdge i EETCPDump

UNTPREBE I VEdgeV & FHEat , TLUBETCPdumplEiikiZiig., EEZKHEEFARE
UDP#w O123F [ TEENTPRE,

tcpdump vpn 01%&I1“dst port 123"

vedgel# tcpdump interface ge0/0 options "dst port 123"

tcpdump -p -i ge0_0 -s 128 dst port 123 in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_0, link-type EN1OMB (Ethernet), capture size 128 bytes
19:05:44.364567 IP 192.168.19.55.ntp > 10.88.244.1.ntp: NTPv4, Client, length 48
19:05:44.454385 IP 10.88.244.1.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48
19:05:45.364579 IP 192.168.19.55.ntp > 172.18.108.15.ntp: NTPv4, Client, Tength 48
19:05:45.373547 IP 172.18.108.15.ntp > 192.168.19.55.ntp: NTPv4, Server, Tlength 48
19:06:52.364470 IP 192.168.19.55.ntp > 10.88.244.1.ntp: NTPv4, Client, length 48
19:06:52.549536 IP 10.88.244.1.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48
19:06:54.364486 IP 192.168.19.55.ntp > 172.18.108.15.ntp: NTPv4, Client, Tength 48
19:06:54.375065 IP 172.18.108.15.ntp > 192.168.19.55.ntp: NTPv4, Server, Tlength 48

I AR E-VEAMNTPEIE 2 o FR 1D B (B o

tcpdump vpn 0iETT“dst port 123 -v”

vedgel# tcpdump interface ge0/0 options "dst port 123 -n -v
tcpdump -p -i ge0_0 -s 128 dst port 123 -n -v in VPN O
tcpdump: listening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
19:10:13.364515 IP (tos Oxb8, ttl 64, 1id 62640, offset 0, flags [DF], proto UDP (17), Tength 76)
192.168.19.55.123 > 192.168.18.201.123: NTPv4, length 48
Client, Leap indicator: clock unsynchronized (192), Stratum 3 (secondary reference), poll 6 (64
Root Delay: 0.103881, Root dispersion: 1.073425, Reference-ID: 10.88.244.1
Reference Timestamp: 3889015198.468340729 (2023/03/28 17:59:58)
Originator Timestamp: 3889019320.559000091 (2023/03/28 19:08:40)
Receive Timestamp: 3889019348.377538353 (2023/03/28 19:09:08)
Transmit Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)
Originator - Receive Timestamp: +27.818538262
Originator - Transmit Timestamp: +92.805485523
19:10:13.365092 IP (tos OxcO, ttl 255, id 7977, offset 0, flags [none], proto UDP (17), Tength 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, length 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10



Root Delay: 0.000000, Root dispersion: 0.002166, Reference-ID: 127.127.1.1
Reference Timestamp: 3889019384.881000144 (2023/03/28 19:09:44)
Originator Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)

Receive Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Transmit Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Originator - Receive Timestamp: -27.807485523
Originator - Transmit Timestamp: -27.807485523

MvManage#\ 1T Wiresharki# 3k

MR EMvManage/g AHIESHIR , LAl LB X5 XN PYNTPREE Z B3R ElWireshark AT 152EY
Y 34,

1. B33 Monitor > Networki% £ W 48 1% % 33 I E 4R

2. %EFEE AR VEdge.

3. B Troubleshootingi W , A f5 & HPacket Capture,

4. NTHh & FIEEVPN ORI/ BB 0,

5. AT HRENIERR. BRI LEAEEERKO123 , MREFE | B TIEESEBIRRS .

N orE . BPEILTRRABK—ASANEES  BAIPEERRES B RHTTE. @
FEASIEBOERANSELBE123 | B %SO z:u;ﬁwxm.bso

6. EEHIT A,

vManageIl £ 5vEdgeiBE , ANEBEIHRS 7 HREFSMBEFXFHENIE (LLERERE)
SERSE , AN TRZBRABES,

HINTPR S

RIKEINTPEIES
HIEABRIRELIERERS SN HLERES , BRKIIEE.

vedgel# tcpdump interface ge0/0 options "dst 192.168.18.201 && dst port 123 -n"
tcpdump -p -i ge0_0 -s 128 dst 192.168.18.201 && dst port 123 -n in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_0, 1link-type EN1OMB (Ethernet), capture size 128 bytes
14:24:49.364507 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
14:25:55.364534 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
14:27:00.364521 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tength 48
AC

3 packets captured

3 packets received by filter

0 packets dropped by kernel

HWIAKRIREINTPEESRE , &7



KENTPRAEE EH,

- MRRERELVPN ORHWRZE , FHEMREFZEE O T /3 Aallow-service ntpZallow-service
all,

KREHRISREPEREZREMELETNTP,

KENTPIRH B #5281 89 3% i R &,

EEZFS

WMRBSF|NDBN/BERERES , NARKRERSER, SERTMRSH[/XIFREZIE
EFmATANREAK (SENHHR ) . Hit , Xt ENTEEEBIES H S nied R RS
, RAETMERES A FEEIE,

MRBEFFESBETWHESER  WHBESEIENTPE K SIER,
MRBFELSERNER |, BLTREL T

- BEDREFEREMEITA?
- RENEIEZFHHEZ?
- BRESRME?

show ntp peerP I EAEATBERRANTPREE X, WMRZENT3I77 , MEEEWHES , HER
FsTRSL,

RELHNHEFIHRE

Biclock setth H TLERMNTPHREWIHE. REXWERN , AN SHNREEBLLME
.

vedgel# show ntp peer | tab

INDEX REMOTE REFID ST TYPE WHEN POLL REACH DELAY OFFSET  JITTER
1 x10.88.244.1 LOCAL(1) 2 wu 40 64 1 293.339 -539686 88.035
2 x172.18.108.15 .GPS. 1 wu 39 64 1 30.408 -539686 8.768
3 x192.168.18.201 LOCAL(1) 8 u 38 64 1 5.743 -539686 2.435

FHABREE RSZEABMNEE SRR — 2.

vedgel# tcpdump interface ge0/0 options "src 192.168.18.201 && dst port 123 -n -v"
tcpdump -p -i ge0_0 -s 128 src 192.168.18.201 && dst port 123 -n -v in VPN O
tcpdump: Tistening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
00:01:28.156796 IP (tos OxcO, ttl 255, id 8542, offset 0, flags [none], proto UDP (17), length 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, Tength 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10
Root Delay: 0.000000, Root dispersion: 0.002365, Reference-ID: 127.127.1.1
Reference Timestamp: 3889091263.881000144 (2023/03/29 15:07:43)
Originator Timestamp: 133810392.155976055 (2040/05/05 00:01:28)
Receive Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)



Transmit Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)
Originator - Receive Timestamp: -539686410.569975959
Originator - Transmit Timestamp: -539686410.569975959
AC
1 packet captured
1 packet received by filter
0 packets dropped by kernel

EEHIVEdge M ERNTPAEER IR EIET , EHIBR, X, ENRMMERRIRSEntp TR
[

ZENHEXER

« BEEMIFIANTPEH ( Cisco I0SI®E )
« Cisco SD-WANSSSZE
« A show ntp associations A3 IAIE NTP IRZS



https://www.cisco.com/c/zh_cn/support/docs/ip/network-time-protocol-ntp/116161-trouble-ntp-00.html
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/content/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html
/content/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html
/content/en/us/support/docs/ios-nx-os-software/ios-software-releases-110/15171-ntpassoc.html
/content/en/us/support/docs/ios-nx-os-software/ios-software-releases-110/15171-ntpassoc.html
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