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1.7£vManage GUI¥F , SfinZAdministration > Settings > Web Server Certificate > Certificate , A
ERLEEEREFIEXIEHETENEMLE , Hli0 , Subject:CN=vmanage , OU=Cisco
SDWAN , O=Cisco Systems , L=San Jose , ST=CA, C=US,

Web Server Certificate 13 Jul 2024 12:30:30 AM CSR | Certificate

Subject: EN=vmanage, OU=Clsco SDWAN, O=Cisco Systems, L=San Jose, ST=CA, C=US

2.#vManage GUI¥ , §finE Administration > Settings > Web Server Certificate > CSR , AAfFi%
EGenerate A HF LB LR ER(CSR), HRMALBEL—SHRBHRNETTWE.
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Common Name

Organizational Unit Grganization

S ERKMICSREFIFIEHMMEFX , MEFIR,

Web Server Certificate 13 Jul 2024 12:30:30 AM

TSR

4 RE% Avshell , H{&Bhecho@m H ¥ #H BCSRIE X N AR M ElvManage LI XHH,

vmanage#

vmanage# vshel |

vmanage: ~$ nkdir web

vmanage: ~$ cd web

vmanage: ~/ web$ echo "----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | Csj CCAZoCAQAWD TEL MAk GATUEBhMCVVIVK Cz AJ ByNVBAG TAK NBVREWDWYDVQQH

EwhTYWgSn9z ZTEWVBQGALUEChMNQRI zY28gU3I zd GVt cz EUVBI GALUECXM.Q2I z

Y28gUORXQU4x EDAOCBgNVBAMIB3Zt YWshZ2UnggEi MAOGCSqGSI b3DQEBAQUAAAI B
DwAwggEKAol BAQCRDdI KGUYuDwobn60PeDgf q96d+r 5266 VQ@BNBTBBhgwzZgGs7J7
Y1 YOy NF50Sb+b1x UEXb61Wit 7qSHSz JhFDX0BaL4/ c9l | OQped3yDEl CEOl y3oH
y88yg7TIl Zj nnz+j 81 092cRXnZLZ9YIW s9PWEF0Z/ 4Gn/5Q kukdAnlLnkeKj OND2A

4p@&2sV8Qy+hnhUnet J1r KzQKsj 2JInD+i keZbXu36i ZvdKJIB34i M2As s RbJhUFf

| Ey UAXO/ ONCF Ogt Mre Bniv Q) DESs e OSuf v4b9AgVBAAGYADANBgkghki GOWOBAQs F
AACCAQEAK2BenHnf YuWLagdc Yr ZID6+uGC6f Nf | 6qgqmvvIXEPFFWI QY Phu8r ESyY
K3qgf / ED+i CXEk/ hudnf 09vZ6gygM+P8a/ zN3+J3VMbz Ch6t n7vMI/ cyt cJONPt u
mMmZGpDO+Xj ZDDLYnS6j | B+hO6gXeYyQLt 4Qv/ s2H8j Phl WIr aV376E+S90318cva
7D7yp3Wce5l t Hs9ChKWOaexVsypAV4AUSr DaVsf ShyU97G2r CXgmivpRLJIdBwZof g

04gsgr C8qG&28auel@8XPa/ HQX pOWB/ Pxg70e91s59Je/ ETsMkR3vt 7agl eny XAJ
nal 67+T/ QAJLSIB2pQuPHo51MAS5W==
> ----- END NEW CERTI FI CATE REQUEST- - - - - " > web_cert.csr

>
>
>
>
>
>
>
> uj UU70BE0z 1nF2SBCI+f pf 7ze75dQRr BTOPA23QRobQEEg5WSMe+G / j D262 BCNg
>
>
>
>
>
>
>

5. R Ecatin TR B T E#R FCSR,

vmanage: ~/ web$ cat web_cert. csr

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | Csj CCAZoCAQAWD TEL MAk GA1UEBhMCVVIVK Cz AJ Bg NVBAg TAK NBMVREWDWYDVQQH
EwhTYWIgSnBz ZTEWVBQGALUEChMNQRI zY28gU3I zd GVt cz EUMBI GALUECXMLQRI z
Y28gUORXQU4x EDAOBgNVBAMIB3Zt YWshZ2UnggEi MAOGCSqGSI b3DQEBAQUAAAI B
DwAwg g EKAol BAQCRDAI KGUYuDwobn60PeDgf q96d+r 5266 VQ@BNBTBBhgwzZgGs7J7
Y1 YOy NF50Sb+b1x UEXb61Wit q7qSHSz JhFDX0BaL4/ c9l | OQped3yDEl CEOl y30oH
y88yg7TIl Zj nnz+j 81 092cRXnZLZ9YIW s9OPWEF0Z/ 4Gn/5Q kukdAnlLnkeKj OAND2A
4p&@sV8Qy+hnhUnBt J1r KzQKsj 2JInD+ keZbXu36i ZvdKIB34i M2As ms RbJhUFf

CSR | Certificate



uj UU7O5E0z1nF2SBCI+f pf 7ze75dQRr BTOPA23QRobQEEg5WSMe+G / | D262 BCNg
I Ey UAXO/ ONGQF Ogt Mhe Bnv QI DESseOSuf v4b9AgVBAAGIADANBgk ghki GOWOBAQs F
AACCAQEAK2BenHnf YuWLagdc Yr ZJD6+uGC6f Nf | 6ggqmvvIXEPFFW Y Phu8r ESy Y
K3qgf / ED+i CXEk/ hudnf 09vZ6gygMrP8a/ zN3+J3VMbz Ch6t n7vMD/ cyt cJONPt u
mMZGpDO+Xj ZDDLYNS6j | B+hCbgXeYyQLt 4Qv/ s2H8j Phl Wit aV376E+S90318cva
7D7yp3Wtce5l t HS9ChKWOaex VsypAVAUSr DaVsf ShyU97&2r CXgmvgRLJIdBwZof g
04gsgr C8q&28auel@8XPa/ HQX pOWB/ Pxg70e91s59Je/ ETsMkR3vt 7agl eny XAJ
nal 67+T/ Q\LSIB2pQuPHO51MyAS5w==

----- END NEW CERTI FI CATE REQUEST- - - - -

vmanage: ~/ web$

6.7EopenssIfV&EEBI T , FH Nrootca.key I RIEH £ KRB,

vimanage: ~/ web$ openssl genrsa -out rootca. key 2048
Generating RSA private key, 2048 bit |ong nodul us

e is 65537 (0x10001)
vmanage: ~/ web$ |'s
rootca. key web_cert.csr
vmanage: ~/ web$

7.4 % Hrootca.pemM AR CAIEH , HEHA £ —FHERMrootcakeydI H# 175 R,

vmanage: ~/ web$ openssl req -x509 -new -nodes -key rootca. key -sha256 -days 4000 -out rootca.pem
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Nane (full nane) [Sone-State]:CA

Locality Name (eg, city) []:San Jose

Organi zation Nanme (eg, conpany) [lInternet Wdgits Pty Ltd]: G sco Systens
Organi zational Unit Name (eg, section) []:C sco SDWAN

Common Nane (e.g. server FQDN or YOUR nane) []:vnanage

Emai | Address []:

vmanage: ~/ web$ | s

root ca. key rootca. pemmeb_cert.csr

vmanage: ~/ web$

8. ARCALEBMEHANCSRER,

vmanage: ~/ web$ openssl x509 -req -in web_cert.csr -CA rootca. pem - CAkey rootca. key -
CAcreateserial -out web_cert.crt -days 4000 -sha256

Si gnat ure ok

subj ect =/ C=US/ ST=CA/ L=San Jose/ O=Ci sco Syst ens/ OU=Ci sco SDWAN CN=vnanhage

Getting CA Private Key

vmanage: ~/ web$ | s

rootca. key rootca.penrootca.srl web_cert.crt web_cert.csr

vmanage: ~/ web$

IO ERIUEFEFTNEHKWEEFX, BAILEMcat EREEZRRIES.

vmanage: ~/ web$ cat web_cert.crt

----- BEG N CERTI FI CATE- - - - -

M | DVj CCAj 4CCQDXH8G Dhv L4 DANBgk ghki GOWOBAQs FADBt MQs wCQYDVQQGEWI V
Uz EL MAK GA1 UECAWCQUEX ETAPBgNVBAC MCFNhbi BKb3NI MRYWFAYDVQQKDALDaXN
by BTeXNOZWL.z MRQWEg YDVQQL DAt DaXNj by BTRFABTj EQVA4GALUEAWMAMHANLhbrFn
ZTAeFwOx OTEWV | wODUO Mz daFw0z MDEWMVDQAMODUO Mz daM30x Cz AJBgNVBAYTAI VT
MBWOQYDVQQ Ewd DQTERVASGALUEBXM U2Ful Epvc2Ux Fj AUBgNVBAC TDUNpPC 2NV



I FN5¢c3RI bXVk FDASBgNVBAsS TCONpc 2Nv I FNEVOFOVRAWDg YDVQQDEWD 2 b WFu YW |
M 1 Bl j ANBgkghki GOWOBAQEFAAOCCABAM | BCgKCAQEAK QBSChl GLg8KG5+t D3g6
névenf g+c+ul UPDQUWQYYMGYBueye2CGPcj ReaEn nBcVBF2+t Vp7au6kh0sy YRQ
19AW +P3PZZTkKXnd8gxJChNJct 6B8vPMbQ0y GY55s/ o/ CKPANEV52S2f WCcH7 PT
8BBdG& +BsOUCILpHQIi 5pHi 0zl g9gOKRt r Ff DoPoZ4VMPLSdays0Cr | 9i SZg/ opH
mAL7t +onb3Si Qd+1 j NgLIr EW YVBX701FOzuRNWBZxdkgQ f n6X+83u+XUEawJ9D
wNt OEa®0BBI CcEj HPhv/ 4wQuswQ YCBM AF9PIDUHz qr TINAZUOCQXEr Hj kr n7+G
/ Q DAQABMAOGCSqGSI b3DQEBOWUAAAI BAQBZAI xV/ A / APOaws4PA/ / +QVUs 9t +b
i 6] hATUUTdy QvMOu@SSf G hWwpDsgnBoh86GXngox| F1D/ Unt OXHKVeK/ MZr hZ/ P9
USAANPGygCha/ TqQvPbSMKALH) 9¢Gc9389i 02AAeDQgneEcDgi e5uCGs0OMIVBt h3V
DXpq8mygTj hgl Uyab4t x\WZwXvQrZj +Hu2h2S4w / / us92KgE+Xc! j Neaky/ GEZgZ
j WNoWDgWeJdsnBhx2Qt eHHbDTahuAr VIf 1p45eLl cJR1kOI RL8TTr oVWAST1bZCJz
20aYK4S0KONnTkpscuVI r XHkwNN6Ka4q9/ r VxnLz Af | J4E9DXoj pD3gNH

----- END CERTI FI CATE- - - - -

10.FIEPB S AvManage., At , &S5 81 ZEAdministration > Settings > Web Server Certificate >
Import , AEHMEFMEZHXHANE , BT

Web Server Certificate 13 Jul 2024 12:30:30 AM CSR | Certificate

import

m Cancel
1. MNREMEB—YIEY , vManagefF & R“Certificate Installed Successfully” , 21B TR,

Certificate Installed Successfully

12.&E  RESR , BRIEPERBHRNEH , MEFR.

Web Server Certificate 04 Oct 2030 10:54:37 AM €38 | Certificate
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https://sdwan-docs.cisco.com/Product_Documentation/vManage_How-Tos/Configuration/Generate_Web_Server_Certificate
https://www.openssl.org/docs/man1.0.2/man1/openssl.html
https://www.cisco.com/c/zh_cn/support/index.html
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