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Ko
RAPFIHTENFELHR :

FlexConfig Object Name
Netflow Add Destination
Netflow_Set Parameters
Netflow_Delete_Destinations

Netwflow_Clear_Parameters

RIEPHHT ZATMELLAETR :

Text Object Name
netflow_Destination
netwflow_Event_Types

netflow_Parameters

Bl

Description

Creates and configures a NetFlow export destination
Sets globla parameters for NetFlow export

Deletes a NetFlow export destination

Restores Netflow export global default settings

Description

Define the single NetFlow export destination’s interface, destination IP
address and UDP port number for NetFlow.

Define NetFlow events based on event type

Define values for active refresh-interval, delay flow-create and template
timeout-rate.

2545 4\ 48 40 853 FlexConfig S B EEFMC £ BR BNSEL,

F 1R E Netflowty AN RS,

ERETESH , FEMEINR> FlexConfig >X AN R, HmiEnetflow_Destinationt R, EXZEE

ERBMUTHIRE NI, REEOBWN,

B FrIPH#b 3t R O .

FEHEE RSP , #ORIDMZ , NetFlowli 25 IPih it 59 10.20.20.1,UDP#% 0 12055,



Edit Text Object @

Name:
Description:
Variable Type Count
Multiple 3 =
1 DMZ

2 10.20.20.1
3 2055

X : EAnetflow_Event_TypesFnetflow_ParameterskI R IA{E.

=% BREY BHRIERNRACE S ERE,

EEFMCLEAIEY BiIFRISIEK |, 55 M ZE Objects > Object Management MK ET | HREFIER
R IR, Sth Ry BirRSIR.

IEENameF &, EAXRRFIGH , ¥ Nflow_export_acl, #ir Add #BHl. B EiHFEIEH% B LATE

=1
%}E;ﬁ:io

EARGIF , MEH10.10.10.1EHEM B K9 A9 R E AR E41172.16.0.20M1192.168.1.20 2 [H KI5t
BIOWHR, SREMHEMRE,



Edit Extended Access List Object [+]

Name

[ how, export_aci |

Entries (3)

Sequence Action Source Source Port Destination Destination Port

1 @Elock 10.10.101 Any Any Any VR 1
2 @Block 172.16.0.20 Any 192.168.1.20 Any Ve |
3 S Allow Any Any Any Any s u

Allow Overrides

¥ =% : BliEFlexConfigf R,

Efii EFlexConfigh & , ESMEIFR > FlexConfig > FlexConfighi & , A5 2 H %R IFlexConfight
Rz,

EMFRRFENHS HNetFlowSEHRIRERRE, ERROP , NROEHN

flow_export_class,

EFELST2PGIEMIGRIZIR, $dinsert > Insert Policy Object > Extended ACL Object , 37 Bl &
Mo ARE , RHAAdRM, EAXRTRAIH , TEMNBAMNflow_export_acl, Click Save.



Insert Extended Access List Object Variable ®

Variable Name:

‘ flow_export_acl ‘

Description:
Available Objects C' Selected Object
‘ Q_ Search D4 ‘ flow_export_acl v

flow_export_acl

EANMZEQFERPRNGEEREEIT , FHEmatch access-listit BTHEESUBNENNETE
($flow_export_acl.).

FER, $HSULRBENTX, XA TENREBRRECZE.

class-map fl ow export_cl ass
mat ch access-list $flow export_acl

SR # TSave,




Edit FlexConfig Object @
Name:
flow_export_class

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert - Deployment: Everytime Type: Append

class-map flow export class
match access-list Sflow export acl|

¥ Variables
Name Dimension Default Value Property ) Override Description
(Type:Name)
low_export_class SINGLE low_export_acl EXD_ACL:A...

.l\-“\ ne l-.: | m

F ML : BlENetflow B #r

Efi ENetflow B #5 , 5 S EIFR > FlexConfig > FlexConfighi R H #ZNetflowHt 1738, EHFIIR
Netflow_Add_Destination, R%i{¥ @2 Netflow_Add_Destination_Copy.,

DEESRIFOZERNR, TUGEFRBMRE SRS LRENATEE LK,
EARHIR | RAAZLBRE ( 2RERE ) F

## destination: interface_naneif destination_ip udp_port
## event-types: any subset of {all, flowcreate, flowdenied, flowteardown, flow update}
flow
export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.
get (2)
policy-map gl obal _policy
cl ass flow export_class
#f oreach ( $event _type in $netflow Event _Types )
fl ow export event-type $event _type destinati on $netflow Destination.get(1)
#end

TG £ T Save.



Edit FlexConfig Object (7]

Name:

| Netflow_Add Destination_Copy

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.
Insert » Deployment: Once v | Type: | Append v

fi# destination: interface nameif destination ip udp port

#4 event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

export destination S$netflow Destination.get(0) Snetflow Destination.get (1) Snetflow Destination.get(2)

A A I e R AT AR A A R b-Arin

policy-map global pOI_J_cy ----------------------------------------
class flow export class
f#foreach ( $event type in $netflow Event Types )

#end
v Variables
Name Dimension Default Value r;sg:ﬁime} Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:. false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

$EHE : FFlexConfigiRBE 2 BLEIFTD

S 2i& % (Devices)> FlexConfig 812 — NEiKEE ( BRIFELE MR AN EMARCIRH 28
“BE—FTD) . EAXRRHIF , BEIEFlexConfig. 4miEFlexConfigtRbg H kR E L ST APGIZEHN
FlexConfig®t R

EARBIF |, FERABIANetflowE HS ¥ , EittitENetflow_Set Parameters. RIEFEENHIE.



FI EXCDI“Iﬁg pOlECy You have unsaved changes [

e

Enter Description

“a Selected Prepend FlexConfigs
Available FlexConfig C FlexCanfig Object

netflow b4

L Mame Dascription

~ User Defined

LA,
N

7 Metfiow_Delete_Destination_Copy
«f Metflow_export_Copy
"8 Netflow_Set_Parameters_Copy
* Systam Dafined
"B Metfiow_Add_Destination =7 Selected Append FlexConfigs
«f Netfiow_Clear_Parameters

L] MName Dascription
o2 Metfiow_Delete_Destination

[ oo sormrens [

2 Netflow_Add_Destination_Copy Create and configure a MetFlow export destination.
3 Netflow_Set_Parameters Set global parameters for NetFlow export,
How To

Palicy Assignments (1)

XN TEEAMEREMEECRSERE , BUUNSR2EISRABE , HERAMENR

HINetFlowst R,

FIexConﬁgPoIicy You have unsaved changes Config

Enter Description

"% Selected Prepend FlexConfigs
Avallable FlexConfig C

netflow X

L MName

* User Defined
"8 Netflow_Add_Destination_Copy
=7 Netflow_Delete_Destination_Cogpy
o Metflow_export_Copy
"8 Metfiow_Set_Parameters_Copy

" System Defined

«ff Metflow_Clear_Parameters

L MName Description
o Metflow_Delete_Destination
= 1 Netflow_Set_Parameters Set global parameters for NetFlow export.
% Natflow_Set_Parametars
2 Metflow_sdd_Destination Create and confgure a NetFlow export destination.
[ ]

Palicy As ments (1)

EE  AME=/MNSELKER , MERENetFlowBiEZ, EHE1L5H |, WN4NEE IR

2 —/MNetflowl EE85 1P 31t ,



Edit Text Object @

Name:

Description:

Variable Type Count
Multiple 4 3
1 DMZ
2 10.20.20.1
3 2055
4 10.20.20.1

EEALH | RINEET : flow-export destination
$netflow_Destination.get(0)$netflow_Destination.get(1)$netflow_Destination.get(2)

R A% R AV B $netfllow_Destination.get. #EARHIH , ZFR{EHR3, Hl :

flow

export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.
get (2)

flow

export destination $netfl ow Destination.get(0) $netflow Destination.get(3) $netflow Destination.
get (2)

WA | BB TH RIS =N Enetflow_Destination.get: flow-export event-type $event_type
destination $netflow_Destination.get(1). %0 :

fl ow export event-
type $event _type destination $netflow Destination.get(1l) $netflow Destination.get(3)

MTEAmRRELER



Edit FlexConfig Object

Name:
Netflow_Add_Destination_Copy |

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert » ‘ Deployment: | Once v | Type: | Append v

## destination: interface nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

policy-map global policy
class flow export class
#foreach { Sevent_type in $netflow_Event_ Types )
flow-export event-
type $event type destination $netflow Destination.get(1)$netflow Destination.get(3)

fend
¥ Variables
Name Dimension Default Value ?;S::E‘;me: Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:... false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

Cancel

Rrir

AJ LAfEFlexConfig R B K IENetFlowEl B, EM KA E , 5% tPreview Config, EFFTDH KK
BE.



Preview FlexConfig @

Select Device:

FTD-b
exit
INTERFACE_END

H#HitHFlex-config Appended CLI #H#
class-map flow_export_class
match access-list flow_export_acl

flow-export destination DMZ 10.20.20.1 2055
policy-map global_policy
class flow_export_class
flow-export event-type all destination 10.20.20.1

flow-export active refresh-interval 1
no flow-export delay flow-create 1
flow-export template timeout-rate 30

B Z £/ FR(SSH)HRIFTD , H @S system support diagnostic-cliHZ1TATH S :

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press '"Crl+a then d to detach.
Type help or '"?' for a list of avail abl e commands.

firepower# show access-1ist flow export_acl

access-list flow export_acl; 3 elenents; name hash: Oxe30f ladf

access-list flow export_acl line 1 extended deny object-group ProxySG Ext endedACL_34359742097
obj ect 10.10.10.1 any (hitcnt=0) 0x8edff419

access-list flow export_acl line 1 extended deny ip host 10.10.10.1 any (hitcnt=0) 0x3d4f23a4
access-1ist flow export_acl line 2 extended deny object-group ProxySG Ext endedACL_34359742101
obj ect 172.16.0.20 object 192.168.1.20 (hitcnt=0) OxOec22ecf

access-list flow export_acl line 2 extended deny ip host 172.16.0.20 host 192.168.1.20
(hitcnt=0) 0Ox134aaeea

access-list flow export_acl line 3 extended pernmit object-group ProxySG Ext endedACL_30064776111
any any (hitcnt=0) 0x3726277e

access-list flow export_acl line 3 extended pernit ip any any (hitcnt=0) O0x759f5ecf

firepower# sh running-config class-map fl ow _export_cl ass
class-map fl ow export_cl ass
mat ch access-list flow export_acl

firepower# show runni ng-config policy-map

1

policy-map type inspect dns preset_dns_map

paraneters

message- | ength maxi mum client auto

message- | engt h maxi mum 512

no tcp-inspection

policy-map type inspect ip-options UM STATI C | P_OPTI ONS_MAP




paraneters

eool action allow

nop action allow

router-alert action allow

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect icnp

nspect icnp error

nspect i p-options UM STATI C_| P_OPTI ONS_MAP
nspect snnp

cl ass fl ow _export_cl ass

fl ow export event-type all destination 10.20.20.1
class cl ass-default

set connection advanced-options UM STATI C_TCP_NAP

firepower# show running-config | include flow

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742097 obj ect
10. 10.10.1 any

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742101 obj ect
172.16. 0. 20 object 192.168.1.20

access-1ist flow export_acl extended pernit object-group ProxySG Ext endedACL_30064776111 any any
fl ow export destination DVZ 10.20.20.1 2055

class-map fl ow _export_cl ass

mat ch access-list flow export_acl

class fl ow export_cl ass

fl ow export event-type all destination 10.20.20.1
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