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P ) RERBERBNEBRG L,
BT RETHHERAIXHASAKELE :

ASA Version 9.3(2)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFhbNI dI . 2KYQU encrypt ed

nanmes
|

!--- This is the configuration for the outside interface.

1
interface G gabitEthernet0/0

namei f out si de

security-level O

i p address 203.0.113.2 255.255.255.0

!--- This is the configuration for the inside interface.

|

interface G gabitEthernet0/1
namei f inside

security-level 100

ip address 192.168.0.1 255.255.255.0
!

boot system di sk0:/asa932-snp-k8. bin

!--- This creates an object called OBJ_GENERIC ALL.

!--- Any host IP address that does not already match another configured
I--- object will get PAT to the outside interface IP address

!-—- on the ASA (or 10.1.5.1), for Internet-bound traffic.

object network OBJ GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

1

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1

route outside 0.0.0.0 0.0.0.0 203.0.113.1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record DfltAccessPolicy

http server enable

http 192.168. 0.0 255.255.254.0 inside

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart
crypto i psec security-association lifetime seconds 28800

crypto i psec security-association lifetime kil obytes 4608000

tel net tinmeout 5

ssh timeout 5

consol e timeout O

t hr eat - det ecti on basi c-t hreat

threat-detection statistics access-|ist



no threat-detection statistics tcp-intercept
1

cl ass-map inspection_default

mat ch defaul t-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

message- |l ength maxi mum client auto
message- | engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

inspect rtsp

i nspect esntp

i nspect sql net

i nspect ski nny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

inspect tftp

i nspect ip-options

1

servi ce-policy global _policy global
pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f

end

ARFRBEYCER PAT RIS BRI S

MRFLEABENHZ NN AR TR | BER RO U ERIR(PAT), REEHNPATEEZ
—IFEHRRAERNEEN , FHEERRASEOIP, XRISPRMEN AHEAIPI HEREIH DK

( AR —1 ) N EAWEBEPATEE,

EATASENEIPATHRIAME , BEBMA TSR

1. & E Configuration > Firewall > NAT Rules , ##Add , RAJ5%ENetwork Object A HL & zh 75

NATHLI :

[-_:—’] Monitoring | G save (¥ Refresh O Back | )

2 ves

g Configuration = Firewall > NAT Rules

"Metwork Object” MAT (Mo rules)

O

% add - @ = W + 4 BB -q
Match Criteria: Driginal Packet '
Source Intf Dest Intf Source

- Addresses ] Services ]

Addresses

% add ~|[F Edit [ Delete @ Where Used Q Not Used

im Metwork Chject. ..
{58%  Mebwork Object Group...

=l Mebwork Objects
@ any

@ any4

2. BEZFEHSPATHME/ENSEE. EAPF , SREEMAEAIBFMN, X TEUXM S

MVBETN L NESIEE



B= Add Network Object

MName: OB]_GEMERIC _ALL

Tvpe: MNetwork, w

IP Yersion: (#1IPvd () IPvE

IP Address: 0.0.0.0

Metmask: 0.0.0.0 v

Description:

MNAT >
| Ik | | Cancel | | Help |

3. BHINAT , & NE s b ut HRANEEAE | WAZE , HRRCERO M ET | JUE
CRBRBRAREA, IRETERSEE  CREPEEEMEENXNR , flmAsED



F= Add Network Object

Twpe:

Translated addr:

Add Aukomatic Address Translation Rules

Crvnamic PAT (Hide)

Mame: QE]_GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 W
Description:

MAT =

aukside

PAT Paoal Translated Address:

Faound Rabin

[ ] Use IPwé For interface PAT

Use one-to-one address translation

Advanced.,.

Fall through to inkerface PATdest inkf):

Translate TCP and UDP ports inka flak range 1024-85535

Extend PAT uniqueness to per destination instead of per interface

Include range 1-1023

| o

| | Cancel

Help

4. BHAdvanced LA RIRFEOMBFRED -




E= Advanced NAT Settings @

[ ] Translate DNS replies For rule

Interface
Source Interface: v
Destination Interface: | outside W

| ] 4 | | Cancel | | Help |

5. 85FHOK , AFREHApplyANAER. TG , BENRZLIRREEER(ASDM)E RNATH N

BMnnimuHBSwa Q refresh| Q) ack () D e

8  Configuration = Firewall > NAT Rules o
& Add » [ cdic [ Ocle 4 4 Y W - QFnd EiDagram B
Match Criteria: Original Packet Action: Translated P
Source Inkf Dest Intf Source Destination Service Source De

B “Metwork Object” MAT (Rule 1)

1 inside outside [ OBI_GENER.., & any @ any Bl outside (P) O

B H3 B EE

LU R HERBAVELE :

Bui | di ng configuration...

Current configuration:

!

version 12.4

servi ce tinestanps debug uptine
service tinestanps |og uptinme
no service password-encryption




1
host nanme Router B

1

!

usernane cisco password O cisco
1

ip subnet-zero
i p domai n-nane ci sco.com
1

isdn voice-call-failure O
1

!

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast

!

interface Ethernet0/1

!--- This assigns an IP address to the ASA-facing Ethernet interface.

ip address 192.168.0.254 255.255.255.0
no ip directed-broadcast

ip classless

!--- This route instructs the inside router to forward all of the
!'-—- non-local packets to the ASA.

ip route 0.0.0.0 0.0.0.0 192.168.0.1
no ip http server

1

!

line con O
exec-timeout 0 O
length O

transport input none
line aux O

line vty 0 4
password ww

I ogin

!

end

KriF

B Webi H B EIHTTPIFRIMY , URIIRERS

Y/

IE¥ T,

I RBIEREE TIPH s 198.51.100. 1000936 R BNRIERER T , ASA CLILAIAFRINA TR A
RENE L,

e

# Ashow connection addressy 5 LA B iFE 32



ASA(config)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51. 100. 100: 80 inside 192.168.1.5:58799, idle 0:00:06, bytes 937,
flags U O

ASARIRASB K& |, FHEARBAWebRSRMREREBE IR XiE , RN ESH RIEEER P
TR, TEAFEZENRETESH A , MARBIEDRESIFRACL)MELE,

[t

EEEMWRET , ASED ENEFKRC L5802 0 LR EH 198.51.100.100 B TiE#E, IMiE
BEEBE TCP LK , MAEZEM 6 ¥, EEIFCRAMIER SRS

AR BXREERSNFAEE | 5SS FASA TCPEERE(EEE I M E)CiscoX .

TP B BR

ERAT P B E B HFREE R

REAE

W Ashow login TIAEFRGEHE -

ASA(config)# show log | in 192.168.1.5

Apr 27 2014 11:31:23: Y%ASA-6-305011: Built dynamic TCP translation fromi nside:
192.168. 1.5/ 58799 to outside: 203. 0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100. 100/ 80) to inside:192.168.1.5/58799 (203.0.113.2/58799)

HIEEZTHE , ASABABRXERREES. REATEREE , REATHARTIFE. W
HERTHEFERREEREINHINRE A

HEYRREIH  BFREERTHANREAE, F—IMRETHAEBERLERNALTHE ; BEmMS
, RBATCPEIR(PAT), TRERREMAEEOAH BN EONNRIPHIENED | UKk EHR
JERIPHbyE Ruw O,

B-NBARIERERY , HABECEEERERPANZEF RERSHFZENBEREBCET —FKiER
o MRMHAXEFEEBENEILIERSS K KFELHEMRZME LT EZNCIR ( HRRHEHATENE

BEfER ) , M XETIXEREREBMEENAS, Rk , EQEREEFRELNRERNSMAELL
B EENRARBRNET.

RSB ERER

W A LA T 855 LAUB BPacket TracerZh g :

ASA(confi g)# packet-tracer input inside tcp 192.168.1.5 1234 198.51.100.100 80

--Qritted--


//www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASA_EHIPacket TracerBhBE R IFRIEEERIKIED , AEFEMABELEREN THRNAE SR,
REMINEE, EAKIE , ABWERAANABI K& HERE , HERZSERELNRE
o EEEM ARG , BRAVER Packet Tracer SRIELVF A T HIRAFHERE S -

- BEBIRaEERERED,

- FEANMPILRTCP,

. BB P ik 192.168.1.5,

- BPIRAERBIRO12340RE,

- RENBHNMER IP ik 198.51.100.100 KBRS 5.

- MEIKZETHwO 80,

BEE DR RERASIED, XEHPacket Traceri&itE K. Z T EAHEBE T #H A
ML EXRERERZS | SENARTEHEHE. NBMEOBFES,

7R : BXPacket TracerIhBEMVIFHME R |, {55 R Cisco ASA 5500 R FIE EER ( € FHCLI,
8.47#18.6 ) #yPacket TracerfRIZHIRETE 4 -

S

WAL T T AN AHR

ASA# capture capin interface inside match tcp host 192.168.1.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 192.168.1.5.58799 > 198. 51. 100. 100. 80: S 780523448
780523448(0) win 8192 <nmss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 192.168.1.5.58799: S 2123396067
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCOK, nop, wscal e 8>
3: 11:31:23.712884 192.168.1.5.58799 > 198.51.100. 100. 80: . ack 2123396068
win 32768

ASA#show capture capout

3 packets captured


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629:
95714629(0) ack 1633080466 wi n 8192 <nmss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
Wi n 32768/ pre>

ASABRF K IET AR BEASBEFEZEONTRE. WHERDEFEHE  RACTUABIEIARER
BEEREFB AL, E—NREERT ERASFIAERED L9 58 & B 5 capinflcapouthy 7 N
3Ro capturein GEAmatch kBT , Zx<BF AT EREECERRNRE.

3 F capin #HIK R , RREEBREStcpE#1192.168.1.5F#1198.51.100. 100 BRI R ZFEOD (A
OO0 ) EFEFNRE, BRAER , ERRRENEATCPREMNEN. 192.168.1.5ZIE
198.51.100.100 , R 2 " #R. £/ match XBF AU A ERAHRTE. NATEOENH
capturein 55| AN ZBE AP | F 9B AKIEXNZE P iRIPH R ITPAT, PRAAERAIF AN 1%
B IP bt (TR R, Hik , REIPFER any XRBFRIERFTE TS ZZFTEHRY IP i
ik,

BERIRE , B RBRENER | RS MAshow capture<capture_name>tn 1 24 Z B 753R
o EARBIF  BUUBAEFIREBEZIRSS  X—SERRPEINTCP=REFHFTR,

HXRfER

. Cisco BEEN TR IR R EEE

. Cisco ASA 5500-X%& 5 T — 1R B X i

- WRFRE(RFC)

. Cisco ASARFICLIEE#EES . 9.0 - Configuring StaticFlDefault Routes

- BRI FF Cisco Systems
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