FRAZSRMEMRFNIOSERE LWLDAPE B R H

AN B I FECisco 10S®k i E AR ER B FiG R (LDAP) & B IE |, H B IAR XS 7]
7 4% F(RDN)M 2 I B (CN)E 2 sAMAccountName,

FEREH

ER
AXESFEEAREHER,
{E A

AP IEBEETIZ1TCisco IOSEHMA15.080 F & iR A#Y Cisco I0SIR & -

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
(A RE. MREEANREXINGE , BTHALEL T HMAGSHEERE,

41|

BXRXEANGFMES , BS5H Cisco HARERAN,



http://technet.microsoft.com/en-us/library/cc776019%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc776019%28WS.10%29.aspx
/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

B A B

RZEHEBLDAPHA F HIMicrosoft Active Directory(AD)EB & ERDNE X ssAMAccountName, il
B 5 AR IE (auth-proxy) Fl BIER Z£1% % (ASA) AEVPNE Fim L% , MTEE LAAARS
B3 0Y E N AD RS 85 K BV 5 1 Aldap-naming-attribute@n &8 , XBEZ#WIEE., B2 , #£Cisco
IOSE M |, XFMIEEMA AT A, BRIABERT , Cisco IOSHA4FERAADFHCNEHEHRITAF B
SMRIE, Hln , AP EADH 812 H John Fernandes , BE A FIDEAME R jfern. BRINER T

, Cisco IOSE R ECNE, B , Z#H-KEJohn FernandesYFHF & B HRIE , AR Ejfernty
sAMAccountName E#1T 5B 8E, 1 T #@FICisco IOSE 4 MsAMAccountNamelg M EK EH F
B, BEADSEMERS , AR AR,

FRIRIT R

B ACisco I0SIRE R X HFHIX LERDNIE R 7 3% , (BETLAFECisco |0SE 4 A B A58 MR T LASE
DEBLER, MR Cisco 0SSk L Ashow Idap attribute® < , BN BEILLTHE :

LDAPE #£ B |AAARKE
airespaceBwDataBurst B bsn- data-bandwidth-

Contract burst-contr
userPassword FREB | BHE
airespaceBwRealBurst B bsn-realtime-bandwidth-
Contract burst-c

employeeType FRBE | RTRE

airespaceServiceType |32 |BRFEHR
airespaceACLName | ZFfF& |bsn-acl-name

priv-Ivl 58 | priv-vi
memberOf §f$ BERAH
cn FHE | AFS
airespaceDSCP 5P |bsn-dscp
policyTag FHFE |tag-name

airespaceQOSLevel 5 |bsn-qos-level
airespace8021PType | %P |bsn-8021p-type
airespaceBwRealAveC fep bsn-realtime-bandwidth-

ontract average
airespaceVianinterface FAFE | bsn-vlan-interface-name
Name

airespaceVapld 5 |bsn-wlan-id
airespaceBwDataAveC B bsn-data-bandwidth-
ontract average-con
sAMAccountName FHF&E |sam-account-name
meetingContactlnfo FRB | BRERE

BiE5E FRB |BiESHE

MBREE RBEMHFTAEE , Cisco IOSM L1 1R]1% % (NAD)fE F LB MRS #E1T B 43 1 UE 15 R A
AR, EZA L, Cisco IOSIRE FHIBIASLDAPE RPN EIZIT, RAFWR , BN WS AL



BTRRET , M E1ELDAPIE R & IE H A8 AR &Y, ﬂﬂ%&ﬁﬁcﬂﬂi}*mxﬂﬁ MRS ( NAD LRV E A
LDAPEE%) HERREHEN , BFEIATEREE

*Jul 24 11:04:50.568: LDAP: Check the default map for aaa type=username
*Jul 24 11:04:50.568: LDAP: Ldap Search Reqg sent

1d 1054176200

base dn DC=csco,DC=com

scope 2

filter (&(objectclass=*) (cn=xyz))ldap_req encode

put_filter " (&(objectclass=person) (cn=xyz))"

put_filter: AND

put_filter_list " (objectclass=person) (cn=xyz)"

put_filter " (objectclass=person)"

put_filter: simple

put_filter " (cn=xyz)"

put_filter: simple

Doing socket write

*Jul 24 11:04:50.568: LDAP: LDAP search request sent successfully (reqgid:13)

EE R T R HEF E A FAsAMAccountNameB TR BRI |, B AldapEERFE AP R
MU RS ARE MRS

ldap attribute map username
map type sAMAccountName username

EN BB E | @ AR %8R 5 <dynamic-attribute-map-name>t5 5, J5 It /& 14 R 53 Bk 53 B Fir ik
AAABR S 834H (aaa-server),

X AT ELEANHRRE , ©IEXCisco Bug ID CSCtrd5874(UEME ), MBLHEILIBRIER |, A
PR IR B EEEANLDAPIRS SR E  HEF EHE P —LERIAMRE AR BiZ4E E RS 351
BArE.

EE

RE D RHUB R WAE B AR FTRHEENE R
AR FRABTERT B(RIMES)TRMEXATHEANGTHEAER.

i i 7 )
AXEAUTEE

- RS T UAE USRI RS

ldap attribute map

map type sAMAccountName username

- BT S UE LAAARRSS 2R 4E

aaa group server ldap


https://tools.cisco.com/bugsearch/bug/CSCtr45874
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

server

CHRAUT RS UEN RS
ldap server

ipv4d
attribute map

bind authentication root-dn password

base-dn

CRALGTUENLEERNSHRIESESIX

aaa authentication login group

ADTEH

ERER WL TS HEFHON) , BEADGSERETHANTES2—

dsquery user -name userl

CE)

dsquery user -samid userl

SR EERIG user’ RENRFZ X THE, BoTHUERAENRERTHRMER User” , A
PRI & HFATEDN.

EZCENMNAFNFRERY  FEADB TR RF THAN TGS ¢

dsquery * -filter " (&(objectCategory=Person) (sAMAccountName=username))" -attr *

BERS

ELDAPEEH , ARMTERRERME , ABWMITHERE. MITHERERRN , MRELRREF
REZBEME , WA LELDAPE FinAMITEBRIE , F ALFFINPERE, MRKELER
BEM , WHREAUMITHERE, HEENTERRESEBRTHERER , Z—MBE , 4
RF# (CNE ) BN EARDNE |, #BRERFREIWDNTTHEMFDN , mFRFADN.

i fFauthentication bind-firstin T SAFEXNRE—BEAR , Tl —LRE , AFEEMH
MENMNEBESLAEETR, Hlan , MREALMEE , NOEESHRIIZHFERRN



ldap server ss-1ldap

ipvd 192.168.1.3

attribute map ad-map

transport port 3268

bind authenticate root-dn CN=abcd, OU=Employees, OU=gwrt Users,DC=gwrt, DC=com
password blabla

base-dn DC=gwrt, DC=com

authentication bind-first

ldap attribute-map ad-map

map type sAMAccountName username

At , &35 E Z“Invalid credentials , result code =49 H B, BEBEENELUTFUTRHE :

22

Oct 4 13:03:08.503: LDAP: LDAP: Queuing AAA request 0 for processing

Oct 4 13:03:08.503: LDAP: Received queue event, new AAA request

Oct 4 13:03:08.503: LDAP: LDAP authentication request

Oct 4 13:03:08.503: LDAP: Attempting first next available LDAP server

Oct 4 13:03:08.503: LDAP: Got next LDAP server :ss-1ldap

Oct 4 13:03:08.503: LDAP: First Task: Send bind reg

Oct 4 13:03:08.503: LDAP: Authentication policy: bind-first

Oct 4 13:03:08.503: LDAP: Dynamic map configured

Oct 4 13:03:08.503: LDAP: Dynamic map found for aaa type=username

Oct 4 13:03:08.503: LDAP: Bind: User-DN=sAMAccountName=abcd, DC=qwrt, DC=com

ldap_reqg encode
Doing socket write

Oct 4 13:03:08.503: LDAP: LDAP bind request sent successfully (reqgid=36)
Oct 4 13:03:08.503: LDAP: Sent the LDAP request to server

Oct 4 13:03:08.951: LDAP: Received socket event

Oct 4 13:03:08.951: LDAP: Checking the conn status

Oct 4 13:03:08.951: LDAP: Socket read event socket=0

Oct 4 13:03:08.951: LDAP: Found socket ctx

Oct 4 13:03:08.951: LDAP: Receive event: read=1l, errno=9 (Bad file number)

Oct 4 13:03:08.951: LDAP: Passing the client ctx=314BA6ECldap_result

waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd wait (select)

ldap_read_activity lc 0x296EA104

Doing socket read

LDAP-TCP:Bytes read = 109

ldap_match_request succeeded for msgid 36 h 0

changing lr 0x300519E0 to COMPLETE as no continuations

removing request 0x300519E0 from list as 1m 0x296C5170 all 0

ldap_msgfree

ldap_msgfree

Oct 4 13:03:08.951: LDAP:LDAP Messages to be processed: 1

Oct 4 13:03:08.951: LDAP: LDAP Message type: 97

Oct 4 13:03:08.951: LDAP: Got ldap transaction context from regid
36ldap_parse_result

Oct 4 13:03:08.951: LDAP: resultCode: 49 (Invalid credentials)

Oct 4 13:03:08.951: LDAP: Received Bind Responseldap_parse_result
ldap_err2string

Oct 4 13:03:08.951: LDAP: Ldap Result Msg: FAILED:Invalid credentials,
Result code =49

Oct 4 13:03:08.951: LDAP: LDAP Bind operation result : failed

Oct 4 13:03:08.951: LDAP: Restoring root bind status of the connection

Oct 4 13:03:08.951: LDAP: Performing Root-Dn bind operationldap_req encode

Doing socket write

Oct 4 13:03:08.951: LDAP: Root Bind on CN=abcd,DC=gwrt,DC=com

initiated.ldap_msgfree

Oct 4 13:03:08.951: LDAP: Closing transaction and reporting error to AAA

Oct 4 13:03:08.951: LDAP: Transaction context removed from list [ldap reqid=36]

Oct 4 13:03:08.951: LDAP: Notifying AAA: REQUEST FAILED

Oct 4 13:03:08.951: LDAP: Received socket event



Oct 4 13:03:09.491: LDAP: Received socket event

Oct 4 13:03:09.491: LDAP: Checking the conn status

Oct 4 13:03:09.491: LDAP: Socket read event socket=0

Oct 4 13:03:09.491: LDAP: Found socket ctx

Oct 4 13:03:09.495: LDAP: Receive event: read=1l, errno=9 (Bad file number)

Oct 4 13:03:09.495: LDAP: Passing the client ctx=314BA6ECldap_result

waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd_wait (select)

ldap_read_activity lc 0x296EA104

Doing socket read

LDAP-TCP:Bytes read= 22

ldap_match_request succeeded for msgid 37 h 0

changing lr 0x300519E0 to COMPLETE as no continuations

removing request 0x300519E0 from list as 1m 0x296C5170 all 0

ldap_msgfree

ldap_msgfree

Oct 4 13:03:09.495: LDAP: LDAP Messages to be processed: 1

Oct 4 13:03:09.495: LDAP: LDAP Message type: 97

Oct 4 13:03:09.495: LDAP: Got ldap transaction context from regid
371dap_parse_result

Oct 4 13:03:09.495: LDAP: resultCode: 0 (Success)P: Received Bind
Response

Oct 4 13:03:09.495: LDAP: Received Root Bind Response ldap_parse_result

Oct 4 13:03:09.495: LDAP: Ldap Result Msg: SUCCESS, Result code =0

Oct 4 13:03:09.495: LDAP: Root DN bind Successful on:CN=abcd,DC=gwrt,DC=com

Oct 4 13:03:09.495: LDAP: Transaction context removed from list [ldap reqgid=37]

ldap_msgfree

ldap_result

waitdmsg (timeout 0 sec, 1 usec)

ldap_select_fd_wait (select)

ldap_err2string

Oct 4 13:03:09.495: LDAP: Finished processing ldap msg, Result:Success

Oct 4 13:03:09.495: LDAP: Received socket event

RHE RNTIEREORIIBABHENRZ, 0RMLRE E & #i Brauthentication bind-firstii ©
 ENIERIE,

1riur
ERARHH THNRBESE

®
T HERERF (RN
H 24

) (OIT) F#HEFE L show & H. A OIT JEEFEXT show an 5

- show Idap attributes
- show Idap server all

v { £33
A5 R AL 1S B T A T X A T B
i P HEBR G5

DTRHERERF ((REMAF, ) (OIT) XFELE show &%, EA OIT JEEXN show v H
24

AR : EfERAdebugis T2 Bl . BZHBEXDebugin THERRES.



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

- debug Idap all

- debug Idap event

- debug aaa authentication
- debug aaa authorization

HXER

- AAA LDAPE B #EECisco IOSKEZA15.1MT
. ASA 8.0 : 5 WebVPN AFECE LDAP B2 181iE
- BARFZEFERH, - Cisco Systems



http://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_ldap/configuration/15-1mt/sec-usr-ldap-15-1mt-book.pdf?referring_site=bodynav
/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/98625-asa-ldap-authentication.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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