TR 85 /R iEimsi-auth [£AL2TP APNH
msisdn-authft &

H %

kN

B & : msisdn-authFimsi-auth APNELEEIME SR FL2TPHAPNMIEE ( 3EBEE ) &R
RRF R

fasr

AR B E A B D% iEimsi-auths & 9% IEmsisdn-authBE B2 TIL2TP APNI T L 8,

B : msisdn-authMimsi-auth APNE B EBETFL2TPH
APNWIRE (JEBHE ) &8

BAXH (F19R ) ME
imsi-auth -EC EAPNSARE T EEFRB 3 A A FRA(IMS) =X AP R T & BRI,

msisdn-auth — IZB SR ER MR , BEAPNUE THB I MERER RS HFME
(MSISDN)S B ==X A P#1T & 08Ik,

e & 7=l

apn ecs-apn
i ms-aut h-service | MBA

dns primary 192.168.1.128

dns secondary 192.168.1. 129

ip access-group CSS ACL in

ip access-group CSS_ACL out

authentication imsi-auth username-strip-apn prefer-chap-pco <<<K<KLLLLLLLLLLLLLLLLLLLLLKLKL

ip context-nane G

tunnel |2tp peer-address 2.2.2.2 encrypted secret
+A3oxne9dnnyqnuzl6dddqucweqz92p2hi 4t 8z21nx3hmmmpcgvh4i da preference 1 <<<<<<<<KKKLKLKLKLKLLKLKLKLLLLLLLLKL
tunnel |2tp peer-address 3.3.3.3 encrypted secret

+A2dbz9j oxaj mv80j xnr 5aycl 1ka2s6nznu7s2bt e3nnz4o2hgkgxn preference 2 <<<<<<<<<K<KLKLKLKLKLKLKLKLKLLKLKLKLLLLKL
| oadbal ance-tunnel -peers prioritized <<<<<KKKLLILILILLLILLLLLLLLLLLLKL

exit

| ac-servi ce LAG SVC <<<<<<<<LLL<<<LLLLLLL<<<<

nmax-retransm ssion 1

retransm ssi on-ti neout-nmax 1

| oad- bal ancing prioritized

al | ow aaa- assi gned- host nane

keepal i ve-i nterval 30

peer-lns 2.2.2.2 encrypted secret +A2q4fv7h5tunla06vc2wbl k9l 7k3ma98nyr enkewl552c2vosy2hl



peer-1ns 3.3.3.3 encrypted secret +Alégnydsddbqgx3okh7l n6j rwxz3s3u3l zvzo5bz0ccc0ztrOcvsh
bind address 1.1.1.1
#exi t

T AR , MENETL2TPHAPNEE T LIRSz — , MMXGPRS#FT K/

IR HIEM & (PDN)M % (GGSN/PGW) £ HIMSIZMSISDNESL2TP W 4 AR 55 25 (LNS) # TPPP &
BIIE,

MRAFRB(VE)RRHEAFR | RIUHERIET

Friday April 07 2017

I NBOUND>>>>> 09: 57: 08: 270 Eventi d: 141004( 3)

[ PGW S5/ S2a/ S2b] GTPv2C Rx PDU, from 213. 151. 233. 172: 35664 to 213. 151. 233. 230: 2123 (271)
TEI D: 0x00000000, Message type: EGIP_CREATE SESSI ON REQUEST (0x20)

Sequence Number: 0x317962 (3242338)

GIP HEADER
Ver si on nunber: 2
TEID flag: Present
Pi ggybacki ng fl ag: Not present
Message Length: 0x010B (267)

I NFORVATI ON ELEMENTS

| MBI :
Type: 1 Length: 8 Inst: O
Val ue: 231014450903030
Hex: 0100 0800 3201 4154 9030 30F0

VS| SDN:
Type: 76 Length: 6 Inst: O
Val ue: 421917667546

Hex: 4C00 0600 2491 7166 5764

MOBI LE EQUI PMENT | DENTI TY:
Type: 75 Length: 8 Inst: O
Val ue: 3594050557927001
Hex: 4B00 0800 5349 5050 7529 0710

ACCESS PO NT NAME
Type: 71 Length: 38 Inst: O
Val ue: |tpipsec.corp.test. mc001. ntc231. gprs
Hex: 4700 2600 086C 7470 6970 7365 6304 636F
7270 0474 6573 7406 6D6E 6330 3031 066D
6363 3233 3104 6770 7273

SELECTI ON MODE

Type: 128 Length: 1 Inst: O
Val ue: Ms provided APN, subscr not verified (0x01)



Hex: 8000 0100 01

PDN TYPE:
Type: 99 Length: 1 Inst: O
Val ue: | PV4

Hex: 6300 0100 01

PCO
Type: 78 Length: 32 1Inst: O
Cont ai ner id: 0xC023 (PAP)
Cont ai ner | ength: 0x06 (6)
Cont ai ner content:
Auth-Req(0), Name=, Passwd=
Cont ai ner id: 0x8021 (I|PCP)
Cont ai ner | ength: 0x10 (16)
Cont ai ner content:
Conf-Req(0), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0
Cont ai ner id: 0x000D (| Pv4-DNS- Server)
Cont ai ner | ength: 0x00 (0)
Cont ai ner content:
DNS Address: Request for |Pv4 DNS Address allocation
Hex: 4EO00 2000 80C0 2306 0100 0006 0000 8021
1001 0000 1081 0600 0000 0083 0600 0000
0000 0DOO

(-]

Friday April 07 2017

<<<<QUTBOUND 09: 57: 08: 295 Eventi d: 25001( 0)

PPP Tx PDU (20)

PAP 20: Auth-Reqg(1l), Name=421917667546, Passwd= <-- username is replaced with MSISDN
as the APN is configured with “msisdn-auth”

MRUERE TR , WETHTREER, EXHERT , GGSN/PGWARIETEAPNAE E#Y A 7~
BHNED,
MERBEE

Friday April 07 2017

| NBOUND>>>>> 09: 47: 51: 254 Eventi d: 141004( 3)

[ PGW S5/ S2a/ S2b] GTPv2C Rx PDU, from 213. 151. 233.172: 35824 to 213. 151. 233. 230: 2123 (279)
TEI D: 0x00000000, Message type: EGIP_CREATE SESSI ON REQUEST (0x20)

Sequence Number: 0x5C4AD6C (6049132)

GTP HEADER

Ver si on nunber: 2

TEID flag: Present

Pi ggybacki ng flag: Not present

Message Length: 0x0113 (275)

| NFORVATI ON ELEMENTS

I MBI :

Type: 1 Length: 8 Inst: O

Val ue: 231014450903030

Hex: 0100 0800 3201 4154 9030 30F0

MBI SDN:
Type: 76 Length: 6 Inst: O



Val ue: 421917667546
Hex: 4C00 0600 2491 7166 5764

MOBI LE EQUI PMENT | DENTI TY:

Type: 75 Length: 8 Inst: O

Val ue: 3594050557927001

Hex: 4B00 0800 5349 5050 7529 0710

[--]

PCC

Type: 78 Length: 40 Inst: O

Cont ai ner id: 0xC023 (PAP)

Cont ai ner | ength: OxOE (14)

Cont ai ner content:

Auth-Req(0), Name=null, Passwd=null

Cont ai ner id: 0x8021 (IPCP)

Cont ai ner | ength: 0x10 (16)

Cont ai ner content:

Conf-Req(0), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0
Cont ai ner id: 0x000D (| Pv4-DNS- Server)

Cont ai ner | ength: 0x00 (0)

Cont ai ner content:

DNS Address: Request for | Pv4 DNS Address allocation
Hex: 4EO00 2800 80CO 230E 0100 O0OOE 046E 756C
6C04 6E75 6C6C 8021 1001 0000 1081 0600

0000 0083 0600 0000 0000 0DOO

[.]
Friday April 07 2017
<<<<QUTBOUND 09: 47: 51: 334 Eventi d: 25001(0)

PPP Tx PDU (16)
PAP 16: Auth-Req(l), Name=null, Passwd=null <-- usernane is the sane as in the APN

R R

MERWITH NS RITER,

HEEAADNUEEEDPCO)AF A |, F6EH 5 3 Kifimsi-auth username-strip-apn prefer-
chap-pco(Zkauthentication msisdn-auth username-strip-apn prefer-chap-pco)Et & .

AT R M5 RIFR IR AR (NAL A E EE & /Y L el

1. MREAPNHNE R T WM AP & <1-128 char string> , Nt B ESBEFAEHMEE/IE , H L
PAP/CHAPE R &%,

2. MRUERIEPCORAF /AT , WNUEREZAFB/AT , #A SR AEFRIEH
W (PAP/CHAP)#E R 1 & X FILNS,

3. MBRBMNUELERAF A , NEIANmsisdn/imsi@APNE R i F & EPAP/CHAPE R fr & 3%

o

4. It5\ | tECLI - authentication msisdn/imsi-auth username-strip-apn 7] B FHiIBRAPN |, H/XE
PAP/CHAPE 3R 1 R Emsisdn/imsio



BEE , IREHKIERRadius ( A4 ) 5T , IMSI ( IMSISDN ) RFHZERTUHAE 15 [F 5 RHE

LA FEL2TPHZEH , MR FHRIEHRADIUS ( £LACH ) B , WFREIAF A (IMSI=
MSISDN ) 7£Access-RequestHEH AT , {BELNSHIAuth-ReqH AT L,
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