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L2TP 5B T PPP RN KR, L2TP AR ARRER PPP mi&HmiEM T —fBEAZE , AF
PPP £ QB 0 H XM KXEIFRE, HIZBRHRRENBERTRERE L2TP , XEBERER
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L2TP EA TR R EAESRE

CRBREDEHE  L2TPEI 2 MM EFBENREREAERFHNBEEE., TREFIGEERT&E
IRl EEEE, FUER, SRIRENSFRFER. BFEENEYHIERET LAC R
LNS , MRS ET 5EHEZETHXNRRE KX 7'5%!]?%1&750 ERELRZRAXALEEN
%ﬁ?LLliEjj_/io
- BIEEER  BIEER A THERIZFIL2TPREER PPPHI,
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http://www.cisco.com/c/en/us/support/docs/dial-access/virtual-private-dialup-network-vpdn/23980-
12tp-23980.html

BINEBHEROMAEAT ?

HAEEEA TGCCSNR S LACHR M B E L RAIMNEFIZTHLNSH ZEBEN R AP,
GGSNELBHEEMFRFAREHA T HANFURE , TRERERGRAEUATERE

http://www.cisco.com/c/en/us/support/wireless/asr-5000-series/products-installation-and-
configuration-quides-list.html
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L2TP LACX #

L2TPTER i P PPPEERRE(L NL2TPLIEZ Al , HLACHILNS 2 [RIE L 2TPIEHIPEE, LACHRSS
ETEGCGSNAERMEY , AZBTHIBHRDEMD A IUE EMBIELE, iR RFLACKS
XEZPHA4000R A LHIRE , REASCUENEHE, EENMBEPRZSTAF655351M21E , &
MNREGEA32,000MNP2E & Z AT LAH500,000NL2TP L F,

L2TP LNS3z#F

BB RN E2RRBRENUMERFER(LNS) W RE X ISML2TPEAESSR(LAC) E LA mE L ELL T AN
& (VPN)BRIE 2 18],

L2TPTEfS A P PPPERERZE L NL2TPAEZ AT , ELACKILNS Z BIZ I L2TP#EFIPgE., 81
LNSE Z 0 LA FE 6553512 1E 500,000 2 1F,

LNSZE#EMLTGGSN , MAMEHRNHE  EXEFREATHNERT , ¥ & LN TRARK
MEHRRZ B E Rt D EFHHIL2TPAE,

EXFHEE , HSHPGW/GGSNE B,

FEASRSk LB ABRRHE & EWRSHER

ASR5k ELACHE B R

apn test-apn
accounting-mode none
aaa group AAA
authentication msisdn-auth
ip context-name destination
tunnel 12tp peer-address 1.1.1.1 local-hostname lac_1l2tp

configure

context destination-gi

lac-service 12tp_service
allow called-number value apn
peer-1lns 1.1.1.1 encrypted secret pass
bind address 1.1.1.2

ASR5k LLNSH & B R 6

configure
context destination-gi
lns-service lns-svc
bind address 1.1.1.1
authentication { { [ allow-noauth | chap < pref > | mschap < pref > | | pap < pref > | msid-auth

}

AR : F-IPEO LS Mt TR ERTEBLNSERS. BR , 80 it ReefdEs -4
LNSHRSS. Mtoh , LNSERSZ T ERERSHMARS ( WILACHRS ) MRAvVED,

Cisco 10Si& & ELNSH i i R



XA A {FCisco IOSELEM X IFEE RG] , TRAMHLIR,

LNS &

aaa group server radius AAA
server 2.2.2.2 auth-port 1812 acct-port 1813

ip radius source-interface GigabitEthernet0/1
|

aaa authentication login default local
aaa authentication ppp AAA group AAA
aaa authorization network AAA group AAA
aaa accounting network default
action-type start-stop

group radius

vpdn-group vpdn
accept-dialin

protocol 12tp
virtual-template 10

12tp tunnel password pass

interface Virtual-TemplatelO

ip unnumbered GigabitEthernetO0/1
peer default ip address pool AAA
ppp authentication pap chap AAA
ppp authorization AAA

BEBRI S AR B4

ARG B A BEBR M & P L2TPTunnelDownPeerUnreachable S4B/ — L8/, bbb E
PDSNXHAIRP# T80 , {BEFHGGSN/PGWi# 1T FEHERRET |, SEEHER SRR,

ERIRER |, BIRLACEILNSRELBEAFAE , BN AFEZEMPDSN/HA/GGSN/PGWY B
LIFINSHIBEIPHUEFILNS, INRFEStarOSHIFE L , LNSHMNEE BN IPHIREUPHENE, RTE
HEHMINSE , GlINEZ LI | NIPHitEAINSER], £F—EIT , XaTUEXH 21T H
PEIEERESENMELEETHLACEZIEREME,

EZHREF-NTAFLERN , BECIELAC LNSRRE , RERBERELE , ZRBRERLRIFET

o

HATERENRE —MNRELERE |, ZPBRERNKAH XM, B—LAC-LNSNZF KB AILAETLZAN
BRIE

LT Banmshow 12tp tunnelst i i R , EAGIH , FTEREBMERTX—K : YIEENTEE
LACFILNSHRSS ( TestLACHITestLNS ) , iEEE , LACFILNSBREALLE B 21E , ME LXK
RPEEER B X1E.

[local]1X-PDSN# show 12tp tunnels all | more
| +----State: (C) - Connected (c) - Connecting
(d) - Disconnecting (u) - Unknown



v LocTun ID PeerTun ID Active Sess Peer IPAddress Service Name Uptime

c 30 1 511 214.97.107.28 TestLNS 00603h50m
c 31 56 468 214.97.107.28 TestLNS 00589h31m
c 10 105 81 79.116.237.27 TestLAC 00283h53m
c 29 16 453 79.116.231.27 TestLAC 00521h32m
C 106 218 63 79.116.231.27 TestLAC 00330h10m
c 107 6 464 79.116.237.27 TestLAC 00329h47m
c 30 35 194 214.97.107.28 TestLNS 00596h06m
A BAfE A
show (lac-service | lns-service) name <lac or lns service name>

TR REALACHRS1.1.1.2FILNSIRS ( &4k ) 1.1.1.189L2TPTunnelDownPeerUnreachablef8
B &Y = 451

Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context destination service lac
peer address 1.1.1.1 local address 1.1.1.2

£ Fl 98 S'show snmp trap statisticsIREULL FE Bt & X% ( BEFME S L XAEERITERF ) NIt
B

UBREIR BB R £ RRIFERE(Helo) BB S ARMME , 2RL2TPAEK
L2TPTunnelDownPeerUnreachablef& M. &K@ E 2 LNSKT S48 K 575K B LACH B SRR EE—
J7 18] b B9 4% far R) 2,

REBMRRINEETIER , MRAT@MAEH —-FEE , W2SHERENERENAFERE
( BRXEEHFER ) R,

ERE  RINKREFENS2EXNEIPHiut, F—FPRBRPINGIUREIPERE, NREFEEE , &0
DARZE A1

****THIS IS TO BE RUN CAREFULLY and UPON verification of TAC/BU****

Active logging (exec mode) - logs written to terminal window
logging filter active facility 12tpmgr level debug

logging filter active facility 12tp-control level debug
logging active

To stop logging:

no logging active

Runtime logging (global config mode) - logs saved internally

logging filter runtime facility 12tpmgr level debug
logging filter runtime facility 12tp-control level debug

To view logs:

show logs (and/or check the syslog server if configured)

xE

2tpmgriRERIFERA P RFIRE



I2tp-control R ERPEIE 2 3L :

LAF 2 bt it 89 18 1= /R 451

ARG HTEREN , )HEREREXK

16:34:00.017 [12tpmgr 48140 debug] [7/0/555 <l2tpmgr:1> 12tpmgr_call.c:591] [callid 4144ade2]
[context: destination, contextID: 3] [software internal system] L2TPMgr-1 msid 0000012345
username laclnsuser service <lac> - IPSEC tunnel does not exist

16:34:00.018 [12tp-control 50069 debug] [7/0/555 <12tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_OPEN event L2TPSNX_EVNT_ APP_NEW_SESSION

16:34:00.018 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP(AD)
TIE_BREAKER(0706050403020100) FIRM VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497£f266bd374d427607cd52)

16:34:00.928 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP(AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497£f266bd374d427607cd52)

16:34:02.943 [1l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP(AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497£f266bd374d427607cd52)

16:34:06.870 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP(AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497£f266bd374d427607cd52)

16:34:14.922 [1l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP(AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497£f266bd374d427607cd52)

16:34:22.879 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (38)
12tp: [TLS] (0/0)Ns=1,Nr=0 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(10)

16:34:22.879 [1l2tp-control 50069 debug] [7/0/555 <12tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_WAIT_ TUNNEL_ESTB event L2TPSNX_EVNT_PROTO_TUNNEL_DISCONNECTED

LT RARGHEESE AR/ 5 Lk B & EE R SNMP B

16:34:22 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2

ERARMBTEREN , BARERBAK — o4



BINEIREE16:34 T , ERHRESRE . ER  REOE , BERLMIT.
ERREMNENEENE , #S5H

max-retransmission 5
retransmission-timeout-first 1
retransmission-timeout-max 8

hEENSNIBEERER , REE2EHLER —BXRHBHE 1. 2. 4, 8. 8.

BEEE , RiEmax-retransmissions(5)2¥EE — X =R /1E Ko
retransmission-timeout-max2 & 2 It BR %1l 5 1% % B9 B £ B (8]
retransmission-timeout-first2 £ — X EFE MBI E S S KA EMNE R,

Rt , FUHER NS, H1+2+4 + 8+ 8MW=23WF2REME , IEUTREFNERTE
FE,.

fiE A= HI: H Fkeepalive , #11ABRE 1% M 2k W

L2TPTunnelDownPeerUnreachablef&Bf#Y 5 — /N R H 2% B 11 R keepalive-intervalil B, TE& B
SHERBIEESREAENHRFERAIXLEES | UBRE —wR DL T EIRS. URRBEFES
F, BEMRNITEMRE , Wk S THREABEDNREELE , RABIERAZAE

, keepalivelBE BN ERENTHIESRRATEE ( Bl60W ) BxiE , HETHBLMEmME, KEE
—MRBEEETREIMNNES FIRRBERBENHER. Rt , 230 A RKEX
hello(keepalive)sH BRI f5 , BRENET. i§2 5 7B & keepalive-interval ( RINME760s ) -

UTRERINMEEFEESRNRY , BFUEAFRNBEEIESE. BI2, AT —9sHARERAFPH
1 HEEZANERN— 245, EARGD  LACFILNSIREZLTRE—HER , 23 TER
destinationfInsyE =,

INBOUND>>>>> 12:54:35:660 Eventid:50000(3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20)
12tp: [TLS] (5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

<<<<OUTBOUND 12:54:35:661 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (12)
12tp: [TLS] (1/0)Ns=23,Nr=20 ZLB

<<<<OUTBOUND 12:55:35:617 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (20)
12tp: [TLS] (1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

INBOUND>>>>> 12:55:35:618 Eventid:50000 (3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (12)
12tp: [TLS] (5/0)Ns=20,Nr=24 ZLB

12:54:35.660 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
106478e8] [context: lns, contextID: 11] [software internal user outbound protocol-log] L2TP Tx
PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20) 12tp:[TLS] (5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

12:55:35.618 [l2tp-control 50000 debug] [7/0/555 <l12tpmgr:1> 12tp.c:13050] [callid 106478e8]
[context: 1lns, contextID: 11] [software internal user inbound protocol-log] L2TP Rx PDU, from
1.1.1.2:13661 to 1.1.1.1:13660 (20) 12tp:[TLS](1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

BE , UTE -, I TFEXISTINGERE , FEUSEE R , FFIUMBRECH T, YSiEHA M
H



<<<<OUTBOUND 14:06:21:406 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:22:413 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:24:427 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:28:451 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:36:498 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:44:446 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)
12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(6)

LTRZFENEF,

& ¥ E #i H Control tunnel timeout - retry-attempted 5, last-interval 8000 ms for the failed
attempts,

14:06:21.406 [l2tp-control 50001 debug] [7/0/9133 <l12tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:22.413 [1l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:24.427 [l1l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HE LLO)

14:06:28.451 [l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:36.498 [l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:44.446 [l2tp-control 50068 warning] [7/0/9133 <l1l2tpmgr:2> 12tp.c:14841] [callid 42c22625]
[context: destination, contextID: 3] [software internal user] L2TP (Local[svc: lacl: 6
Remote[1l.1.1.1]: 2): Control tunnel timeout - retry-attempted 5 , last-interval 8000 ms, Sr 2,
Ss 5, num-pkt-not-acked 1, Sent-Q-len 1, tun-recovery-flag 0, instance-recovery-flag 0, msg-type
Hello

14:06:44.446 [1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)

12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(6)

14:06:44.447 [12tp-control 50069 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_fsm.c:105] [callid
42c22625] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_CONNECTED event L2TPSNX_ EVNT_PROTO_SESSION_DISCONNECTED



8 B2 HY SNMP R B

14:06:44 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2

£ R HERER

BITU TR TRERENEE (B Elac/InsIRSHHNERE ) REFEN FAALE MR E

show 12tp statistics (peer-address <peer ip address> | ((lac-service | Ins-service) <lac or 1lns
service name>))

Active Connectionsit#i 88 LEL Z 3 FHF A EFES NI ERRENRE , 2 Hishow 12tp
tunnels#y % P 7R

Failed to Connectit B2 FHE TR RE T Z D MBREIRE K Ko

Max Retry Exceededit AR R EENITEE , AN RTAHTENMELEERE ( /1 Retry
exceeded &4 S B L2TPTunnelDownPeerUnreachablef&BHt ) o IS B R & IRIELH EX S )3
MR MASFEENNERERE, B7HNERE0TEEMNEREIEPHEHsAEE &,

“SIEEDRMEAFSFERD ( ERRELRD ) WiIFAEE

SEHSTEITHEEESEERN SN show 12tp tunnelsSEF 2F FIHMHNERN ( MENEHESZN
FEiE ) THL.

Failed to Connectit i8S RIEEAMN LER, BEE , AMNAFREFT &ML
L2TPTunnelDownPeerUnreachablef&Pt , REAXMHIBREIRE S 2tk

X Hshow 12tp tunnelsis THITHEREFAR A AT 6ER Ao

show 12tp tunnels counters peer-address <peer address>

RfE , EERD , TUERSENFENRERS.

show 12tp sessions peer-address <peer ip address>
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