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FRFMHF

=R
RNHEHZBEARENER,

fERKAEL
AP EEET THIES R
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. BATH IR A3 20 Cisco 10005 515 & BR 55 % H1 82 (ASR1000)



. B4TCisco 10S® 15.3(2) TR E & MRiA K9 Cisco 392535 B g2 5 2\l 55 3% i 58

. BATHAFRRA15.1(1)SGHICisco Catalyst 4500(Cat4500)F14900(Cat4900) 3 5l 33 2 4l
AXEPHNEENRETHEXRREREFNEZFREN, AXEPEANFMAERERVEXAR
(BN BE, MREFEANREXENG , FHAEECLTHRAMETSHNEERM,

HRER

LU REVNZhEER BER

o
L3

=3
b

802.1g e vnet tag e 802.1g

By R1 R2 I]
A

- Edges Interfaces Trunk Intarface Edges Interfaces i‘

- EVNIIgEE A VRF-Lite R Z A ( &2324 ) BHEIFE,

- B R AR G (VNET) P R B4R 532 1R & 2 [ RE SUBE I M ¥ R (VRF) ARV IE
- VNETH 4 2 E# dot1q 4k,

- B VNET R 4L Y 8 MNVRFE R L B VNETHR S,

- MNVNETHRIEZE T — N dot1g#ric,.

- 2AF PR EBRdot1 g FEO,

- EEONEREFFE (B ) FEOKE,

- EVNETH % E Y E/NVRFH R A #3009 B8 B MR, SUBE BT ALk 4.
- NMERBRMXPI(BGP),VRFZH ( EBSEBHMER ) A58 BMRE.

. IPv4ARIIPv6 X 3 tL ThEE

ol

ERAART PN EHERBEBEVNIIEE,

AR FRABTERIE (XBREMAF ) IREAEXLFID RAERGTHEAER.



L

LM &% E A T i BAEVNEL E Mshowfi

LTREXMLREN - LEEHRHA :
- EX T H/NVRF(CUST-ARICUST-B) , 1B VNETH UMM EZRZINITo
- VRF A {6 I 7 BB JE B8 2 A SE(OSPF) RE & "Ik 4.
- VRF COMEE X AIMVRF CUST-AFICUST-BI5 A1 #Y 22 #£ AR $588(100.1.1.100),

- {35 F B B 1% & 86bi_linux-adventerprisek9-ms153-1.S,
#’R : AL IREFTE A A Cisco 10S on Linux(IOL)& &,

ACEEVN
ERBEVNIIAE , BRRATHR
1. REBVRFEX :

vrf definition [nane]

vnet tag [2-4094]
I

address-fam |y ipv4|ipv6
exit-address-famly
|

ATRAXEEEN —LEEEWRHA :

Ciscol2 I 4218 FI2%)1,00058 B 4RI, E0ERAREHNVLAN 1,0015/1,005, MEEE
, T LUE R B HVLAN 1,006%14,094,

HBIVLANT B E FAVNET#R1E,
A EVRFIIFIEIRE LHVNETHRICRIAEE .

i i [ 3k 31k R 5lipv4|ipve , LUBUEMEKXAFHEIVRF,


http://wwwin-people.cisco.com/fducombl/EVN/IOL.zip

B TEVNTEMBGP , RitTHE X BB 5 E(RD).
BEMIRE , MEMRME4x&OBEERR EEXVRF, fl#l, #CORE-1L :

vrf definition CUST-A
vnet tag 100

!

address-fanily ipv4
exit-address-famly
vrf definition CUST-B

vnet tag 200
|

address-fanily ipv4
exit-address-famly

S FIXLEVRF |, ErAERARE L FEAMEBHNVNETFRIE, E£CORE-4L , VRF COMATEE
VNET#RiB. BFRREZVRFRFECOREAN AN  HEEMRTNES % , MEMCUST-AM
CUST-BiA 83& A AR5 28

WAL TS URERFPVNETITEES :

CORE- 1#show vnet counters

Maxi mum nunber of VNETs supported: 32

Current nunber of VNETs configured: 2

Current nunber of VNET trunk interfaces: 2
Current nunber of VNET subinterfaces: 4

Current nunber of VNET forwarding interfaces: 6
CORE- 1#

. EEEVNETH 4K :

interface G gabitEthernetx/x
vnet trunk
ip address X.X.X.X Yy.y.y.y

T REXEEEN —EEEHS -

vnet trunk T S RIZ M dot1qFIZEO RS FERAVNETHRIEE LW VRFEHEE,

vnet trunkin S R EESE —EBEN LN EEFHEREEN FEOHEF,

BEED (MERRNEA ) . YENRODBEELATREE,
BATYEZONIPHu (MEMGS ) BFZEORE,
FRBVRFHYFHE O AMEERIPibL,

BYIRE , BHEANVNET VRF , At FEOSEREANVNETH SN ED EA30IE,
A L% Ashow derived-configin A EE B3I QI 2 W RREELE :

UTRIEEITHEE :

CORE- 1#show run | s Ethernet0/0
interface Ethernet0/0
vnet trunk

i p address 192.168.1.1 255. 255. 255. 252
!



CORE- 1#

BLTRIRERNEE

CORE- 1#show derived-config | s Ethernet0/0
interface Ethernet0/0

vnet trunk

i p address 192.168.1.1 255. 255. 255. 252
nterface Ethernet0/0.100

description Subinterface for VNET CUST-A
encapsul ati on dot 1Q 100

vrf forwardi ng CUST-A

i p address 192.168.1.1 255. 255. 255. 252
nterface Ethernet0/0.200

description Subinterface for VNET CUST-B
encapsul ati on dot 1Q 200

vrf forwardi ng CUST-B

i p address 192.168.1.1 255. 255. 255. 252
CORE- 1#

WMER , A FEOSBMRTEONIPHL,

CAVRFAELS (F) #0. EHEORFEOSEBAVNET VRF

EFARVARI IR

interface G gabitEthernet x/x.y
vrf forwarding [ nane]
ip address X.X.X.X Y.y.Vy.y

interface Ethernet2/0

vrf forwarding CUST-A

i p address 10.1.2.1 255.255.255.0
!

interface Ethernet3/0

vrf forwarding CUST-B

i p address 10.2.2.1 255.255.255.0
!

interface Ethernet4/0

vrf forwardi ng COM

ip address 100.1.1.1 255.255.255.0

. ABAMVRFE BB B ( XTEFETEVNIVNET )

router ospf x vrf [nane]
network xXx.xX.X.X y.y.y.y area x

SERE ;MBI SRV NET o ki ik A0 450 O Mot
B HEE Y THAIOSPF#E  SAVRF—4 -

CORE- 1#show run | s router os

router ospf 1 vrf CUST-A

network 10.1.1.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area O
router ospf 2 vrf CUST-B

network 10.2.1.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area O
CORE- 1#

FBAILHARBERER , UEESHEVRFEXHNEE , MEEES I M SHHAVRFR

B i E | BT CORE-1FICORE-4. BT ECORE-4# RHi -

, BEASERE D EVRFFR

ot



CORE- 1#routing-context vrf CUST-A
CORE- 19%6UST- A#
CORE- 1%CUST- A#fshow ip protocols
*** |P Routing is NSF aware ***
Routing Protocol is "ospf 1"
Qutgoing update filter list for all interfaces is not set
Incom ng update filter list for all interfaces is not set
Router 1D 192.168.1.13
It is an area border router
Nunmber of areas in this router is 1. 1 normal O stub O nssa
Maxi mum pat h: 4
Routi ng for Networks:
10.1.1.0 0.0.0.255 area O
192.168.1.0 0.0.0.255 area 0O
Routing I nformati on Sources:

Gat enway Di st ance Last Update
192.168.1.9 110 1d00h
192.168.1. 14 110 1d00h

Di stance: (default is 110)
CORE- 1%CUST- A#
CORE- 1%CUST- Affshow ip os neighbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
192.168.1. 14 1 FULL/ DR 00: 00: 30 192.168.1. 14 Et hernet 1/ 0. 100
192.168.1.5 1 FULL/ BDR 00: 00: 37 192.168.1.2 Et her net 0/ 0. 100
10.1.1.2 1 FULL/ BDR 00: 00: 33 10.1.1.2 Et hernet 2/ 0

CORE- 1%CUST- A
X : show ip protocolss % #i X & R EFTIEVRFHEXHE R
HEEERNVRFHEBHESERIB)E , AIUBEEANVNETHHARIEZRE 7 :

CORE- 1%CUST- Af#fshow ip route 10.1.2.0
Routi ng Tabl e: CUST-A
Routing entry for 10.1.2.0/24
Known via "ospf 1", distance 110, metric 30, type intra area
Last update from 192.168.1.2 on Ethernet0/0.100, 1d0OOh ago
Routing Descriptor Bl ocks:
* 192.168.1.14, from 192.168.1.9, 1d00h ago, via Ethernet1/0.100
Route netric is 30, traffic share count is 1
192.168.1.2, from 192.168.1.9, 1d00Oh ago, via Ethernet0/0.100
Route netric is 30, traffic share count is 1
CORE- 19%CUST- A#
CORE- 1%CUST- A#rout i ng-context vrf CUST-B
CORE- 19%CUST- B#
CORE- 1%CUST- B##show ip route 10.2.2.0
Routi ng Tabl e: CUST-B
Routing entry for 10.2.2.0/24
Known via "ospf 2", distance 110, metric 30, type intra area
Last update from 192.168.1.2 on Ethernet0/0.200, 1d0OOh ago
Routing Descriptor Bl ocks:
* 192.168.1.14, from 192.168. 1.6, 1d00Oh ago, via Ethernet1/0.200
Route netric is 30, traffic share count is 1
192.168.1.2, from 192.168.1.6, 1d00Oh ago, via Ethernet0/0.200
Route netric is 30, traffic share count is 1
CORE- 19%CUST- B#
CORE- 19%CUST- B#texi t
CORE- 1#
CORE- 1#

. WEVRFZ E M B R, EEtHRENEBER T, Fln , VRFFHELEERAIEER# 5
—AVRF{EA :

vrf definition VRF-X



address-fam |y ipv4|ipv6
route-replicate fromvrf VRF-Y uni cast|multicast
[ route-origin] [route-map [ nane]]

UTREXEEEN—LEEHA :

VRF-XHRIBIR$Ek B VRF-YH &5 &S BB 5 RIFT &R H .
VRF-XH i) & HI3E AR B [+

AR AT EFAR B S —MNVRFIEE BT R 6 BB 5 & (RPF).
route-origin f A E B LU T EZ— :

allif i i H # & R “DgpiE #eigrpISISH S ODRospfrip# A
EZ%TE , BRET2E48584 ; XRENUBGPAARTEEMRENER , TEEEFTHNNA
Fo

FELigER , CORE-4 LERAKEMIT , LUERAMCUST-AFICUST-BEICOMEYIAE ( k2
TR -

vrf definition CUST-A

address-famly ipv4

route-replicate fromvrf COM unicast connected

!

vrf definition CUST-B

address-famly ipv4

route-replicate fromvrf COM unicast connected

!

vrf definition COM

address-famly ipv4

route-replicate fromvrf CUST-A unicast ospf 1 route-map USERS
route-replicate fromvrf CUST-B unicast ospf 2 route-map USERS
!

route-nmap USERS permit 10

match i p address prefix-list USER- SUBNETS

|

ip prefix-list USER-SUBNETS seq 5 permit 10.0.0.0/8 le 32

CORE- 4#show ip route vrf CUST-A

Routi ng Tabl e: COM

Codes: L - local, C- connected, S - static, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SISsumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia - IS-ISinter area,* - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
0] 10.1.1.0/24 [110/30] via 192.168.1.10, 3d19h, Ethernet1/0.100
[110/30] via 192.168.1.5, 3d19h, Ethernet0/0.100
100.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C + 100.1.1.0/24 is directly connected (COM), Ethernet4/0

CORE- 4#show ip route vrf CUST-B
10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmasks



(0] 10.2.1.0/24 [110/30] via 192.168.1.10, 1d0Oh, Ethernet1/0.200
[110/30] via 192.168.1.5, 1d00Oh, Ethernet0/0.200
100.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
c + 100.1.1.0/24 is directly connected (COM), Ethernet4/0

CORE- 4#show ip route vrf COM

10.0.0.0/24 is subnetted, 2 subnets
o + 10.1.1.0 [110/30] via 192.168.1.10 (CUST-A), 3d19h, Ethernet1/0.100
[110/30] via 192.168.1.5 (CUST-A), 3d19h, Ethernet0/0.100
o + 10.2.1.0 [110/30] via 192.168.1.10 (CUST-B), 1d00h, Ethernet1/0.200
[110/30] via 192.168.1.5 (CUST-B), 1d00h, Ethernet0/0.200
100.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 100.1.1.0/24 is directly connected, Ethernet4/0

LEt , EHHERBATFSERNZTRML(IGP)RERE | Fitt R ECE-A-2HICE-B-2A i [H
COMPBR%%(100.1.1.100) , M AV [ CE-A-1FICE-B-1,

IR T MERANERRIE 2B/ R M

vrf definition VRF-X

address-fanily ipv4

route-replicate fromvrf >global unicast|nulticast [route-origin]
[route-map [ nane]]

exi t-address-famly

|

exit
!
global-address-family ipv4 unicast

route-replicate fromvrf [vrf-name] unicast|nulticast [route-origin]
[route-map [ nane]]

BN B HMRERE, HRNEREEBRVRF RBRFAEER., RAiFEH , TR B RVRF
RIBW—#85 . BBHFIHABRCENERTES XRTRER , Bt , BLMAHEE IR HAFTE
RIBHYVRFE# :

router ospf x vrf VRF-X
redistribute vrf VRF-Y [route-origin] [route-map [nane]]

MVRF-Yitw# B HEVRF-XHIZITHOSPFHIEFES K. AT RCORE-4HY R :

router ospf 1 vrf CUST-A

redistribute vrf COM connected subnets route-map CON 2- OSPF
!

route-nmap CON-2- OSPF pernit 10

match ip address prefix-list COM

|

ip prefix-list COMseq 5 pernmt 100.1.1.0/24

EXMERTAEEREBRS , ARRNVRF COMPRE —FEENEH. JETTLUMCE-A-17

CE-B-114EICOMBRZ%(100.1.1.100):

CE- A- 1#ping 100.1.1.100

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 100.1.1.100, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
CE- A- 1#

CE- B- 1#ping 100.1.1.100
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 100.1.1.100, tineout is 2 seconds:



Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
CE- B- 1#

THEEVNET sh 4%

AT RETHAFRARVNETHHMES,

REkTI &R

BIAMBERT , TBVNETH 4 EMAFEBBVNETHRIEMWFTBVRF, TR AFEIEEVNETH
% FRIRINVRFFIK

vrf list [list-nane]

member [vrf-namel]

!

interface G gabitEthernetx/x
vnet trunk list [list-name]

AE BN ARTNVRFNE —FRE&H

a0 , CORE-1#£CORE-1#ICORE-2Z [EFIVNETH 4% E £ X VRF CUST-BH# 1T T A :

vrf list TEST

menber CUST- A

!

interface ethernet0/0
vnet trunk list TEST

WMEFR , VRF CUST-BEE R UK OSPFXY &M T :

%0SPF-5-ADJCHG: Process 2, Nbr 192.168.1.2 on Ethernet0/0.200 from FULL to DOWN,
Neighbor Down: Interface down or detached

VRF CUST-BHY F12 O 4 M B

CORE- 1#show derived-config | b Ethernet0/0
interface Ethernet0/0

vnet trunk |ist TEST

i p address 192.168.1.1 255. 255. 255. 252

|
interface Ethernet0/0.100

description Subinterface for VNET CUST-A
encapsul ati on dot 1Q 100

vrf forwarding CUST-A

i p address 192.168.1.1 255. 255. 255. 252
!

BVRFH K4

MINBERT | dotlq FEASFAYIBEONSEH , LERBVRFN FEOEEMEENENL ( WFTFHN
SR ) o EAILEESNVNETIRICH PSS



nt erface G gaEt hernet x/ x
vnet trunk

vnet nanme VRF-X

ip ospf cost 100

vnet nanme VRF-Y

ip ospf cost 15

ERI VAR U TS/

CORE- 1(config-if-vnet)#?
Interface VNET instance override configurati on commands:

bandwidth Set bandwi dth informational parameter

def aul t Set a command to its defaults

delay Specify interface throughput del ay

exit-if-vnet Exit from VNET subnode

ip Interface VNET subnbde |Internet Protocol config conmands
no Negate a conmand or set its defaults

vnet Configure protocol -i ndependent VNET interface options

CORE- 1(config-if-vnet)#
CORE- 1(config-if-vnet)#ip ?

aut hentication aut henti cati on subconmmands

bandwi dt h- per cent Set EIGRP bandwidth limt

danpeni ng- change Percent interface netric nust change to cause update
danpening-interval Tinme in seconds to check interface netrics
hel | o-i nterval Configures EIGRP-1Pv4 hello interval

hol d-ti ne Configures EIGRP-1Pv4 hold tine

i gnp | GWP interface commands

nfib Interface Specific MFIB Control

mul ti cast IP multicast interface commands

next - hop- sel f Configures El GRP-1Pv4 next-hop-self

ospf CSPF i nterface comuands

pim PIMinterface conmands

split-horizon Performsplit horizon

sunmar y- addr ess Per f orm address sunmari zati on

verify Enabl e per packet validation

CORE- 1(config-if-vnet)#ip
EARRHIFR , CORE- 1 EBVRFENOSPFHFfEEFE K , FItCORE-23&#Z A FCUST-A , CORE-35%
Z AT CUST-B(BRIAFF 479 10):

interface Ethernet0/0
vhet name CUST- A

ip ospf cost 8

|

vnet name CUST-B

ip ospf cost 12
!

CORE- 1#show ip route vrf CUST-A 10.1.2.0

Routi ng Tabl e: CUST-A

Routing entry for 10.1.2.0/24

Known via "ospf 1", distance 110, netric 28, type intra area

Last update from 192.168. 1.2 on Et hernet0/0.100, 00:05:42 ago
Routi ng Descriptor Bl ocks:

* 192.168.1.2, from 192.168.1.9, 00:05:42 ago, via Ethernet0/0.100
Route netric is 28, traffic share count is 1

CORE- 1#

CORE- 1#show ip route vrf CUST-B 10.2.2.0

Routi ng Tabl e: CUST-B



Routing entry for 10.2.2.0/24

Known via "ospf 2", distance 110, metric 30, type intra area
Last update from 192.168.1.14 on Ethernet1/0.200, 00:07: 03 ago
Routi ng Descriptor Bl ocks:

* 192.168.1. 14, from 192.168.1.6, 1d18h ago, via Ethernet1/0.200
Route netric is 30, traffic share count is 1

CORE- 1#

SHERVNET#E

RIAMBRT , ZVRFENLFENMVNETHRIEATRHEHR S, ER , B UMM REATEHN
VNET#RiB,

A RGIEIR T IEREBIFEEVNR R |, HERAVRF-LiteMF3 4 | HL BVNETHRIEHE S —NVLANE
ANz

¥l definicion VRF-X

wnet tag 201

|

interface GigabitEthernetOs 1
vhnet trunlk

rnelk name VIRE- X

vnek tag 101

|

interfaca Gigabitbkthernetls:2
ek truns

ek name WREF-X

el tag 102

Global VNET Tag

Per-Link VMET Tag

Non EVN capable
devices

BiFHIRE , CUST-ARICORE-1RICORE-22 a1y 4t fEFAAYVNETARIZM 100 E &R 101:

interface Ethernet0/0
vhet name CUST- A
vnet tag 101

HCORE-1EREMERE , FelZ—#FEQ

CORE- 1#show derived-config | b Ethernet0/0
interface Ethernet0/0

vnet trunk

i p address 192.168. 1.1 255. 255. 255. 252

|

interface Ethernet0/0.101

description Subinterface for VNET CUST-A
encapsul ati on dot 1Q 101

vrf forwardi ng CUST-A

i p address 192.168.1.1 255. 255. 255. 252

|

interface Ethernet0/0.200

description Subinterface for VNET CUST-B
encapsul ati on dot 1Q 200



vrf forwarding CUST-B
i p address 192.168.1.1 255. 255. 255. 252

MRBFRNE—wWARE , MXERNVRFANEEREX , OSPRRUTTT :

%0SPF-5-ADJCHG: Process 1, Nbr 192.168.1.5 on Ethernet0/0.101 from FULL to DOWN,
Neighbor Down: Dead timer expired

HCORE-2LERE—VNETHRICE , BEGRE , FEEZPH LERAdot1gPric101 , THE
CORE-1ZICORE-39 4 L {5{£ A 100:

%0SPF-5-ADJCHG: Process 1, Nbr 192.168.1.5 on Ethernet0/0.101 from LOADING to
FULL, Loading Done

L4

SR A UATHREENRIETRE,

TP HE R

B BDR B X L E BV E R E B

HXRfER

- BANB IR % — Ri{LE3E M LR it
- BARFTEHMIH - Cisco Systems
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