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- RBERER(TS)—REIPsecth P R BI MERBENRES BRI RE.
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IKEV2 PACKET EXCHANGE

INITIATOR | RESPONDER
IKE_SA_INIT Request
VID, SA, KE, Nonce, NAT-T NEGOTIATE

E CRYPTO
< 5 PHASE 1 IKE_SA_INIT Response SETNIEGS
o =
‘g g VID, SA, KE , Nonce, NAT-T SECRET KEY
g 2 EXCHANGE
v m
[~ =
- -

I
IKE_AUTH Request

: -

(7]

®
T =
g5 PROVE

=
g3 PHASE 2 IKE_AUTH Response IDENTITY
o

=

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED & AUTHENTICATED

IKEV2-Exchange

AR BIRIEIPsechEE 7 IKE M Y BidE & 3 h Fo R RIE 204 0 B U R (RL8 35 B 1Y

BE.

AR AN FAHERIKEV2EFEAIXR, BXRESSE | FSNEIKEV2HE IR

WA

EEFvEdgelil B 5Cisco 10S® XEER BB, 14 , MEFT , FIPsecll 2 SIKEV2IiF @R it

MABEARETEEEREM,


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

Vedge and 10S-XE Config.

Vpnﬂ !nterfaceTunnel1UDDE1 e e o
Tunnel interface._ | Lot 8 sz msam

ip address 169.169.169.2/30 — tunnel destination 34 213.26.25
tunnel-source-interface ge0/0 tunnel mode ipsecipv4d

tunnel-destination 52.39.104 108 tunnel path-mtu-discovery LAk '
dead-peer-detection interval 10 retries 3 |VID tunnel protection ipsec profile if-ipsec! -ipsecprofie
ke Phase 1 {Sa} crypto ikev2 proposal p1-global

version 2 — encryption aes-cbc-128 aes-cbc-258
integrity shal sha256 shald4 shas1

rekey 86400 group 14 15 16 2

cipher-suite aes256-che-shal

group 14 crypto ikew2 policy policy1-global
proposal pl-global

authentication-type Phase 1 crypto ikevz profile i-ipseci -ikev2-profie

pre-shared-key _ AUTH fdartificati match identity remote address 34,213 2625 255 255 255 255
pre-shared-secret Cisco23 | (Identification) | aich identty remote address 125 1 343 255 25 255 055 1D
remote-id 1002117 authentication remote pre-share

crypto ikev2 keyring if-ipseci-kev2-keyring
peerif-ipseci-kev2-keyrng-peer

address 34.213.26.25

pre-shared-key cisco 1234567890

I authentication local pre-share

2 keyring local i-ipsec-ikev2-keyring
: dpd 10 3 on-demand  VID

no config-exchange request

ipsec %

rekey 3600
replay-window 512 Phase 2 (Sa) crypto ipsec transform-set if-pseci-ikeva-transform esp-gcm 256
cipher-suite aes256-gcm made tunnel

perfect-forward-secrecy group-16 crypto ipsec profike if-ipsecl-ipsec-profie
! set security-association lifetime kilebytes disable
no shuid own set security-association replay window-size 512
I set transform-setif-ipsec! -ikev24ransform
set pfs group1s
set ikev2-profile if-ipzecldkev2-profile

AR RENSNB2BRKEDERRN —NAH. FivS5IPsec IMUIHETXBERIE
RFEE

T BB BR

B HAIKE##
fEvEdge £ , Wi 5B AR A 515 RIKEVIRIKEV2,

debug i ked m sc high
debug i ked event high

AT LAE RvshellH #Y 24 118115 B H1E 178 Stail -f <debug path>,

vshel |
tail -f /var/log/ message

FECLIF | & AR R I8 E AR H /1 B E/FIRE R

moni tor start /var/l og/ messages

B3 IPsecREH MR RART
TS B=RTRANIPsecH R, XRWEERN —MUFHSER , MBS0 T RMAF 14

o

1. IPsecPgE R,
2. IPsechgi&Ex , HBTEHEML. (HE)
3. IPsechgiEx M , HREFXARS.



T IPsech3EARE U HEAER , FESRABHURIEIKENE L =BT,

X TFIPsecBEEXAHBEH B SFHNEREMEURE , ZEMNBEEFlapped , FERERRE D #
(RCA)o T HEBREEXA AR HBREE BN A ITEERL R AT,

T IPsecB8EXH , FREATHRARSER , SEREREUS TEY , BERTEMNERER , &
gExH , &M&E E T T AR SR L R R R TR X B 4 BT o

HEHEHRIT B2 , FHEATER

1. IPsech2E ( /5 ) , ISREMEE
2. BREXFR AT B ( RER ) .
3. IPsecXtZ (Pt ( BEE B4R ) o

B AR A £EBRZE/varllog/messages X #4HH , W TFHAXE , elIREFEEEXHH , B2
N FHASEER , ERE Zv:EFE’J?&’J\ET/ﬁfWTU\IR%JH:i?—lab R RESEREXHZER,
2, 3..%, TR B E N B S 3 547 5 IPsecBR B2 MIKE T A Y 181t ( FHF ) Kt RBIE

REHRHAT 2T HIPsechBEBN RS . RADENBFESNRE AL EREATENSFEN P
MBRER T MFTaYIPH s, FTENRYIKETRHAY —LRPl

Jun 18 00:31: 22 vedge0l charon: 09[CFG vici initiate 'child IPsec2_1'
Jun 18 00:31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1
Jun 18 00:31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1

IKE INITIAE Y81 & RIPsech2 8RS , ER , HIEI RN BLELEENFEMIPsechg &Pt

Jun 18 00: 31: 22 vedge01 charon: 09[CFG vici initiate 'child_ipsec2_1'

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S | P)
N(NATD_D_ | P) N(FRAG SUP) N(HASH ALG N(REDI R_SUP) ]

Jun 18 00: 31: 22 vedge0l1 charon: 16[ NET] sending packet: from 10.132.3.92[500] to 10.10.10.1[500]
(464 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ NET] received packet: from 10.10.10.1[500] to
10.132.3.92[500] (468 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ENC] parsed IKE_SA INIT response 0 [ SA KE No N(NATD_S | P)
N(NATD_D_ | P) N(HTTP_CERT_LOOK) N(FRAG SUP) V ]

Jun 18 00: 31: 22 vedge01 charon: 12[ ENC] received unknown vendor |D:

4f: 85:58:17: 1d: 21: a0: 8d: 69: cb: 5f : 60: 9b: 3c: 06: 00

Jun 18 00: 31: 22 vedge01 charon: 12[1KE] |ocal host is behind NAT, sending keep alives

IPsecP&EHL &

interface ipsec2 ip address 192.168.1.9/30 tunnel -source 10.132.3.92 tunnel -destination

10. 10. 10. 1 dead-peer-detection interval 30 ike version 2 rekey 86400 ci pher-suite aes256-cbc-
shal group 14 authentication-type pre-shared-key pre-shared-secret

$8%wgr s/ Cwet XOna34yF4Fga0B62nBpHFdOz FaRmo Yf nBi oW(OBs3ef FPBbkaZgvoN ! | | ipsec rekey 3600
repl ay-w ndow 512 ci pher-suite aes256-gcm perfect-forward-secrecy group-14 !

FEIR 1. IPsecBRERE T



HTRBAAERBENE - MK, AtTHRES , KEBXRREETR,

fER 2. IPsecBh&EXH , HETEHEY

WEIFTR | BE , IR EE THBENTNERNRER, RAREIMEA , ARNNEEER XM
13— SR

HEHEHRRIT B Z B EUATER :

1. IPsech3E ( w5 ) , BSMEBHMEE,
2. BE& o< A B 9 Bt B) 2
3. IPsecx Z Pt ( BREB#F )

DPDE%

EAHIH , BFET6A18H00:31:17KH,

Jun 18 00:31:17 vedge0l FTMD 1472]: %Viptela-vedge0l-FTMD-6-INFO-1000001: VPN 1 Interface ipsec2
DOWN

Jun 18 00:31:17 vedge0l FTMD 1472]: %Viptela-vedge0Ol-ftmd-6-INFO-1400002: Notification:

i nterface-state-change severity-1level:ngjor host-nane:"vedge0l" systemip:4.0.5.1 vpn-id:1 if-
name: "i psec2" new state: down

ﬁﬁ IPSGCB}_ *lﬂﬂ’] HIU\T;EEI*-J_‘:LEIIJ-JﬁtE,J b{] FTMDH Dho @Jﬂ: , Z;é‘j:TE/j
IKEF]ICharon,

A AXATBEF2—EITH , eflcl2B5RA-#ELTXNESZER.

SR1BENBBH BN BEXEKSE , FRENTELEEFBE.

Jun 18 00:31: 17 vedgeOl1l charon: 11[IKE] giving up after 3 retransnits

Jun 18 00: 28: 22 vedge0l1 charon: O8[IKE] retransnmit 3 of request with message ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 28: 22 vedge0l1 charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l1 charon: O06[IKE] retransnmit 2 of request with message ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l1 charon: O06[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 21 vedge0l1 charon: 08[1KE] sending DPD request

Jun 18 00: 25: 21 vedge0l1l charon: O8] ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l1 charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 51 vedge0l1 charon: O5[1KE] retransmit 1 of request with nessage ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 25: 51 vedge0l1 charon: O5[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

IR Zh B DPDEHE & SR f ik N E R 5542,



Jun 18 00: 24: 08 vedgeOl1 charon: 11[ ENC] generating INFORMATIONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l1 charon: 11[ NET] sending packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O7[NET] received packet: from 13.51.17.190[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: 07[ ENC] parsed INFORMATIONAL response 542 [ ]

B2 GAEE R REBIRFES

Jun 18 00: 24: 08 vedgeOl charon: 11[ ENC] generating | NFORVATI ONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l charon: 11[ NET] sending packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l charon: O7[ NET] received packet: from 10.10.10.1[4500] to
10. 132. 3. 92[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1l charon: 07[ ENC] parsed | NFORVATI ONAL response 542 [ ]

Jun 18 00: 25: 21 vedge0l charon: 08[|KE] sending DPD request

Jun 18 00: 25: 21 vedge0l charon: O08[ ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25:51 vedge0Ol charon: O5[IKE] retransnmit 1 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 25:51 vedge0l charon: O5[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l charon: O06[IKE] retransnmit 2 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l charon: O06[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00:28: 22 vedge0l charon: O08[IKE] retransnit 3 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 28: 22 LvedgeOl charon: O8[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00:31: 17 vedgeOl charon: 11[IKE] giving up after 3 retransnits

Jun 18 00: 31:17 vedge01 FTMD 1472]: %/ ptel a- LONDSRO1- FTMD- 6- | NFO- 1000001: VPN 1 Interface

i psec2 DOMWN

Jun 18 00:31:17 vedge0l FTMD 1472]: %/ ptel a- LONDSRO1-ft nd- 6- | NFO- 1400002: Notification:

i nterface-state-change severity-1level:nmajor host-nane:"LONDSRO1" systemip:4.0.5.1 vpn-id:1 if-
name: "i psec2" new st ate: down

3 F AR R , B FVEdgeO1 kK EISREH10.10.10.169DPDIEE |, B&EXF., £3 DPDEF (L H
J& , IPsecCHERRBIRBEREKR" , BEXA. WITHEZHER , BES5ISPEX , EISPH |, #iE
SBERBRPELFEF. RABEE—X , WEEREELNWHRE , B2 , WREFBEDREL

, WA LAEFVEdge, ZER2IPSeck E4A ISP LR KRR EHERES.

fEIR3. IPsechiEXH , HRIFKHARSE

WMEIAR | BRELBI TFIER , EBETEMAERER , BECXA , TEABRXKNEML, FEitiFR
, REMM L,

EHEHRTRZIAEER
1. IPsecB3E (/5 ) , BERBEMEE,

2. B&3&E 5 P B 19 B [ B
3. IPsecX{ZIPibat ( BRIEE 7 )



PFSA Pt

EABIF | BEHERRTURBREX AR RET . SREFEFER , IKERHRRELET.

interface i psecl description VWAN VPN i p address 192.168.0. 101/ 30 tunnel -source-interface ge0/0
tunnel -destination 10.10.10.1 ike version 2 rekey 28800 ci pher-suite aes256-cbc-shal group 2
aut henti cati on-type pre-shared-key pre-shared-secret

"$8%nj K2pLLj gkWNQUOKecNt Y3+f 03hbTs0/ 7i Jy6unNt er smCG GB38kI Pj soqqXZdVnt i zLu79\ naldj t 2POVR42Yw=="
1 11 ipsec rekey 3600 replay-w ndow 512 ci pher-suite aes256-chc-shal perfect-forward-secrecy
group-16 ! ntu 1400 no shut down

ERARRREHE RBE,

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (508 bytes)

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] parsed CREATE_CHI LD SA request 557 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG received proposals:

ESP: AES_GCM 16_256/ NO_EXT_SEQ, ESP: AES_CBC_256/ HVAC_SHA1_96/ NO_EXT_SEQ,

ESP: 3DES_CBC/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: AES_CBC_ 256/ HVAC_SHA2_256_128/ NO_EXT_SEQ,

ESP: AES_CBC_128/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: 3DES_CBC/ HVAC _SHA2_256_128/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG confi gured proposals:

ESP: AES_CBC_256/ HVAC_SHA1_96/ MODP_4096/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] no acceptabl e proposal found

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] failed to establish CH LD SA, keeping

| KE_SA

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] generating CREATE_CHI LD SA response 557 [
N( NO_PROP) ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] sendi ng packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] parsed | NFORMATI ONAL request 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] generating | NFORVATI ONAL response 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] sending packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (396 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[ENC] parsed CREATE_CHI LD SA request 559 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG received proposals:
ESP:AES_GCM_16_256/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHAl 96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA1l 96/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHA2 256_128/NO_EXT SEQ,
ESP:AES_CBC_128/HMAC_SHA1l 96/NO_EXT SEQ, ESP:3DES_CBC/HMAC_SHA2 256_128/NO_EXT_ SEQ

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG configured proposals:

ESP:AES CBC_256/HMAC_SHAl 96/MODP_4096/NO_EXT SEQ

daenon. i nfo: Apr 27 05:12:58 AvedgeOl charon: 07[1 KE] no acceptable proposal found

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[IKE] failed to establish CH LD SA, keeping

| KE_SA

¥ : CREATE_CHILD_SABEEZLHNENRHARISARKE., BXEZSE | HEME
T BRIKEV2BUE B XK R

IKEERERHEENTH , FEETHESE , R TRI -2 EEANERITOM

CREATE_CHILD_SARREMAEKE , AT HEIPsec i i [A] 4 B M IR HTSPI,


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

- VedgeM 10.10.10. 132 CREATE_CHILD_SA#ER#IEE.
- VedgeSb BB R HRIEXE410.10.10.1 K EHEIL(SA)
. Vedge N EH L AN EERENSHEBWEIH TR,
- X¥AHCREATE_CHILD_SA%M |, “KRZHFIMEZ R,
BRI RER  MRZHBRETERRFETEMER AT LEBFIR ?

REDHE , ERENRNESE - NHIANFR , WEETRIE.

EEERW : ESP:AES_CBC_256/HMAC_SHA1_96/MODP_4096/NO_EXT_SEQ

L] = A

ESP:AES_GCM_16_256/NO_EXT_SEQ,
ESP:AES_CBC_256/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:3DES_CBC/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ ,
ESP:AES_CBC_128/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:3DES_CBC/HMAC_SHA2_256_128/NO_EXT_SEQ

MODP_40962DH4 16 , ©E N E2M EX ( IPsecEr ) LWIPFS ( T2 BIMRE ) BLi& T vedges.

PFSRE—TEEMNEE , FHEET , B8 7] SURTEIKE - #Y R #5508 5175 #Y 5 4 B h 2 31
RRRDRY. B, UBAEHEHN , BETEME | 3B UL ARSI ER.

vEdge IPSec/lkev2B8E R DELETEE 4 #IFBRIE T EEH B 3h

BXRETHANIFEMAEFEE . BSHCisco Bug ID CSCvx86427,

HTEEFEFE , IKERRARSKEET, BER , X TUHAEEBug (MRBHAEEA ) , KmIER
XHETEREMER.

B/ A BE B H B IEVEdge R B H Cisco Bug ID CSCvx86427 , EE&E HBSE XA MR,
EHEHRARZABEER

1. IPsech2iE ( /5 ) , B2 REMEE

2. B3E X AR Y At R B o

3. IPsecT FIPH#bit ( BRE B R )
BERRRBHXKNBEMBERS , EREXAZHEE AL,

Apr 13 22:05:21 vedge0l charon: 12[IKE] received DELETE for IKE_SA ipsecl_1[217]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE _SA ipsecl 1[217] between

10. 16. 0. 5[ 10. 16. 0. 5] . .. 10. 10. 10. 1] 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE _SA ipsecl 1[217] between

10. 16. 0. 5[ 10. 16. 0. 5] . .. 10. 10. 10. 1] 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del eted

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del et ed

Apr 13 22:05:21 vedgeOl charon: 12[ENC] generating | NFORVATI ONAL response 4586 [ ]

Apr 13 22:05:21 vedgeOl charon: 12[ NET] sendi ng packet: from 10.16.0.5[4500] to 10.10. 10. 1[ 4500]
(80 bytes)

Apr 13 22:05:21 vedgeOl charon: 12[KNL] Deleting SAD entry with SPI 00000e77

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-FTMD-6-INFO-1000001: VPN 1 Interface
ipsecl DOWN

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-ftmd-6-INFO-1400002: Notification:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427

interface-state-change severity-level:major host-name:"vedge0Ol" system-ip:4.1.0.1 vpn-id:1 if-
name:"ipsecl" new-state:down
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https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://datatracker.ietf.org/doc/html/rfc2409
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https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/214521-site-to-site-lan-to-lan-ipsec-between.html
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