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VPN Tunnel

EBranch Router

Internet | [

201.1.1.1
L4 Dynamic IP address

AR

Mo ETHEREABRENSA ASA MEHRZ LNEE,

B ASAEE

interface Ethernet0/0

nameif outside

security-level 0

ip address 201.1.1.2 255.255.255.0

!

crypto ipsec ikev2 ipsec-proposal ESP-AES-SHA
protocol esp encryption aes

protocol esp integrity sha-1

crypto ipsec security-association pmtu-aging infinite
crypto dynamic-map dmap 1 set ikev2 ipsec-proposal ESP-AES-SHA
crypto map vpn 1 ipsec-isakmp dynamic dmap
crypto map vpn interface outside
crypto ca trustpool policy
crypto ikev2 policy 1

encryption 3des

integrity sha

group 5 2

prf sha

lifetime seconds 86400
crypto ikev2 enable outside

group-policy Site-to-Site internal

group-policy Site-to-Site attributes
vpn-tunnel-protocol ikev2

tunnel-group S2S-IKEv2 type ipsec-121

tunnel-group S2S-IKEv2 general-attributes
default-group-policy Site-to-Site

tunnel-group S2S-IKEv2 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco321
ikev2 local-authentication pre-shared-key ciscol23

HAHERER
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ip access-1list extended vpn
permit ip host 10.10.10.1 host 201.1.1.2

crypto ikev2 proposal L2L-Prop
encryption 3des

integrity shal

group 2 5

!
crypto ikev2 policy L2L-Pol
proposal L2L-Prop

1
crypto ikev2 keyring L2L-Keyring
peer vpn

address 201.1.1.2
pre-shared-key local cisco321
pre-shared-key remote ciscol23
1
crypto ikev2 profile L2L-Prof
match identity remote address 201.1.1.2 255.255.255.255
identity local key-id S2S-IKEv2
authentication remote pre-share
authentication local pre-share
keyring local L2L-Keyring

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac

mode tunnel
!
crypto map vpn 10 ipsec-isakmp
set peer 201.1.1.2
set transform-set ESP-AES-SHA
set ikev2-profile L2L-Prof

match address vpn

1

interface GigabitEthernet0/0

ip address 192.168.1.2 255.255.255.0
duplex auto

speed auto

crypto map vpn

R EBNIHIEINEMREL | key-id TE |, H ESHRERRS ASA LOIBEBEBHE NN NRREH
XS ASA ERHHERENBAE.

&2

AE  NEEL - RERAHESN, Zf"—f Jﬁﬁlﬂsﬁﬂl_o MERIRHEZ ASA |, XIHMRLIZEETR
M, EIRA 8.4 b | ASA TEEEN set peer R AT EREER (FQDN) , EEMIE
ERERKRARIRM CSCus37350 B,

BR , MRIZE ASAK IP it b 2K , BEERE VPN EO9EBEZLBREESE , BLIET
BEEMIEE ASA B IP it | ﬁﬁmﬁﬁﬁm%ﬁtﬁﬁ LTS EMNIZE ASA Y FQDN :

C1941 (config) #do show run | sec crypto map

crypto map vpn 10 ipsec-isakmp
set peer <FQODN> dynamic

R : dynamicxBFZRUEN ., YEBidset peerin B I EZZEIPsec HRM EH B R | BiE



ALK Hdynamick 8F , ZRBFHELEN B RER RST2R(DNS)#T , BRI IPsech
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RHRER

crypto ikev2 keyring L2L-Keyring
peer vpn
hostname asa5510.test.com
pre-shared-key local cisco321
pre-shared-key remote ciscol23
!
crypto ikev2 profile L2L-Prof
match identity remote fgdn domain test.com
identity local key-id S2S-IKEv2
authentication remote pre-share
authentication local pre-share
keyring local L2L-Keyring

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

crypto map vpn 10 ipsec-isakmp

set peer asa5510.test.com dynamic
set transform-set ESP-AES-SHA

set ikev2-profile L2L-Prof

match address vpn
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- BLF 2 show crypto IKEv2 sa det ip R HIGE R :

IKEv2 SAs:
Session-1d:23, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote Status Role
120434199 201.1.1.2/4500 201.1.1.1/4500 READY RESPONDER
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/915 sec
Session-id: 23
Status Description: Negotiation done
Local spi: 97272A4BADED4ASC Remote spi: 67E01CB8E8619AF1
Local id: 201.1.1.2
Remote id: S2S-IKEv2
Local reqg mess id: 43 Remote req mess id: 2
Local next mess id: 43 Remote next mess id: 2
Local req queued: 43 Remote req queued: 2
Local window: 1 Remote window: 5
DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Child sa: local selector 201.1.1.2/0 - 201.1.1.2/65535
remote selector 10.10.10.1/0 - 10.10.10.1/65535
ESP spi in/out: 0x853c02/0x41aa84f4
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 128, esp_hmac: SHA96

ah_hmac: None, comp:

- BLF & show crypto ipsec sa P HIER :

IPCOMP_NONE, mode tunnel

interface: outside
Crypto map tag: dmap, seq num: 1, local addr: 201.1.1.2
local ident (addr/mask/prot/port): (201.1.1.2/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.10.10.1/255.255.255.255/0/0)
current_peer: 201.1.1.1
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent:
#TFC rcvd: O,
#Valid ICMP Errors rcvd:
0,

0, #PMTUs rcvd:
#TFC sent: O
0,
#recv errors: 0

0,

#send errors:

#decapsulated frgs needing reassembly: 0

#Invalid ICMP Errors rcvd: 0



local crypto endpt.: 201.1.1.2/4500, remote crypto endpt.:

path mtu 1500, ipsec overhead 82 (52), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 41AA84F4
current inbound spi : 00853C02

inbound esp sas:
spi: 0x00853C02 (8731650)
transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, }

slot: 0, conn_id: 94208, crypto-map: dmap

sa timing: remaining key lifetime (kB/sec): (4101119/27843)

IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000001F
outbound esp sas:
spi: 0x41AA84F4 (1101694196)
transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, }

slot: 0, conn_id: 94208, crypto-map: dmap

sa timing: remaining key lifetime (kB/sec): (4055039/27843)

IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:
0x00000000 0x00000001

A EER

- BLR 2 show crypto IKEV2 sa detail S T HILER :

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 192.168.1.2/4500 201.1.1.2/4500 none/none

Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/1013 sec
CE id: 1023, Session-id: 23
Status Description: Negotiation done

Local spi: 67E01CB8E8619AF1 Remote spi: 97272A4B4DED4AS5C

Local id: S2S-IKEv2
Remote id: 201.1.1.2

Local req msg id: 2 Remote req msg id:
Local next msg id: 2 Remote next msg id:
Local reqg queued: 2 Remote reqg queued:
Local window: 5 Remote window:

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Extended Authentication not configured.
NAT-T is detected inside

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

. LU~ £ show crypto ipsec sa W S HIGR :

48
48
48

PSK

201.1.1.1/4500

Status
READY



interface: GigabitEthernet0/0
Crypto map tag: vpn, local addr 192.168.1.2

protected vrf: (none)

local ident (addr/mask/prot/port): (10.10.10.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (201.1.1.2/255.255.255.255/0/0)

current_peer 201.1.1.2 port 4500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest:
#pkts decaps: 6, #pkts decrypt: 6, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

6
6

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 192.168.1.2, remote crypto endpt.: 201.1.1.2
ip mtu idb GigabitEthernet0/0

plaintext mtu 1422, path mtu 1500, ip mtu 1500,

current outbound spi: 0x853C02(8731650)
PFS (Y/N): N, DH group: none

inbound esp sas:
spi: O0x41AA84F4(1101694196)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }

conn id: 2006, flow_id: Onboard VPN:6, sibling flags 80000040,
(4263591/2510)

sa timing: remaining key lifetime (k/sec):
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: 0x853C02(8731650)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }

conn id: 2005, flow_id: Onboard VPN:5, sibling_ flags 80000040,
(4263591/2510)

sa timing: remaining key lifetime (k/sec):
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

HAMHES (HIER2IS ASA)

- BUF & show crypto IKEV2 sa detail SR :

Cl941#show cry ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote
1 192.168.1.2/4500 201.1.1.2/4500
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign:

fvrf/ivrf
none/none
PSK, Auth verify: PSK

crypto map: vpn

crypto map: vpn

Status
READY



Life/Active Time: 86400/1516 sec

CE id: 1034, Session-id: 24

Status Description: Negotiation done

Local spi: 98322AED6163EES3 Remote spi: 092A1E5620F6AA9C
Local id: S2S-IKEv2

Remote id: asa5510.test.com
Local req msg id: 2 Remote req msg id: 73
Local next msg id: 2 Remote next msg id: 73
Local reqg queued: 2 Remote reqg queued: 73
Local window: 5 Remote window: 1
DPD configured for 0 seconds, retry 0

Fragmentation not configured.

Extended Authentication not configured.

NAT-T is detected inside

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

AEE  EHPHERANAM D REE ASA EEXNWERBREL , ATRIEERELTER
MBEEE P, XETURITEERBEFE—IHAIR IKEV2,

i P HE BR
AEARM T THFNEE#HTHESERNER.
TERERBEFIE (XBREMAF ) IIFEL show iH. FERMEHEREITERESE show
wEE N,
XX : £ debug W HZHE , BZHE X Debug T EEFE LR,

£ Cisco I0S gz L , FRAUTHS :

deb crypto ikev2 error
deb crypto ikev2 packet
deb crypto ikev2 internal

EASA L EAHAUTHS :

deb crypto ikev2 protocol
deb crypto ikev2 platform
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