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interface Ethernetl interface Ethernet]
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version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname router
!
!
!
interface Ethernet0

ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast

!
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
ip helper-address 192.168.2.2

ip helper-address 192.168.2.3

l--- IP helper-address pointing to DHCP server

no ip directed-broadcast
I
I
!
1ine con 0
exec-timeout 0 O
transport input none
Tine aux 0

Tine vty 0 4

login

!
end
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« LT EMicrosoft DHCPE IR ELE :

<#root>

configure terminal
ip dhcp pool

new_poo

host

i p_address subnet _mask
client-identifier

(0ND,0,9,0,0:0,0,:¢.9,0,0:¢

l-—- xxxxxx represents 48 bit MAC address prepended with 01

« LT R23EMicrosoft DHCPEFImHELE :

<tfroot>

configure terminal
ip dhcp pool

new_poo

host i

p_address subnet _nmask
hardware-address

XHXXXKAKXXHKXXX

I--- xxxxxX represents 48 bit MAC address
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BEIRER Z BB XDHCP L RE M IViL,

Frame 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
1[0.0.0.0] [255.255.255.255] 618 0:01:26.810 0.575.244 05/07/2001 11:52:03 AM DHCP: Request,
Message type:

DHCP Di scover

DLC:
DLC: Frame larrived at 11:52:03.8106; frame size is 618 (026A hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC9C640

DLC: Ethertype = 0800 (IP)

DLC:

IP: -———- IP Header -----

IP:

IP: Version = 4, header Tength = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total Tength = 604 bytes

IP: Identification = 9

IP: Flags = OX

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = B988 (correct)
IP:

Source address = [0.0.0. 0]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubP: ----- UDP Header -----
UDP:

UDP:

Source port = 68 (Boot Pc/ DHCP)



UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP:

Message Type = 1 (DHCP Di scover)

DHCP: Maximum message size = 1152
DHCP:

Cient identifier = 00636973636F2D303030352E646363392E633634302D564C31

DHCP: Parameter Request List: 7 entries
DHCP: 1 = Client's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Domain name server

DHCP: 3 = Routers on the client's subnet
DHCP: 67 Boot File Option

DHCP: 12 = Host name server

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30
DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
2[192.168.1.1] [255.255.255.255] 331 0:01:26.825 0.015.172 05/07/2001 11:52:03 AM DHCP: Reply,
Message type:



DLC:
DLC: Frame 2 arrived at 11:52:03.8258; frame size is 331 (014B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)

DLC:

IP: ————- IP Header -----

IP:

IP: Version = 4, header Tength = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total Tlength = 317 bytes

IP: Identification =5

IP: Flags = OX

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F901 (correct)
IP:

Source address = [192.168. 1. 1]
IP:

Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubP: ----- UDP Header -----
UDP:

UDP: Source port =

67 (Boot Ps/ DHCP)

UDP: Destination port =

68 (Boot Pc/ DHCP)

UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address length = 6 bytes
DHCP:

DHCP: Hops = 0



DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds
DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP:

Client I P address = [192.168. 1. 2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]
DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Offer)

DHCP: Server IP address = [192.168.1.1]

DHCP: Request IP address Tease time = 85535 (seconds)
DHCP: Address Renewal interval = 42767 (seconds)
DHCP: Address Rebinding interval = 74843 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 1. 3]
DHCP:

Dormai n Nane Server address = [192.168. 1. 4]
DHCP:

Gat eway address = [192.168.1.1]

DHCP:

Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
3[0.0.0.0] [255.255.255.255] 618 0:01:26.829 0.003.586 05/07/2001 11:52:03 AM DHCP: Request,
Message type:

DHCP Request
DLC: ----- DLC Header -----
DLC:

DLC: Frame 56 arrived at 11:52:03.8294; frame size is 618 (026A hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC9C640



DLC:
DLC:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:

Sour
IP:
Dest

IP:
IP:
UDP:
UDP:
UDP:

Sour

UDP:

Dest

UDP:
UDP:
UDP:
UDP:

DHCP:

Ethertype = 0800 (IP)

Version = 4, header Tength = 20 bytes
Type of service = 00
000. .... = routine
..0 .... = normal delay
. 0... = normal throughput

.0.. = normal reliability

..0. = ECT bit - transport protocol will ignore the CE bit
... ...0 = CE bit - no congestion
Total Tength = 604 bytes
Identification = 10
Flags = 0X
.0..
..0. .... = last fragment
Fragment offset = 0 bytes
Time to Tive = 255 seconds/hops
Protocol = 17 (UDP)
Header checksum = B987 (correct)

may fragment

ce address = [0.0.0.0]

i nati on address = [255. 255. 255. 255]

No options

ce port = 68 (Boot Pc/ DHCP)

ination port = 67 (BootPs/DHCP)

Length = 584
No checksum
[576 byte(s) of data]

DHCP:

DHCP:
DHCP:
DHCP:

Boot record type = 1 (Request)
Hardware address type = 1 (10Mb Ethernet)
Hardware address length = 6 bytes

DHCP:

DHCP:

DHCP:

Tran

DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Hops = 0
saction id = 00000882
Elapsed boot time = 0 seconds
Flags = 8000
1... .... .... .... = Broadcast IP datagrams

Client self-assigned IP address = [0.0.0.0]
Client IP address = [0.0.0.0]

Next Server to use in bootstrap = [0.0.0.0]
ReTlay Agent = [0.0.0.0]

DHCP:



dient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

Cient identifier 00636973636F2D303030352E646363392E633634302D564C31

DHCP:

Server | P address [192.168. 1. 1]

DHCP:

Request specific | P address = [192.168. 1. 2]

DHCP: Request IP address lease time = 85535 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 Domain name server

DHCP: 3 Routers on the client's subnet

DHCP: 67 = Boot File Option

DHCP: 12 = Host name server

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frame 4 - DHCPACK

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4[192.168.1.1] [255.255.255.255] 331 0:01:26.844 0.014.658 05/07/2001 11:52:03 AM DHCP: Reply,
Message type:

DHCP Ack

DLC:
DLC: Frame 57 arrived at 11:52:03.8440; frame size is 331 (014B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)

DLC:

IP: ————- IP Header -----

IP:

IP: Version = 4, header Tength = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay



IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 317 bytes

IP: Identification = 6

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F900 (correct)
IP:

Source address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 68 (Boot Pc/ DHCP)

UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds
DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP:

Client I P address = [192.168. 1. 2]

DHCP: Next Server to use in bootstrap [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""
DHCP: Boot file name = ""
DHCP:



DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.1.1]

DHCP: Request IP address Tease time = 86400 (seconds)
DHCP: Address Renewal interval = 43200 (seconds)
DHCP: Address Rebinding interval = 75600 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 1. 3]
DHCP:

Dormai n Nane Server address = [192. 168. 1. 4]
DHCP:

Gat eway address = [192.168.1.1]

DHCP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
5 0005DCC9C640 Broadcast 60 0:01:26.846 0.002.954 05/07/2001 11:52:03 AM ARP: R PA=[192.168.1.2]
HA=0005DCC9C640 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 58 arrived at 11:52:03.8470; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCC9C640

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

6 0005DCC9C640 Broadcast 60 0:01:27.355 0.508.778 05/07/2001 11:52:04 AM ARP: R PA=[192.168.1.2]
HA=0005DCC9C640 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 59 arrived at 11:52:04.3557; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast



DLC: Source = Station 0005DCC9C640
DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----
ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

R0 4L B ) DHCP R 4K IR AV B2 FA 25 0 PR RYDHCP & P i Al AR 35 25 BY IR R 28 Bk

IRRES B BRif
<#root>

Frame 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
1 [0.0.0.0] [255.255.255.255] 618 0:02:05.759 0.025.369 05/31/2001 06:53:04 AM DHCP: Request,
Message type: DHCP Discover

DLC: ----- DLC Header -----

DLC:

DLC: Frame 124 arrived at 06:53:04.2043; frame size is 618 (026A hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCF2C441

DLC: Ethertype = 0800 (IP)

DLC:

IP: ————- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes

IP: Type of service = 00

IP: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 183

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/hops
IP: Protocol = 17 (UDP)



IP: Header checksum = B8DA (correct)

IP: Source address = [0.0.0.0]

IP: Destination address = [255.255.255.255]
IP: No options

UDP: Source port = 68 (BootPc/DHCP)

UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of datal]

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP: Hops = 0

DHCP: Transaction id = 00001425

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: Client hardware address = 0005DCF2C441

DHCP: Host name = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Discover)

DHCP: Maximum message size = 1152

DHCP: Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)

Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summaryr
125 [192.168.1.1] [255.255.255.255] 347 0:02:05.772 0.012.764 05/31/2001 06:53:04 AM DHCP: Reply,
Message type:

DHCP Of f er



DLC: Frame 125 arrived at 06:53:04.2171; frame size is 347 (015B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC:

Source = Station 003094248F71

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 45

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F8C9 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 68 (Boot Pc/ DHCP)

UDP: Length = 313

UDP: Checksum = 8517 (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00001425

DHCP: Elapsed boot time = 0 seconds



DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP:

Client I P address = [192.168. 1. 2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]
DHCP:
Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Offer)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 99471 (seconds)
DHCP: Address Renewal interval = 49735 (seconds)
DHCP: Address Rebinding interval = 87037 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 10. 1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net BI OS Server address = [192.168.10.1]
DHCP:

Net Bl OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
3 [0.0.0.0] [255.255.255.255] 618 0:02:05.774 0.002.185 05/31/2001 06:53:04 AM DHCP: Request,
Message type:

DHCP Request
DLC: ----- DLC Header -----
DLC:

DLC: Frame 126 arrived at 06:53:04.2193; frame size is 618 (026A hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF, Broadcast



DLC:

Source = Station G scl4aF2C441

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 184

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = B8D9 (correct)
IP:

Source address = [0.0.0.0]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 68 (Boot Pc/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00001425

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]



DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]
DHCP:

dient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

Cdient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30

DHCP:

Server | P address [192. 168. 2. 2]

DHCP:
Request specific IP address = [192.168. 1. 2]

DHCP: Request IP address Tease time = 99471 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 = Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 4 - DHCPACK

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4 [192.168.1.1] [255.255.255.255] 347 0:02:05.787 0.012.875 05/31/2001 06:53:04 AM DHCP: Reply,
Message type:

DHCP Ack

DLC:
DLC: Frame 127 arrived at 06:53:04.2321; frame size is 347 (015B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF, Broadcast
DLC:

Source = Station 003094248F71

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes



IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 47

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F8C7 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 68 (Boot Pc/ DHCP)

UDP: Length = 313

UDP: Checksum = 326F (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00001425

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]
DHCP:
dient hardware address = 0005DCF2C441

DHCP:



DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 10. 1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net Bl OS Server address = [192.168.10.1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
5 Ciscl4F2C441 Broadcast 60 0:02:05.798 0.011.763 05/31/2001 06:53:04 AM ARP: R PA=[192.168.1.2]
HA=Ciscl4F2C441 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station Ciscl4F2C441

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00E0O1EF2C441

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

Frane 6 - ARP



Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
5 Ciscl4F2C441 Broadcast 60 0:02:05.798 0.011.763 05/31/2001 06:53:04 AM ARP: R PA=[192.168.1.2]
HA=Ciscl14F2C441 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station Ciscl4F2C441

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EQO1EF2C441

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

IRERER A BRI

<#froot>

Frame 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

118 [192.168.1.1] [192.168.2.2] 618 0:00:51.212 0.489.912 05/31/2001 07:02:54 AM DHCP: Request,
Message type: DHCP Discover

DLC: ----- DLC Header -----

DLC:

DLC: Frame 118 arrived at 07:02:54.7463; frame size is 618 (026A hex) bytes.

DLC:

Destination = Station 0005DCOBF2F4
DLC:

Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

DLC:

Ip: ————- IP Header -----

IP:

IP: Version = 4, header Tength = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay



IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 52

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3509 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [192. 168. 2. 2]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: Checksum = 0A19 (correct)

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 1 (DHCP Discover)



DHCP: Maximum message size = 1152

DHCP: Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 Domain name server

DHCP: 15 Domain name

DHCP: 44 NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
2 [192.168.2.2] [192.168.1.1] 347 0:00:51.214 0.002.133 05/31/2001 07:02:54 AM DHCP: Request,
Message type:

DHCP Of f er

DLC:
DLC: Frame 119 arrived at 07:02:54.7485; frame size is 347 (015B hex) bytes.
DLC:

Destination = Station 003094248F72

DLC:

Source = Station 0005DCOBF2F4

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 41

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3623 (correct)
IP:

Sour ce address = [192. 168. 2. 2]
IP:

Destination address = [192.168. 1. 1]



IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 313

UDP: Checksum = A1F8 (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops = 0

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP: Rel ay Agent = [192.168. 1. 1]
DHCP:
Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Offer)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172571 (seconds)
DHCP: Address Renewal interval = 86285 (seconds)
DHCP: Address Rebinding interval = 150999 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168.10. 1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net BI OS Server address = [192.168.10. 1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Domai n nane = "cisco. conf



Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

3 [192.168.1.1] [192.168.2.2] 618 0:00:51.240 0.025.974 05/31/2001 07:02:54 AM DHCP: Request,
Message type: DHCP Request

DLC: ----- DLC Header -----

DLC:

DLC: Frame 120 arrived at 07:02:54.7745; frame size is 618 (026A hex) bytes.

DLC:

Destination = Station 0005DCOBF2F4

DLC:

Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 54

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3507 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [192. 168. 2. 2]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584
UDP: Checksum = 4699 (correct)
UDP: [576 byte(s) of datal]



UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address

= [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]
DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP:
Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

dient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30

DHCP: Server IP address = [192.168.2.2]

DHCP: Request specific IP address = [192.168.1.2]
DHCP: Request IP address Tease time = 172571 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 = Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 4 - DHCPACK

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4 [192.168.2.2] [192.168.1.1] 347 0:00:51.240 0.000.153 05/31/2001 07:02:54 AM DHCP: Request,
Message type:

DHCP Ack

DLC:
DLC: Frame 121 arrived at 07:02:54.7746; frame size is 347 (015B hex) bytes.
DLC:



Dest

DLC:

Sour

DLC:
DLC:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:

Sour

IP:

Dest

IP:
IP:
UDP:
UDP:
UDP:

Sour

UDP:

Dest

UDP:
UDP:
UDP:
UDP:

DHCP:

ination = Station 003094248F72

ce = Station 0005DCOBF2F4

Ethertype = 0800 (IP)

Version = 4, header Tength = 20 bytes
Type of service = 00
000. .... = routine
..0 .... = normal delay
. 0... = normal throughput
.0.. = normal reliability
..0. = ECT bit - transport protocol will ignore the CE bit
.e.. ...0 = CE bit - no congestion
Total Tength = 333 bytes
Identification = 42
Flags = 0OX
.0.. .... = may fragment
..0. .... = Tast fragment
Fragment offset = 0 bytes
Time to Tive = 255 seconds/hops
Protocol = 17 (UDP)
Header checksum = 3622 (correct)

ce address = [192.168. 2. 2]

ination address = [192. 168. 1. 1]

No options

ce port = 67 (Boot Ps/ DHCP)

ination port = 67 (BootPs/ DHCP)

Length = 313
Checksum = 7DF6 (correct)
[305 byte(s) of datal

DHCP:

DHCP:
DHCP:
DHCP:

Boot record type = 2 (Request)
Hardware address type = 1 (10Mb Ethernet)
Hardware address length = 6 bytes

DHCP:

DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Hops = 0

Transaction id = 000005F4

Elapsed boot time = 0 seconds

Flags = 8000

1... .... .... .... = Broadcast IP datagrams

Client self-assigned IP address = [0.0.0.0]
Client IP address = [192.168.1.2]
Next Server to use in bootstrap = [0.0.0.0]



DHCP:

Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 10.1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net BI OS Server address = [192.168.10. 1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

MR P iE T T EIREBDHCPb U AT | HBEBRDHCPIE[E

RHIFFZEH#1 . DHCPARSS 88 EDHCPE Fim L F B —MNLANMER = VLAN £

SHDHCPARS 88 M & P imf T [E — MLANM R VLAN £ B & 7 i 70 7E MDHCP AR 5 288 2R BV P ith 31k B
o BR , AHEMBR A S HOHCPRIE, WRIBSEEZDHCPRESBRMDHCPE M iRk REH
Ko BR , RIBAIGEHAEDHCPRSB|/HEFFIRA S, XEAERE BT PR FEH 18 E S BRI B

o

N EE . EEFEAVIANEEDHCPIRS S | 1% R S IR DHCP 3 ) S ANVLANE X T
BB DHCP3tz.

=HIFFFEH2 : DHCPHRZ 28 FMDHCPE F im 4R AL i& F T DHCP/BootP R 44X ThREM
RHEER TR



LMDHCPREZBNEF, BN T AENLANMERZHVLAN LB, B8 B85 A #EDHCP/BootP 4k I8
, AR HDHCPREQUEST# A ZIDHCPRS 85, HEBRDHCP/BootPH 4k LA K DHCP RS 23 F1 &
P EEERTEMS R, NREEERXERER  NALBEESHATNIRE.

BREEs FH DHCP RSS2 T POOL EXHAUSTED 48R M 7o 3% 40 B b 21k
Bt 8 ADHEMPRER , EUENMNAEEFHSH. XA LUEE show ip dhep conflict 5%

M HFTRIE, YWATHERMEEN P it , e Lt hzR, BTt 5 Eet , DHCP
£383d ping MW ARP KRR EERBFEHR,

MRRME PR | BRI MEFRIER, EFNEERFRIZOPRED |, Ziit S 2E 58
Bl & ip dhep conflict logging LAfE Rt (7] &,
DHCP# [EHEBRIE IR

T #EDHCPRZ Al ge & £ 4L

DHCP RIZAEAZMER, EEANERNREREERE, B2 , FSDHCPRIEAJERHREF
RYRRAFERFE, MI4E82 Q< (NIC) KB R P B B8R L Z1TRYDHCP/BootP R KR E 5| £/, M T 17
EARERERA , RItFERWMARSLH T ERIEBREIE,

AT REIE AL DHCP B fM R A
« Catalyst IR BRINEE
« DHCP/BootP R4 BB E
« NIC & [EIE = DHCP Zh&g e &
« NIC BfE= NIC B EFRET EH
o BRSTEERY A B TT B S B 1B BRAE PRI 45 P
- BRERENTARRGRAE
- DHCP PR3 28 938 B Bl B st S - R PR
« Cisco CatalystXX #4185 Cisco |0S DHCP/BootP H 4 1% 2 £k 44 ik F

- REEMITEOEWE DHCP offer , ER R BR MKEHE K (URPF) REXK, HEOBH
R E g R & (RPF) ITheERT |, Cisco BRHERASEFRMUS 0.0.0.0 LAK B Rttt A
255.255.255.255 K57 £ HLE B thHi (DHCP) #3| S Y (BOOTP) #iEa., BHmBthats
BEOLEXRFTEESEERN P ity IP 5385, Cisco Bug ID CSCAw319255125 7 it /d]
i

AR RAEEMHNENEFRTAEERERE.
« REFADHCPEHEENE , (EDHCPH 3R A HRIEFKAREH


https://tools.cisco.com/bugsearch/bug/CSCdw31925

ARKYIIEE B M

AIRER TR RIS,

BE% , Wi DHCP ZFin MRS SN YEIER, MRIEEE Catalyst KM , iFHRIE DHCP &F
MRS e SRRV Z BN YEERE. XN TETCisco IOSHR#RM ( M Catalyst
2900XL/3500XL/2950/3550 ) , Sshow port statusF MK @5 H Eshow interface <interface>, Ml
REORBS TR <interface>f b FuplRE , LB FupRES , Wik AR 2FRBER , EE
DHCPE FiRiERtE A&, oM EN .

<tfroot>
Switch#

show i nterface fastEthernet 0/1

FastEthernet0/1 is up, line protocol is up
Hardware 1is Fast Ethernet, address is 0030.94dc.accl (bia 0030.94dc.accl)

WMRIIE T YEER | IEKCatalystRERHLADHCPE F i Z B ;& B 4£8% |, NI fE A HEERCisco
Catalyst3 R HLHINICFRE M B B EB 0 HEBR S Y1 3R B iE R A XM P,

N2 BB IR S S BE ECatalyst R ¥ 4l L #93% O # Aanerrdisabledstate, BXiF4MER
, '5ZFCisco IOS¥ & L W Errdisablelin ORSIKE , HHPHER T errdisabletRZS. WA T a0 MIL
MBIRE , HERMET MRS IRE KRB

B.EE R /i THEE M ERZSIPLUN i M 4% 1%
AIRER TR RIS,

BEBRMEMDHCPHFERY , & F i TAFLS CR EFHASIPH it ISHE NS EZFREE., MR I
BREFHSHEN P , BRHEEHRMNERR , WFEEWREFRRDHCP, LAt , BEEH
BRI T R

C. RIFFBEREB N BB FE
AYEER TABERBITR,

WRDHCPE P i 7o A 12 /5 3 BY MDHCP AR S5 2R R EXIPHb 41 | SR LA F 358 % P i X DHCP#E R
o HATIREST]R , MATHIRIERSHDHCPARSS 25 F 3 3REUPHE 11t

Microsoft Windows 95/98/ME :

1. B & Startbutton HE1TWINIPCFG.exefg 7o
2. RiiRelease Allbutton(HRenew Allbutton R 7).
3. DHCP EFixltif R B EEIRTE IP otk ?


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

4 |P Configuration [ el

= Ethermet Adapter Infarmation—

Ir"'-E|[FI | FRO PCI A

Adapter

Adapter Address 00-D0-B7-25-E5-3F
IP Addrezs 54.102.50.154

Subnet Mask | 255255 2550
Default Gateway bB4.102.50.1

L, FHeleaze FHenew

Feleaze All FHenew All More [nfo

Microsoft Windows NT/2000 :

1. B FRAETFZEPEAcmd TS SRRAFED,
2. Ean HIRRAE O & HanSipconfigirenew,
3. DHCP B F it it R BEEIRS IP itk ?

E:"-.,WIHHT"-.,S',rsl:en132"-.,cn1d.e:-:e
CCY) Copyright 1785-1999 Microsoft Corp.

C:x>ipconf ig

Windows 2088 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix . :
FR-Addiessis & & & & 8 d 8 E de & s
Subnet Mask :
Default Gateway

C:sipconfig Arenew

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix . : cisco.com
IP Address. . . . . . . . - . - - = Bh4.182_47.137

Subnet Mask : 255_.255_255_ 192
Default Gateway : 64.182.47.129
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WMRZHRALRZ Catalyst 2900/4000/5000/6000 , ERitis OREBA T STP portfast , HEMA T H
PHEE, BIAEER STP portfast WM , MY/ BENENEZ (DRER ) o X T
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BXEEETCatalyst RN INDHCPEEE ZTAIEM R s OBBEERNEZ XN , BSRER
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ERIUFERE , FHITUATRE
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2. WIFRBBFEELFEE®S no service dhep, WWEESHEZEAK B EWFTEDHCPIRS &S
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Q& AE  EETRECisco |OSHRAMNEEBEEST , A EDHCPH UK IEINAEM Zip bootp server i 5 M FEservice dhep @&
o HIt , BN ip helper-address W ELE N ¥ % DHCPUDP " #HE N X R DHCP &/ i%#) DHCP &K |, E
ERHEEHF A ip bootp server 5.

« {ERip helper-addressin S UDP/ 185 & B 7 W ittt |, FRITUDPI BRESSEESNEME EE D E#KRE
&no ip directed-broadcast, no ip directed-broadcast£xfA Lk E 6/~ BB B E MR, MEODRERRHRET120RES
WA A ERIAEL B

HDHCPS #%# X ZIDHCPIRF 88 T+ M Bttt it |, ATsE S HIMEHEE, HEBBEBRDHCPEERT |, 2 ¥DHCP UDPT #&#
& ZIDHCPHRSS 25 1Ptk -

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

no service dhcp
I--- This configuration command will disable all DHCP server and relay functionality on the route

hostname router
!
!
!
interface Ethernet0

ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast

I--- This configuration will prevent translation of a directed broadcast to a physical broadcast.
interface Ethernetl
I-—— DHCP client workstations reside of this interface.

ip address 192.168.1.1 255.255.255.0
ip helper-address 192.168.2.255

I--- IP helper-address pointing to DHCP server's subnet.

no ip directed-broadcast
!
!
!

Tine con 0
exec-timeout 0 O




transport input none
Tine aux 0

Tine vty 0 4

Togin

|
end

H. $TFF A #RIR (82) &M

ff DHCP %R M DHCP & i3t % 2] DHCP fR%-258¢ , DHCP 4R IEE{S B ( 31 82 ) ThAE(FES DHCP X ( Catalyst it
) INEXEBESNMEENEFKNEEEEEEF,

DHCP RSB ANAZEENBSREBENETNENAF 2B Pk, HITHEEHHRERSRE (QoS) MREFKE (SRt
SHOEMER ) . HEXRYPEA DHCP e , £B3)EAIEM 82, WRAKRX DHCP IR 2x it 17HE B LA fE H AT AL BB IAIN 82
WEIEE , N DHCP RSB F LR ZE R, B, EfRILEZE , FHALRBEE®S noip dncp relay information option £ 33k
B PSRE ) PEARAFRRIER (82),

|. DHCP ZIEEREM DHCP HRBEFIDH

DHCP HIEERERFM DHCP AEBEENEMEN , 0 FTP, TFTP = RCPRFEF. B UEEZ A DHCPHIEENRE , #H
RAENMEEESABEEENN#HBZAMNER. B ipdncp dadbese P EEHREFENRENHEERES I

MBEBREE DHCP $IEENRIE , {57E DHCP BRE25 L2 A DHCP #iiib " RiEF, L {Tnoip dhep conflict loggingd S LA
DHCPi it 28 B &2 . AIEA clear ip dhep conflict FEBREIERANFR,

MR A REAFRATRBRAR , MHANTHERES

%DHCPD-4-DECLINE_CONFLICT: DHCP address conflict: client

JA ECDPLAL | PHIEEEER

M5 Cisco |P BiFEZENRRIKEAZEMH T Cisco RZ XTI (CDP) i , DHCP BREBLENBFELEEEMN IP #tt, DHCP RS
BE T2 EE TEHIE VLAN/R G O TR IP#it, IRE/FZH CDP, N#ALEEB LM E Cisco IP EBIFX DHCPHIIER |, Hi2
HEBRHNFREE. RS, DHCPRFZEEATMIEST VLAN/FR A 58— IP sk, 5 dhep BRFSIEZNIEZF VLAN H&EERH
ISR,

K.JHIBRSVIA FHDHCPIS UTIR 1

£ Cisco Catalyst 6500 RFIZIEH. L , ¥ DHCPEE N LITHEE VLAN 5 , F2 BB SVI (TFRARS ) . Ikt SVINEERTF
[EW#IT DHCP MIFREREEF T,



BT #1Cisco |OSHY Cisco Catalyst 6500 5l 33l E FIDHCPA T = B/ RS AL B8R ( RPEIMSFC ) L5351 , M A RERIRNAEES
( SP=iSupervisor ) £55H#E, Cisco Catalyst 6500 R5IEA VACL EEBEAFHEIES , VACL FHIETIRMHEL RPHEN AR ith B $5i2
3B (LTL). WA RPJE , FEHERBEITISE , BAFEELS L3O (SVI) IDB KB, MR SVI T , Nl IDB b T EFE

, BRSNS E RPABEER,

L. BRI #Eitbut

Y DHCP EFIw1E DHCP HIB B ARE T/ BT , DHCP RSB MHP AN E LT DHCPEE AR EES S 1 /Bt
(255.255.255.255) & P, WRip broadcast-addressin THELE RN KEME #E , WSBEDHCPRIEMN £ 1/ 18, Ef R E B
, B ip dhep limited-broadcast-address i & SRR EL BRI M &S BT 2B S ERIA DHCP 1T R,

RIFEEZF T IRAEARBEOLRE TGS , BNEL DHCP EF IR REEESZ £ 1 [ BT AR DHCP ik,

M. i F & 1 85 Debugtn 5 8 i DHCP

fEMdebugii HIIE MR 2B UWEIDHCPIER

EXFRALEDHCPHFE SRR L , B URIERARETREIRBEFIHIDHCPER, MRBHRIEWIIRAEF KN
#ER , WDHCPERAXNK, ERSERF , BEHRIIRUB A, LHRIRXATARGS , ToTHEHASR,

E2REEERT , MANUTHEIIR :
access-list 100 permit ip host 0.0.0.0 host 255.255.255.255
EWTERT |, WA ltdebugin s :

debug ip packet detail 100

T~

<#root>

Router#

debug ip packet detail 100

IP packet debugging is on (detailed) for access 1list 100

Router#

00:16:46: IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, len 604, rcvd 2
00:16:46: UDP src=68, dst=67

00:16:46: IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, len 604, rcvd 2
00:16:46: UDP src=68, dst=67



MNZEHE RO LGER TN |, AT ZUCRBEEFIRWDHCPER, AIENERKESEEEE  MAERREEELS., At
, TEYHBECSRERER, AWM, RHSAXZBERTEESERAYN (X DHCPME ) FME+R IPH UDPIwmOKN T BHES.

A debug ip udp@n R IR IE IS A ER 2 B EULAFE KDHCPIEX

debug ip udp &% ATEABRERDHCPIE R B SR RV EE R, BR , WARELFHNERRBEIMN , BNAACLENRIRUDPHIE
SWLERIEE A, debugin T A BEESFEA,

A & BRdebugip udp@mREFETFH , TaE2 S B RLEIR(CPU)EAERE.

ERITERT |, #iAltdebugd < : debugip udp

Al

<#froot>

Router#

debug ip udp

UDP packet debugging is on
Router#

00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

!--- Router receiving DHCPDISCOVER from DHCP client.

00:18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

l--- Router forwarding DHCPDISCOVER unicast to DHCP server using DHCP/BootP Relay Agent source IP addre
00:18:48: UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=313

I--- Router receiving DHCPOFFER from DHCP server directed to DHCP/BootP Relay Agent IP address.
00:18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=333

l--- Router forwarding DHCPOFFER from DHCP server to DHCP client via DHCP/BootP Relay Agent.

00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

!--- Router receiving DHCPREQUEST from DHCP client.

00:18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604



1--- Router forwarding DHCPDISCOVER unicast to DHCP server using DHCP/BootP Relay Agent source IP addre
00:18:48: UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=313

I--- Router receiving DHCPACK (or DHCPNAK) from DHCP directed to DHCP/BootP Relay Agent IP address.
00:18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=333

1--- Router forwarding DHCPACK (or DHCPNAK) to DHCP client via DHCP/BootP Relay Agent.

00:18:48: UDP: rcvd src=192.168.1.2(520), dst=255.255.255.255(520), Tlength=32

I--- DHCP client verifying IP address not in use by sending ARP request for its own IP address.
00:18:50: UDP: rcvd src=192.168.1.2(520), dst=255.255.255.255(520), Tlength=32

I-—- DHCP client verifying IP address not in use by sending ARP request for its own IP address.

M debug ip dhcp server packetfi4y Il B§ H 28 2 B/ IZULFIE ADHCPIER

R EX A BRCisco I0SR12.0.x.TH12.1H# K #FCisco |OS DHCPHR S 25 Zh&E , AT BAfE A debugip dhep server packetin . Wi EES
Cisco IOSDHCPHRZ 28 ThRE— 22 , H F T HERRDHCP/BootPH AR IETHAERIE, SZ e TR —# , AR EIA T EREE &
, AT EEEXGRHREE, R , B AFXNDHCPRR B THN, EHITERT , i Altdebug® < :

debug ip dhcp server packet

<#root>

Router#

debug i p dhcp server packet

00:20:54: DHCPD: setting giaddr to 192.168.1.1.
I--- Router received DHCPDISCOVER/REQUEST/INRORM and setting Gateway IP address to 192.168.1.1 for forw
00:20:54: DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3065.302e.3165.6632.2e63..

!--- BOOTREQUEST includes DHCPDISCOVER, DHCPREQUEST, and DHCPINFORM.

1--- 0063.6973.636f.2d30.3065.302e.3165.6632.2e63 indicates client identifier.



00:20:54: DHCPD: forwarding BOOTREPLY to client 00e0.lef2.c441.

!--- BOOTREPLY includes DHCPOFFER and DHCPNAK.

I--- Client's MAC address is 00e0.lef2.c441.

00:20:54: DHCPD: broadcasting BOOTREPLY to client 00e0.lef2.c441.

!--- Router 1is forwarding DHCPOFFER or DHCPNAK broadcast on Tocal LAN interface.

00:20:54: DHCPD: setting giaddr to 192.168.1.1.

l--- Router received DHCPDISCOVER/REQUEST/INFORM and set Gateway IP address to 192.168.1.1 for forwardi
00:20:54: DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3065.302e.3165.6632.2e63..

!--- BOOTREQUEST includes DHCPDISCOVER, DHCPREQUEST, and DHCPINFORM.

1--- 0063.6973.636f.2d30.3065.302e.3165.6632.2e63 indicates client identifier.
00:20:54: DHCPD: forwarding BOOTREPLY to client 00e0.lef2.c441.

!--- BOOTREPLY 1includes DHCPOFFER and DHCPNAK.

I--- Client's MAC address 1is 00e0.lef2.c441.
00:20:54: DHCPD: broadcasting BOOTREPLY to client 00e0.lef2.c441.

!--- Router 1is forwarding DHCPOFFER or DHCPNAK broadcast on Tocal LAN interface.

FIZITE MER

Y EIZETZ MR , AT AT A XDHCP/BootPHH KBRS EETHAERFE R, MRMEHA R AN THELERR , NS
#TDHCP/BootPH £ (R IB ThBE T SR IERIE TR -

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3030.302e.3030.3030.2e30.3030.312d.4574.30 forwarded to 192
IP: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=308

DHCPD: forwarding BOOTREPLY to client 0000.0000.0001.

DHCPD: broadcasting BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=328

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, len 604, rcvd 2

UDP src=68, dst=67



UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3030.302e.3030.3030.2e30.3030.312d.4574.30 forwarded to 192
IP: s=192.168.2.2 (Ethernetl), d=192.168.1.1, Ten 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=308

DHCPD: forwarding BOOTREPLY to client 0000.0000.0001.

DHCPD: broadcasting BOOTREPLY to cTient 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), Tength=328.
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Mi3RA : Cisco I0S DHCPRHIELE

DHCP BRS B BIREFE NRPIRGE . HBRARMEH I , MR FREbuHE MY REFROFHRE, FRAEMESH
, BFRMEFRSE. Bt XTERNERS (NERFR ) FIIREBRSHK , HlmEE,

AXNAEEBEDHCPR SEXBNGSHNIEMAER |, $2MDHCPR EFE IR,

version 12.1
!
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Router
!
enable password cisco

ip subnet-zero

no ip domain-Tookup

ip dhcp excluded-address 10.10.1.1 10.10.1.199
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l--- Address range excluded from DHCP pools.

ip dhcp pool test_dhcp

l--- DHCP pool (scope) name 1is test_dhcp.

network 10.10.1.0 255.255.255.0

l-—- DHCP pool (address will be assigned in this range) for associated Gateway IP address.
default-router 10.10.1.1

I--- DHCP option for default gateway.

dns-server 10.30.1.1

I--- DHCP option for DNS server(s).
netbios-name-server 10.40.1.1

I--- DHCP option for NetBIOS name server(s) (WINS).
Tease 0 0 1

l--- Lease time.

interface Ethernet0

description DHCP Client Network

ip address 10.10.1.1 255.255.255.0
no ip directed-broadcast

I
interface Ethernetl

description Server Network

ip address 10.10.2.1 255.255.255.0
no ip directed-broadcast

I
Tine con 0O

transport input none
Tine aux 0

transport input all
Tine vty 0 4

Togin

I
end
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