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access-1list access-1list-number [dynamic dynamic-name [timeout minutes]]

{deny | permit} protocol source source-wildcard destination destination-wildcard
[precedence precedence] [tos tos] [log | Tog-input]
[time-range time-range-name][fragments]

Internet Control Message Protocol (ICMP)

access-1list access-Tist-number [dynamic dynamic-name [timeout minutes]]

{deny | permit} icmp source source-wildcard destination destination-wildcard
[[icmp-type] [icmp-code] | [icmp-message]] [precedence precedence] [tos tos] [log | log-input]
[time-range time-range-name][fragments]

LR H I (TCP)

access-1list access-list-number [dynamic dynamic-name [timeout minutes]]

{deny | permit} tcp source source-wildcard [operator [port]] destination destination-wildcard [operator
[estabTlished] [precedence precedence] [tos tos] [log | Tog-input]
[time-range time-range-name][fragments]
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access-1list access-list-number [dynamic dynamic-name [timeout minutes]]

{deny | permit} udp source source-wildcard [operator [port]] destination destination-wildcard [operator
[precedence precedence] [tos tos] [log | log-input]
[time-range time-range-name][fragments]
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Host B: 192.168.10.1

gf/—/_\j
e

R1 XRFMBHER T MEMAE EHRFIHRNR, ZwHBEA
o WEER AV IP #hikH 192.168.10.1 BWEH LMVHTFERET R1 EAEAARMN 0 #0,

o XAFEHAENIGE NetA B9 IP RS
+ NetB Y EMEH TR NetAo
- ACL FZBELE deny EA,

RIABERT , 810 ACL REEHHE — MR deny all ¥4, HAZREEXATHEERETEDIEL

o

R1

hostname R1
1
interface ethernet0

ip access-group 1 1in
I

access-1list 1 permit host 192.168.10.1
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Host B: 192.168.10.1
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hostname R1
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interface ethernet0
ip access-group 1 1in
!

access-1list 1 deny host 192.168.10.1
access-1list 1 permit any
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access-1list 1 permit any
access-1list 1 deny host 192.168.10.1
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interface ethernet0

ip access-group 101 1in
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access-1list 101 permit ip 192.168.10.0 0.0.0.255 192.168.200.0 0.0.0.255
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hostname R1
1
interface ethernet0

ip access-group 102 1in
!

access-1list 102 deny tcp any any eq 23
access-1list 102 permit ip any any
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hostname R1
|
interface ethernet0
ip access-group 102 1in
!
access-1list 102 permit tcp any any gt 1023 established
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hostname R1
!
interface ethernet0

ip access-group 102 1in

|
access-1list 102 deny tcp any any eq ftp
access-1list 102 deny tcp any any eq ftp-data
access-1list 102 permit ip any any

AU FTP BUER ( £30 FTP)
FTP #2LA =30 M 30 M R R B =0 TR 1R,

M FTP UEERNIRMER |, FTP RS2 iwO 21 BT84 , FHiwO 20 AFHE. FTP RS
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R1

hostname R1
|

interface ethernetO

ip access-group 102 1in
!

access-1list 102 permit tcp any host 192.168.1.100 eq ftp

access-1list 102 permit tcp any host 192.168.1.100 eq ftp-data established
!

interface ethernetl

ip access-group 110 1in
|

access-1list 110 permit host 192.168.1.100 eq ftp any established
access-1list 110 permit host 192.168.1.100 eq ftp-data any
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interface ethernetO

ip access-group 102 1in
|

access-1list 102 permit tcp any host 192.168.1.100 eq ftp

access-1list 102 permit tcp any host 192.168.1.100 gt 1023
|

interface ethernetl

ip access-group 110 1in
|

access-1list 110 permit host 192.168.1.100 eq ftp any established
access-1list 110 permit host 192.168.1.100 gt 1023 any established
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hostname R1
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interface ethernet0
ip access-group 102 1in
|

access-1list 102 permit icmp any any echo-reply
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hostname R1
|

interface ethernet0

ip access-group 102 1in
|

access-1list 102 permit tcp any any eq www
access-1list 102 permit tcp any any eq telnet
access-1list 102 permit tcp any any eq smtp
access-1list 102 permit tcp any any eq pop3
access-1list 102 permit tcp any any eq 21
access-1list 102 permit tcp any any eq 20
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TEERXATFEHE RSE(DNS)RE , MMNetBEENetANH RREFIFIEL,
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|
interface ethernetO

ip access-group 102 1in

!
access-1list 102 permit udp any any eq domain
access-1list 102 permit udp any eq domain any
access-1list 102 permit tcp any any eq domain
access-1list 102 permit tcp any eq domain any

RVFEEBEEN

HIENEAMAAW ACL B, FRARKAEIREHRIIRE. ERALIIRFAMEX ACL , BUER
TFEE H MRS
WAL T a5 U AFRBESNN (RIP) HiEaEES

access-1list 102 permit udp any any eq rip

WAL T o5 U AFREBRMXEEBADY (IGRP) BiEEES

access-1list 102 permit igrp any any

WMALT@SAYEERE IGRP (EIGRP) HiE2E T :

access-1list 102 permit eigrp any any

WAL T S U AT RREREMLSL (OSPF) BIELBED

access-1list 102 permit ospf any any

WAL TS UATFLRMXMY (BGP) HiEaEL

<#root>

access-1list 102 permit tcp any any eq
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access-1list 102 permit tcp any eq
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any

BIE ACL H BITER

EEA debug FTHFELIHREGTR (MAEFENLEED ) , ERDPBBERT2SBRERAR
BEMmELZET, HEiFEER debug 5. EAACLAAREMENFERENRER , LB
debug@n THIRME, XHMEET 2T RIEMHES.

BB ENE I EN 10.1.1.1 FEH, 172.16.1.1 Z AN EIE BB A debug ip packet HH

<#root>

Rl(config)#

access-list 199 permt tcp host 10.1.1.1 host 172.16.1.1
Rl(config)#

access-list 199 permt tcp host 172.16.1.1 host 10.1.1.1
Rl(config)#

end

Rl#debug i p packet 199 det ai
| P packet debugging is on (detailed) for access list 199

ET#%T debug PN EMEES |, FSHEX debug HETHNEEEES,
ETHIATERAMER ACL 5 debug S HAMESR |, B2 57 # ping A traceroute S H B F A

debug FF BT .

MAC b 3ik33 38

ERBISIRTREE MAC R RER#E IS B ARib ka9, AR REREEESHEN I
, MR £, BREB MAC Bitit# TR , BELRREEX THEANTHS

<#root>
Router#
config term nal
Router(config)#

bridge irb
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Router(config)#

bridge 1 protocol ieee

Router(config)#

bridge 1 route ip

FRFHUNATEELRREMNED |, A ®HSbridge-group <group number> {input-
address-list <ACL number>t|Z kY15 B 5l & | output-address-list <ACL4RE>} :

<tfroot>
Router#

config term nal

Router(config-if)#

interface fastEthernet0/0

Router(config-if)#

no i p address

Router(config-if)#

bridge-group 1 input-address-1list 700

Router(config-if)#

exit

BIBFFEEBEOF NA S ELWEAAREORIPHIL

<#root>
Router#

config term nal

Router(config-if)#

int bvil

Router(config-if)#

ip address 192.168.1.1 255.255.255.0

Router(config-if)#



exit

Router(config)#

access-1ist 700 deny aaaa. bbbb.cccc 0000. 0000. 0000

Router(config)#

access-list 700 permit 0000.0000.0000 ffff.ffff.ffff

BEKEE , BREIFRAGFFRSIE 700 LEER MAC ik, 875 R 5% Saccess-list
<ACL% 5> deny <maciz#it> 0000.0000.0000 , E4t TG R AIMACHELE | SRS A iF E fbit st
( 530 | aaaa.bbbb.cccc ) o
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