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Router1

Create VLANs Router 1#vl an dat abase Router1(vl an)#vlan 10
VLAN 10 added: Nane: VLANOO10 Router1(vl an)#vlan 51 VLAN
51 added: Nane: VLANOO51 Router1(vlan)#vlan 50 VLAN 50
added: Nane: VLANOO50 Router1(vlan)#vlan 100 VLAN 100
added: Nane: VLANO100 Router1(vl an)#vlan 200 VLAN 200
added: Nane: VLANO200 Router1(vl an)#exit APPLY
conpleted. Exiting.... Routerl# Configure VLANs




Rout er 1(config)#interface vlan 10 Router1(config-if)#i p
address 172.16.10.1 255.255. 255. 0 Rout er 1(confi g-
if)#interface vlian 50 Routerl(config-if)#i p address
172.16.50.1 255. 255.255. 0 Router1(config-if)# p hel per-
address 172.16.10.20 Routerl(config-if)#interface vlan
51 Routerl(config-if)#i p address 172.16.51.1

255. 255. 255. 0 Router1(config-if)#ip hel per-address
172.16. 10. 20 Router1(config-if)#interface vlan 100
Router1(config-if)#i p address 172.16.100.1 255. 255.255.0
Router1(config-if)#i p hel per-address 172.16. 10. 20

Rout er1(config-if)#i nterface vlan 200 Router1(config-

i f)#i p address 172.16.200.1 255.255.255.0

Rout er 1(config-if)#i p hel per-address 172.16. 10. 20

Rout er 1#show vl an-swi tch VLAN Nane Status POrts ---- -------ommmmm o oo
------------------------------- 1 default active Fal/0, Fal/2, Fal/3, Fal/4, Fal/5, Fal/®6,

Fal/ 7, Fal/8, Fal/9, Fal/10, Fal/11, Fal/12 Fal/ 13, Fal/ 14, Fal/15 10 VLANOO10 active 50
VLANOO50 active 51 VLANOO51 active 100 VLANO10O active 200 VLANO200 active 1002 fddi-default
active 1003 token-ring-default active 1004 fddinet-default active 1005 trnet-default active VLAN
Type SAID MIU Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2 ---- ----- ---------- ----- ----
LR e 1 enet 100001 1500 - - - - - 1002 1003 10 enet
100010 1500 - - - - - 0 O 50 enet 100050 1500 - - - - - O O 51 enet 100051 1500 - - - - - 0 O
100 enet 100100 1500 - - - - - 0 O VLAN Type SAID MIU Parent Ri ngNo BridgeNo Stp BrdgMbde Transl
Trans2 ---- ----- cmcmcmonon ceoen momais mmeees me-eeaee L T I 200 enet
100200 1500 - - - - - 0 0 1002 fddi 101002 1500 - - - - - 1 1003 1003 tr 101003 1500 1005 O - -
srb 1 1002 1004 fdnet 101004 1500 - - 1 ibm- O O 1005 trnet 101005 1500 - - 1 ibm- 0 O

EVTP, 4K, O8I M4 A

RANBRT , VIPERARRSS , AEHERZAN, VIPAUMVIANBEERANEE, <&
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, BHFRBHVAEIRES . EXMERT , BHTFEESEN B E X VLANSIR —2REERIA
VLAN 1-2 , 1002-1005, At , EHFEAFRIAVLANFEH B E LIEBE R RV VLANE
X 1k R ki 38 S FR KR — B

Router1

VTP Configurati on Routerl1l#vl an dat abase

Rout er1(vl an) #vt p transparent Setting device to VIP
TRANSPARENT node. Router1(vlan)#vtp donai n LAB Changi ng
VTP domain nanme from NULL to LAB Router1(vlan)#exit
APPLY conpleted. Exiting.... Spanning-Tree Configuration
Rout er 1(confi g) #spanning-tree vlian 1 root prinmary

Rout er 1(confi g) #spanni ng-tree vlan 10 root prinary

Rout er 1( confi g) #spanni ng-tree vl an 50 root prinary

Rout er 1( confi g) #spanni ng-tree vlan 51 root prinary

Rout er 1(confi g) #spanni ng-tree vl an 100 root prinary
Rout er 1( confi g) #spanni ng-tree vl an 200 root prinary
Trunk and Port Channel Configuration

Rout er 1(confi g) #i nterface port-channel 1 Routerl1(config-
i f)#switchport nmode trunk !--- dotlq is the default
encapsul ati on. Routerl1(config-if)#sw tchport trunk

al  owed vl an 100, 200 Conmand rejected: Bad VLAN al |l owed
list. You have to include all default vlans, e.g. 1-
2,1002-1005. Command rejected: Bad VLAN allowed |ist.
You have to include all default vlans, e.g. 1-2,1002-
1005. Routerl(config-if)#sw tchport trunk allowed vlan
1, 1002- 1005, 100, 200 Router1(config-if)#exit

Rout er 1(confi g)#i nterface range fastEthernet 1/0 - 1
Rout er 1(confi g-if-range)#sw tchport node trunk !---
dot1lq is the default encapsul ation. Routerl(config-if-




range) #swi tchport trunk allowed vlan 1,1002-1005, 100, 200
Rout er 1(confi g-i f-range) #channel - group 1 node on
Rout er 1(confi g-if-range)#exit

Access1

Accessl Switch Configuration Accessl(config)#vlan

100, 200 Accessl(config-vlan)#exit Accessl(config)#vtp
node transparent Setting device to VIP TRANSPARENT node.
Accessl1(config)#vtp donain LAB Changi ng VTP domai n nane
fromNULL to LAB Accessl(config)#interface port-channel
1 Accessl(config-if)#sw tchport trunk encapsul ation

dot 1q Accessl(config-if)#switchport node trunk
Accessl1(config-if)#sw tchport trunk allowed vlan 1, 1002-
1005, 100, 200 Accessl(config-if)#exit

Accessl1(config)#i nterface range FastEthernet 0/1 - 2
Accessl1(config-if-range)#sw tchport trunk encapsul ation
dot 1g Accessl(config-if-range)#sw tchport node trunk
Accessl1(config-if-range)#sw tchport trunk all owed vl an
1, 1002- 1005, 100, 200 Accessl1(confi g-if-range)#channel -
group 1 node on Accessl(config-if-range)#exit

Rout er 1#show vt p status VTP Version : 2 Configuration Revision : 0 Muxi num VLANs supported
locally : 52 Number of existing VLANs : 10 VTP Operating Mde : Transparent VTP Domain Nane :
LAB VTP Pruning Mode : Disabled VIP V2 Mbde : Disabled VIP Traps Generation : Disabled M5

di gest : Ox8D 0x71 0x37 0x29 0x6C OxBO OxF2 OxOE Configuration |ast nodified by 172.22.1.197 at

2-20-07 22:31:06 Routerl# Routerl#show interface fastethernet 1/0 trunk Port Mdde Encapsul ation
Status Native vlan Fal/0 on 802.1q trunk-inbndl 1 (Pol) Port M ans allowed on trunk Fal/0

1, 100, 200, 1002- 1005 Port Vlans all owed and active in nmanagenment dormain Fal/0 1, 100, 200 Port

VIl ans in spanning tree forwardi ng state and not pruned Fal/0 1, 100, 200 Rout er 1#show spanni ng-tree
sunmary Root bridge for: VLAN1, VLAN1O, VLAN50, VLAN51, VLAN10O, VLAN200. PortFast BPDU Guard is
di sabl ed UplinkFast is disabl ed BackboneFast is disabled Nane Bl ocki ng Listening Learning
Forwardi Ng STP ACti Ve ----- oo m oo oo oo e oo oo oo
VLANL 0 0 01 1VLANIOOOO11VLANS000011VLAN5S1 00011 VLANIOO O OO 1 1 VLAN200 O O
[ R R e e 6 VLANs 0 0 0 6 6

B 1B 5\ i OO

A\ um OB S SR LT FRER LAN SRHEL &

Router1

Port for Server Configuration Routerl(config)#interface
fastEthernet 1/2 Routerl1(config-if)#sw tchport node
access Routerl(config-if)#sw tchport access vlian 10
Rout er 1(confi g-i f)#spanni ng-tree portfast

Rout er 1(config-if)#speed 100 Routerl(config-if)#dupl ex
full Routerl(config-if)#exit Port for Printer
Configuration Routerl(config)#interface fastethernet 1/3
Rout er 1(confi g-if)#sw tchport node access

Rout er 1(confi g-if)#sw tchport access vlan 51

Rout er 1(confi g-i f)#spanni ng-tree portfast
Router1(config-if)#exit

EEREEHA

EEimOBRERCTHRHER LAN XRYEE,

Router1

Configure the port for Voice Routerl(config)#interface




fastethernet 1/4 Routerl(config-if)#sw tchport node
access Routerl(config-if)#sw tchport access vlian 51
Rout er 1(confi g-if)#sw tchport voice vlan 50

Rout er 1(confi g-if)#spanni ng-tree portfast

Rout er1(config-if)#m s qgos trust cos

B B AR 55 i I (QoS
X 2 TEESWEIR Y BRIAQoSHEL &

Rout er 1#show wrr - queue bandwi dth WRR Queue : 1 2 3 4 Bandwidth : 1 2 4 8 wr-queue bandwidth is
di sabl ed Rout er1#show wr-queue cos-map CoS Value : 012 3 456 7 Priority Queue : 1122 33
4 4 wr-queue cos map i s disabl ed Routerl#show m s qos maps cos-dscp Cos-dscp map: cos: 01 2 3
4 5 6 7 -----mmmmm e dscp: 0 8 16 26 32 46 48 56 Routerl#show ml's gos maps
dscp-cos Dscp-cos map: dscp: 0 8 10 16 18 24 26 32 34 40 46 48 56 ----------------mmmmmmmoamoo
----------------- cos: 0112233445567
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Router1

Rout er 1(confi g)#wr-queue cos-map 1 0 1

Rout er 1(confi g) #wrr - queue cos-map 2 2

Rout er 1(confi g) #wr-queue cos-map 3 3 4

Rout er 1(confi g)#wr-queue cos-map 4 5 6 7 !--- wr-queue
cos-map <queue- nunber > <cos val ues separated by space>
Rout er (confi g) #wrr - queue bandwi dth 1 16 64 255 !--- wr-

queue bandwi dt h <Wei ght of Queuel> <Wei ght of Queue2> !-
-- <Weji ght of Queue3> <Wight of Queue4>

KUFRA SIS -

Rout er 1#show wrr - queue bandwi dth WRR Queue : 1 2 3 4 Bandwidth : 1 2 4 8 !--- Default values WRR
Queue : 1 2 3 4 Bandwidth : 1 16 64 255 !--- Configured val ues Routerl#show wr-queue cos-nmap
CoS Value : 0123456 7 Priority Queue : 11223344 !--- Default values CoS Value : 0 1
23456 7 Priority Queue : 112 33444 !--- Configured val ues
WREREUFERAIIES. CosEMEEMLEBAII,

RA Sl 4R 5 Cosf& NE

1 01 1

2 2 16

3 34 64

4 567 255
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Router1

Rout er1(confi g)#interface fastethernetl/ 4
Router1(config-if)#ms gos trust cos !--- Trust the CoS
val ue of the frames fromthe | P phone. Routerl1(config-
if)#m s gos cos override !--- Reset the CoS val ue of the
frames fromPC to 0. Routerl(config-if)#exit
Rout er 1(confi g)#i nterface range fastEthernet 1/0 - 1
Rout er1(config-if-range)#m s qos trust cos !--- Trust
the CoS value of the frames fromthis trunk |ink.

Rout er 1(confi g-i f-range) #exi t

[

X9 & REEOfa1/289 KEEEFECE XTS5 MbpsPREIFTPIRE

Router1

Rout er1(confi g)#i p access-1ist extended ACTI VE- FTP
Rout er 1(confi g-ext-nacl ) #permt tcp any any eq ftp

Rout er 1(confi g-ext-nacl ) #permt tcp any any eq ftp-data
Rout er 1(confi g- ext-nacl ) #exit Routerl(confi g)#cl ass-map
ACTI VE- FTP- CLASS Rout er 1( confi g- cmap) #mat ch cl ass

ACTI VE- FTP Rout er 1( confi g- cmap) #exi t

Rout er 1( confi g) #pol i cy- map ACTI VE- FTP- POLI CY

Rout er 1( confi g- pmap) #cl ass ACTI VE- FTP- CLASS

Rout er 1( confi g- pmap- ¢) #pol i ce 5000000 conformaction
transnmt exceed-action drop Routerl(config-pnmap-c)#exit
Rout er 1(confi g- pmap) #exit Router1(confi g)#i nterface
fastethernet1l/2 Routerl(config-if)#service-policy input
ACTI VE- FTP- POLI CY Router1(config-if)#exit

BLERBIFEESWERARER[EER, JIHEMMLL

. E5H 5 B A X138 F A service-policy input policy-map-nameiZ O & EBH 9 , 5ACLS %
RERERET 3 B R W AEME MNEIEE O,

- ERBERE , TXFRNRIIMINENE, RYZBRE RIS BSRHIERE L Hclass

class-default policy-mapBl B &5 o

- FBREDI R RIS FOUER TESWELONA D, HEERMBBRY | XIFURMKES, Router L#show

policy-map Policy Map FI NANCE- POLI CY Cl ass FI NANCE- CLASS set cos 4 Routerl(config)#interface

fastethernet1/4 Routerl(config-if)#service-policy input FlINANCE-PCLICY %Error:
Fast Et hernet 1/ 4 Service Policy Configuration Failed.Only Police Action S upported
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