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client
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10.48.74.0 /24

el=.128
ISP

e0/0=.113

LNS1

10.11.0.0 /24

ISP or
Corporate Network

LNS2

FRIRERF :
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1. B IR ALAC, BFIWAMLACHHELCPIEI, & MRIIEMERINIT , LACREAF A
(user@cisco.com)M#Z#E, RIFFA ( &fHlF Hcisco.com ) , ELITF -1 \RBE , REHFT
ZILNS1HI &1iF,

2. ELACFILNS1Z B FFL2TPLEE , LNSTFHIRELACHI & F i 2 [E tH R RY LCPE T A K& A P
B ML (user@cisco.com , FB),

3. LNS1HE B A — N E B HEE (cisco.com)fIVPDNLA, ©LITHEILNS2HRREMN&E, W
RERARREE , ©HEINF/RETEHRIE, HEIPHIEH ZERENKLIEPPP&IE

4. FELNSI1FILNS2 2 BT FFL2TPREE , LNS2HRENLACHI & F i 2 [E T s B9 LCPIE TUA K A
F L (user@cisco.com , #18), TXAFHTEMRIE, HEIPCPHRERH,

EX

ANHEFERANTARNEE, LEEANTSHRESR D, flI, LACFTRLILEMALE , AESE
f£Dialer1= Group-async1#Z O P E EIPH i, LNS1FLL IEEMPPPLE , Eitbvirtual-
template1 & F P,

- LAC
- LNS1
- LNS2

LAC

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
servi ce password-encryption

|

host nane LAC

!

boot - st art - mar ker

no boot startup-test

boot - end- nmar ker

!

enabl e password 7 02050D480809

!

!

!

resour ce- pool disable

spe default-firmvare spe-firmare-2

no aaa new node

i p subnet-zero

no i p domai n | ookup

!

ip cef

! -- Enables VPDN. vpdn enable ! -- VPDN tunnel
authorization is based first on the domain name ! --




(the default is DNIS). ! vpdn search-order domain ! ! --
The LAC opens an L2TP tunnel and session to 10.48.74.113
(LNS1) ! -- using the password LACLNS1 for users whose
domain-name is cisco.com. vpdn-group 1 request-dialin
protocol |2tp domain cisco.cominitiate-to ip
10.48.74.113 | 2tp tunnel password LACLNS1 ! isdn switch-
type prinmary-net5 ! ! no voice hpi capture buffer no

voi ce hpi capture destination ! ! controller E1 7/0 pri-
group tineslots 1-31 ! interface FastEthernet0/0 ip
address 10.48.74.128 255. 255. 255. 0 dupl ex auto speed

auto ! interface Serial7/0:15 no ip address
encapsul ati on ppp dialer rotary-group 1 isdn switch-type
primary-net5 ! interface G oup-Asyncl no ip address

encapsul ati on ppp async node interactive ppp
aut hentication chap callin group-range 1/00 3/107 !
interface Dialerl no ip address encapsul ati on ppp ppp

aut hentication chap callin ! ip classless no ip http
server ! | voice-port 7/0:D! line con O exec-tineout O
O line aux O line vty O 4 Iine 1/00 1/107 nodem | nQut
transport input all line 3/00 3/107 nodem | nQut
transport input all ! scheduler allocate 10000 400 ! end
LNS1

version 12.3

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

no service password-encryption

|

host nane LNS1

!

boot - st art - mar ker

boot - end- nmar ker

!

enabl e password cisco

|

clock timezone CET 1

no aaa new node

i p subnet-zero

ip cef

!

!

no i p domain | ookup

|

! -- Enables VPDN. vpdn enable ! -- Enables VPDN
multihop. vpdn multihop ! !/-- LNSI accepts L2TP
tunnel/session from the router named LAC. !-- The
password LACLNS1 is used between LAC and LNS1 for
authentication. !-- The virtual-template 1 is used for
the PPP phase. vpdn-group FromLAC accept-dialin protoco
| 2tp virtual -tenplate 1 term nate-from hostnane LAC | 2tp
tunnel password O LACLNS1 ! ! -- The LNS1 opens a L2TP
tunnel and session to 10.11.0.2 (LNS2) ! -- using the
password LNSILNS2 for users whose domain-name 1is
cisco.com. vpdn-group Towar dsLNS2 request-dialin
protocol |2tp domain cisco.cominitiate-to ip 10.11.0.2

| 2tp tunnel password O LNSILNS2 ! ! interface
Et hernet0/0 i p address 10.48.74.113 255.255.255.0 no ip
proxy-arp hal f-duplex ! interface EthernetO/1 ip address

10.11. 0.1 255.255.255.0 hal f-duplex ! interface Virtual -
Tenpl atel no ip address ppp authentication chap callin !
no ip http server ip classless ! | dial-peer cor custom




I line con O exec-tinmeout 0 O line aux O line vty 0 4
exec-tinmeout 0 O password ww login ! ntp clock-period
17208915 ntp server 10.48.75.134 ! | end

LNS2

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec

no service password-encryption

|

host nane LNS2

|

boot - st art - mar ker

boot - end- mar ker

|

enabl e password cisco

|

user nane user @i sco. com password 0 ci sco
no aaa new node

i p subnet-zero

|
!
ip cef
!
!-- Enables VPDN. vpdn enable ! !-- LNS2 accepts L2TP
tunnel/session from the router named LNS1. !-- The
password LNSILNS2 is used between LNS1 and LNS2 for
authentication. !-- The virtual-template 1 is used for
the PPP phase. vpdn-group FronbNS1 ! Default L2TP VPDN
group accept-dialin protocol |12tp virtual-tenplate 1

| 2tp tunnel password O LNSILNS2 ! ! interface LoopbackO
i p address 192.168.1.1 255.255.255.0 ! interface

Et hernet3/0 ip address 10.11.0.2 255.255.255. 0 dupl ex

hal f ! interface Virtual - Tenplatel ip unnunbered
LoopbackO peer default ip address pool VpdnUsers ppp
aut hentication chap callin ! ip local pool VpdnUsers

192.168.1.2 192.168.1.254 ip classless no ip http server
' 1 Iine con O exec-tineout O O transport preferred al
transport output all stopbits 1 line aux O transport
preferred all transport output all stopbits 1 line vty 0
4 login transport preferred all transport input al
transport output all ! ! ! end

WU

ABOAARENEETHTHINENEERSTERE T,

mTAHEREFTE (NERIMAFT ) ZHHELYL show 5H , FALTEAUEEX show i
RN

. show vpdn — & REXVPDNHESL2TPE L2F MY B&IE 3 EFRIR TN E R,
. show caller user user detail — ERFEWEE S,
ELAC, LNST1FILNS2 L FAXEGSHAEIN TR

LACH#show vpdn
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L2TP Tunnel

Locl D Rem D Renpt e Nane
18693 28416 LNS1

LocID Remi D TunID Intf
19 21 18693 Se7/0:3

%o active L2F tunnels

%\o active PPTP tunnels
LACH

BMNBILNS1ERBRE , 81 BER -1 2,

LNSl#show vpdn

L2TP Tunnel

Locl D Rem D Renote Nane
28416 18693 LAC

Locl D Rem D TunI D Intf
21 19

Locl D Rem D Renpte Nane
30255 35837 LNS2

Locl D Rem D TunI D Intf
22 9

9%\o active L2F tunnels

%N\o active PPTP tunnels
LNS1#

LNS2#show vpdn

L2TP Tunnel

Locl D Rem D Renpte Nane
35837 30255 LNS1

Locl D Rem D Tunl D Intf
9 22 35837 Vvi2. 1

9%\o active L2F tunnels

%\o active PPTP tunnels
LNS2#

and Session |Information Tot al

State
est

and Session |Information Tot al

State
est

28416 SSS Circuit

State
est

30255 SSS Circuit

and Session |Information Tot al

State
est

Renpt e Addr ess
10. 48. 74. 113

User nane
user @i sco. com

Renot e Addr ess
10. 48. 74. 128

User namne
user @i sco. com

Renot e Addr ess
10.11.0.2

User namne
user @i sco. com

Renot e Addr ess
10.11.0.1

User name
user @i sco. com

LNS2#show caller user user@cisco.com detail

tunnels 1 sessions 1

Port Sessions VPDN G oup
1701 1 1
State Last Chg Uniq ID
est 00: 02: 04 28

tunnel s 2 sessions 2

Port Sessions VPDN Group

1701 1 FromLAC
State Last Chg Uniq ID
est 00: 02: 25 13

Port Sessions VPDN Group

1701 1 Towar dsLNS2
State Last Chg Uniq ID
est 00: 02: 25 13

tunnels 1 sessions 1

Port Sessions VPDN Group

1701 1 Fr omLNS1
State Last Chg Uniq ID
est 00:03:22 8

User: user@isco.com line Vi2.1, service PPPoVPDN
Connected for 00:03:33, Idle for 00:00:58
Ti meout s: Limt Rerai ni ng Ti mer Type
PPP:. LCP Open, CHAP (<-), |PCP
LCP: -> peer, AuthProto, Magi cNunber
<- peer, Magi cNunber, EndpointDi sc
NCP: Open | PCP
| PCP: <- peer, Address



-> peer, Address
| P: Local 192.168.1.1, renpte 192.168.1.2
Counts: 56 packets input, 2562 bytes
57 packets output, 2570 bytes

LNS2#

v { £33
A5 R A0 1S B T A T X E R T MR,
BB HERR G

mOHHEREFIE (XEEMAS ) ZFFE L show 9 , FAHLTEALIEEX show i
wHN 2.

AR : ERHdebugii T2 Hl , HSHEXDebugin THEBREE.

LAC L 955 £ i Fi 5 Bk

. debug isdn q931 - ERX}TREME Y KR, AihEg b B (A F ) F M 45 2 7 A9 ISDN PRI 45 i 8
(B=R)MIFNESR.

- debug vpdn event — & RL2TP|IRMEH |, XL IRMEH2VPDNIEEPRE R I KA —
5 o

- debug vpdn error — HEBRE2Z B N B 3R (L2TPV3) F /& B 5 2 B3 B B Al i Mt FE

. debug vpdn 12x-events — & REAMIUFER S HNEH.

. vpdn 12x-errors — & RIPIFESRH P R ENEHEIR.

- debug ppp negotiation — & R&E F i & EEZEPPPIIE . BRI AFE R EEHERIED (5
MmEWsEMLP ) FM ( HlaIPHIPX ) .

LNS1 i EEHEER

- debug vpdn event

- debug vpdn error

- debug vpdn 12x event

- vpdn I12x-erro

- debug ppp negotiation

- debug vtemplate error — & 7~ MM EE AR A e P& B2 #0173 (7] 482 O 38 W 0L 45 SR RE 4L 177 (B) 93 O 5K A
R ELFEZEONREREE.

- debug vtemplate event — & 7R MM BE $UAE A 52 4 R #0175 () 43 OO 21 052 0L &8 3RO R #6075 (] 488 O 5% A
RANELFEEONREEER.,

LNS2 I iy in & i B HEBR

ELNS1#E , BEA—MNaS :

- debug ip peer — Rt SES) , HEECHARN T EHMbHH,
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gt — LAC

LACEM R HET -

LACH

*Apr 23 08:55:23.579: | SDN Se7/0:15 @31: RX <- SETUP pd = 8 callref = 0x256F

Sendi ng Conpl ete
Bearer Capability i

0x8890

Standard = CCTT

Transer Capability = Unrestricted Digital

Transfer Mode

Transfer Rate
Channel IDi = 0xA18384

Preferred, Channel 4

Calling Party Nunber

=Crcuit
= 64 kbit/s

= OxAl1, '8101'

Pl an: | SDN, Type: Nati onal

Call ed Party Nunber

= 0x81, '7070

Pl an: | SDN, Type: Unknown
Locki ng Shift to Codeset 6

Codeset 6 | E 0x28

' TAC BRI 8101'

*Apr 23 08:55:23.583: | SDN Se7/0:15 @31: TX -> CALL_PROC pd = 8 callref = OxA56F
Channel IDi = 0xA98384

Excl usi ve,

Channel 4

*Apr 23 08:55:23.583: | SDN Se7/0:15 @31: TX -> CONNECT pd = 8 callref = OxA56F
Channel IDi = 0xA98384

Excl usi ve,

Channel 4

*Apr 23 08:55:23.583: Se7/0:3 PPP: Using dialer call direction

*Apr 23 08:55:23.583: Se7/0:3 PPP. Treating connection as a callin
*Apr 23 08:55:23.583: Se7/0:3 PPP: Phase is ESTABLI SH NG Passive Open
*Apr 23 08:55:23.583: Se7/0:3 LCP: State is Listen

*Apr 23 08:55:23.607: |SDN Se7/0:15 @31: RX <- CONNECT_ACK pd = 8

callref = 0Ox256F

*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.695: Se7/0:
*Apr 23 08:55:23.727: Se7/0:
*Apr 23 08:55:23.727: Se7/0:
*Apr 23 08:55:23.727: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.751: Se7/0:
*Apr 23 08:55:23.803: Se7/0:
*Apr 23 08:55:23.803: Se7/0:

W WWWWWWWWWWWWwWWwWwWwWwwWwwWwwWwwWwwwwwwww

LCP: | CONFREQ [Listen] id 180 len 31

LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Di sc 1 user @i sco.com

LCP: (0x1311017573657240636973636F2E636F)
LCP: (0x6D)

LCP: O CONFREQ [Listen] id 1 len 15

LCP: Aut hProt o CHAP (0x0305C22305)

LCP: Magi cNunber O0x050E44FB ( 0x0506050E44FB)
LCP: O CONFREJ [Listen] id 180 len 8

LCP: MRRU 1524 (0x110405F4)

LCP: | CONFACK [RE@sent] id 1 len 15

LCP: Aut hProt o CHAP (0x0305C22305)

LCP: Magi cNunber O0x050E44FB ( 0x0506050E44FB)
LCP: | CONFREQ [ACKrcvd] id 181 len 27

LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
LCP: Endpoi nt Di sc 1 user @i sco.com

LCP: (0x1311017573657240636973636F2E636F)
LCP: (0x6D)

LCP: O CONFACK [ACKrcvd] id 181 len 27

LCP: Magi cNunmber 0x9028FFED (0x05069028FFED)
LCP: Endpoi nt Di sc 1 user @i sco.com

LCP: (0x1311017573657240636973636F2E636F)
LCP: (0x6D)

LCP. State is Open

PPP: Phase i s AUTHENTI CATING by this end

CHAP: O CHALLENGE id 1 len 24 from"LAC

CHAP: | RESPONSE id 1 len 35 from "user @i sco. cont
PPP: Phase is FORWARDI NG Attenpting Forward



*Apr 23 08:55: 23. 807:
*Apr 23 08:55: 23. 807:
fromidle to wait-for-tunnel

*Apr 23 08:55: 23. 807

*Apr 23 08:55:23.807: Tnl 18693
*Apr 23 08:55:23.807: Tnl 18693
*Apr 23 08:55:23.807: Tnl 18693
set to 1 seconds

*Apr 23 08:55:23.807: Tnl 18693
wait-ctl-reply

*Apr 23 08:55:23.807: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693

wait-ctl-reply to established

*Apr 23 08:55:23.815: Tnl 18693
*Apr 23 08:55:23.815: Tnl 18693
delay set to 1 seconds

*Apr 23 08:55:23.815: Tnl 18693
*Apr-

L2TP:
L2TP:
L2TP:

L2TP:

L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:

L2TP:
L2TP:

L2TP:

Tnl / Sn 18693/19 L2TP: Session FS enabl ed
Tnl / Sn 18693/19 L2TP: Session state change

Se7/0:3 Tnl/Sn 18693/ 19 L2TP: Create session

SM State idle

O SCCRQ
Control channel retransmit del ay
Tunnel state change fromidle to

SM State wait-ctl-reply

| SCCRP from LNS1

CGot a challenge fromrenote peer,
Got a response fromrenote peer,
Tunnel Aut hentication success
Tunnel state change from

O SCCCN
Cont rol

to LNS1 tnlid 28416
channel retransm't

SM St at e est abl i shed

*Apr 23 08:55:23.815: Se7/0:3 Tnl/Sn 18693/19 L2TP: Session state change

fromwait-for-tunnel to wai

t-reply
*Apr-
*Apr 23 08:55: 23. 831:
set to 1 seconds

Tnl

channel retransmt del ay

*Apr 23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/19 L2TP: Session state change

fromwait-reply to establis
hed

*Apr 23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/19 L2TP: VPDN session up

*Apr

23 08:55:23.831: Se7/0:3 PPP: Phase is FORWARDED, Session Forwarded

*Apr 23 08:55:23.831: Se7/0:3 PPP: Process pendi ng packets

LACH

i 4 — LNS1

LNS1HFRBEHAT -

LNS1#

.Apr 23 08:57:08.900: L2TP: |
.Apr 23 08:57:08.900: Tnl 28416
.Apr 23 08:57:08.900: Tnl 28416
address 10.48. 74. 128

.Apr 23 08:57:08.904: Tnl 28416
.Apr 23 08:57:08.904: Tnl 28416
set to 1 seconds

.Apr 23 08:57:08.904: Tnl 28416
wait-ctl-reply

.Apr 23 08:57:08.908: Tnl 28416
.Apr 23 08:57:08.908: Tnl 28416
SCCCN from LAC

.Apr 23 08:57:08.912: Tnl 28416
.Apr 23 08:57:08.912: Tnl 28416
wait-ctl-reply to established
.Apr 23 08:57:08.912: Tnl 28416
.Apr 23 08:57:08.912: Tnl 28416
. Apr 23 08:57:08.916

. Apr 23 08:57:08.916

fromidle to wait-connect

SCCRQ from LAC tnl

L2TP:
L2TP:

L2TP:
L2TP:

L2TP:

L2TP:
L2TP:

L2TP:
L2TP:

L2TP:
L2TP:

18693
CGot a challenge in SCCRQ LAC
New tunnel created for rempte LAC,

O SCCRP
Contr ol

to LAC tnlid 18693
channel retransmt del ay
Tunnel state change fromidle to

I SCCCN from LAC tnl 18693
CGot a Chal | enge Response in

Aut henti cati on success
state change from

Tunnel
Tunnel

SM St at e est abl i shed

I 1CRQ from LAC tnl 18693

Tnl / Sn 28416/ 21 L2TP: Session FS enabl ed
Tnl / Sn 28416/ 21 L2TP: Session state change

LNS1

LNS1

23 08:55:23.815: Se7/0:3 Tnl/Sn 18693/19 L2TP: O ICRQ to LNS1 28416/0

23 08:55:23.831: Se7/0:3 Tnl/Sn 18693/ 19 L2TP: O ICCN to LNS1 28416/ 21
18693 L2TP: Control



. Apr 23 08:57:08.916:
.Apr 23 08:57:08.916:

. Apr 23 08:57:08.920: Tn
delay set to 1 seconds

.Apr 23 08:57:08.924:

I 1CCN from LAC tnl

. Apr 23
Sessi on
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
fromidl
. Apr 23
. Apr 23
. Apr 23

. Apr 23
idle to
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23
. Apr 23

08:57:

state

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:
57:

08.

924:

change

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

932:
932:
932:
936:
936:
936:
936:
936:
936:
940:
948:
952:

18693,

Tnl/Sn 28416/ 21 L2TP: New session created
Tnl/Sn 28416/ 21 L2TP: O ICRP to LAC 18693/19

28416 L2TP: Control channel retransm:t

cl 19

Tnl/Sn 28416/ 21 L2TP:

user @i sco.com Tnl / Sn 28416/ 21 L2TP:

fromwait-connect to wait-for-service-selection
PPP: Phase i s ESTABLI SH NG
| FORCED rcvd CONFACK len 11
Aut hProt o CHAP (0x0305C22305)
Magi cNunmber Ox050E44FB (0x0506050E44FB)
| FORCED sent CONFACK len 23
Magi cNunmber 0x9028FFED (0x05069028FFED)

pppl3
pppl3
pppl3
pppl3
pppl3
pppl3
pppl3
pppl3
pppl3
pppl3

LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:

E

ndpoi nt Di sc 1 user @i sco. com
(0x1311017573657240636973636F2E636F)
(0x6D)

PPP: Phase is FORWARDI NG Attenpting Forward

e to wait-for-tunne

08:57: 08. 952

08:57:08.952: Tnl
08:57:08.952: Tnl
. Apr 23 08:57:08.956: Tn
delay set to 1 seconds
08:57:08.956: Tnl
wait-ctl-reply

08:
08:
08:
08:
08:
08:

57:
57:
57:
57:
57:
57:

08.
08.
08.
08.
08.
08.

956:
960:
960:
964:
964:
964:

Tnl
Tnl
Tnl
Tnl
Tnl
Tnl

30255
30255
30255

30255

30255
30255
30255
30255
30255
30255

wait-ctl-reply to established
. Apr 23 08:57:08.964: Tn
. Apr 23 08:57:08.968: Tn
delay set to 1 seconds

. Apr 23 08:57:08.968: Tn

. Apr 23 08:57:08. 968
. Apr 23 08:57:08. 968

change fromwait-for-tunnel

. Apr 23 08:57:08.972

. Apr 23 08:57:08.976: Tn
delay set to 1 seconds

. Apr 23 08:57:08.976

30255
30255

30255

L2TP:

L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:

L2TP:
L2TP:

L2TP:
uid: 13 Tnl/Sn 30255/22 L2TP: O ICRQ to LNS2 35837/0
uid: 13 Tnl/Sn 30255/22 L2TP:. Session state

Tnl / Sn 30255/ 22 L2TP: Session FS enabl ed
Tnl / Sn 30255/ 22 L2TP: Session state change

uid: 13 Tnl/Sn 30255/22 L2TP. Create session
L2TP:
L2TP:
L2TP:

SM State idle
O SCCRQ

Control channel retransmt
Tunnel state change from

SM State wait-ctl-reply

| SCCRP from LNS2

CGot a challenge fromrenote peer, LNS2
Cot a response fromrenote peer, LNS2
Tunnel Aut hentication success

Tunnel state change from

O SCCCN to LNS2 tnlid 35837
Control channel retransmt

SM St at e est abl i shed

to wait-reply

ui d: 13 Tnl/Sn 30255/22 L2TP: O I CCN to LNS2 35837/9

30255 L2TP: Control channel retransm:t

change fromwait-reply to established

. Apr 23
. Apr 23
. Apr 23
Sessi on
. Apr 23
. Apr 23
LNS1#

08:57:
08:57:
08:57:

state

08:57:
08:57:

08.
08.
08.

976:
980:
984:

change

08.
08.

984:
984:

uid: 13 Tnl/Sn 30255/22 L2TP. Session state

uid: 13 Tnl/Sn 30255/22 L2TP: VPDN session up
pppl3 PPP: Phase is FORWARDED, Session Forwarded
user @i sco.com Tnl/ Sn 28416/ 21 L2TP:

fromwait-for-service-selection to established

@ik — LNS2

LNS2H R H T -

LNS2#

*Apr 23 08:57:59.615: L2TP:

user @i sco.com Tnl/ Sn 28416/ 21 L2TP: VPDN session up
pppl3 PPP: Process pending ncp packets

I SCCRQ from LNS1 tnl 30255



*Apr 23 08:57:59.615: Tnl 35837 L2TP: CGot a challenge in SCCRQ LNS1
*Apr 23 08:57:59.615: Tnl 35837 L2TP: New tunnel created for renpote LNS1,
address 10.11

.0.1

*Apr 23 08:57:59.615: Tnl 35837 L2TP: O SCCRP to LNS1 tnlid 30255
*Apr 23 08:57:59.615: Tnl 35837 L2TP: Control channel retransnit del ay
set to 1 seconds

*Apr 23 08:57:59.615: Tnl 35837 L2TP: Tunnel state change fromidle to
wait-ctl-reply

*Apr 23 08:57:59.623: Tnl 35837 L2TP: | SCCCN from LNS1 tnl 30255

*Apr 23 08:57:59.623: Tnl 35837 L2TP: CGot a Chal | enge Response in
SCCCN from LNS1

*Apr 23 08:57:59.623: Tnl 35837 L2TP: Tunnel Authentication success
*Apr 23 08:57:59.623: Tnl 35837 L2TP: Tunnel state change from
wait-ctl-reply to establ

i shed
*Apr 23 08:57:59.623: Tnl 35837 L2TP: SM State established
*Apr 23 08:57:59.627: Tnl 35837 L2TP: | ICRQ from LNS1 tnl 30255

*Apr 23 08:57:59.627: Tnl/Sn 35837/9 L2TP: Session FS enabl ed

*Apr 23 08:57:59.627: Tnl/Sn 35837/9 L2TP: Session state change
fromidle to wait-conne

ct

*Apr 23 08:57:59.627: Tnl/Sn 35837/9 L2TP: New session created

*Apr 23 08:57:59.627: Tnl/Sn 35837/9 L2TP: O ICRP to LNS1 30255/22
*Apr 23 08:57:59.627: Tnl 35837 L2TP: Control channel retransmt

delay set to 1 seconds

*Apr 23 08:57:59.635: Tnl/Sn 35837/9 L2TP: | ICCN from LNS1 tnl 30255, cl 22
*Apr 23 08:57:59.635: user@isco.com Tnl/Sn 35837/9 L2TP: Session state
change fromwait - connect to wait-for-service-selection

*Apr 23 08:57:59.635: ppp8 PPP: Phase is ESTABLI SH NG

*Apr 23 08:57:59.635: ppp8 LCP: | FORCED rcvd CONFACK | en 11

*Apr 23 08:57:59.635: ppp8 LCP: Aut hProt o CHAP (0x0305C22305)

*Apr 23 08:57:59.635: ppp8 LCP: Magi cNunber O0x050E44FB (0x0506050E44FB)
*Apr 23 08:57:59.635: ppp8 LCP: | FORCED sent CONFACK | en 23

*Apr 23 08:57:59.635: ppp8 LCP: Magi cNunber 0x9028FFED (0x05069028FFED)
*Apr 23 08:57:59.635: ppp8 LCP: Endpoi nt Di sc 1 user @i sco. com

*Apr 23 08:57:59.635: ppp8 LCP: (0x1311017573657240636973636F2E636F)
*Apr 23 08:57:59.635: ppp8 LCP: (0x6D)

*Apr 23 08:57:59.635: ppp8 PPP: Phase is FORWARDI NG Attenpting Forward
*Apr 23 08:57:59.639: ppp8 PPP: Phase i s AUTHENTI CATI NG Unaut henti cated User
*Apr 23 08:57:59.639: ppp8 PPP: Phase is FORWARDI NG Attenpting Forward
*Apr 23 08:57:59.639: VI[Vi 2]: Sendi ng vaccess request, id 0x73000015
*Apr 23 08:57:59.639: VT: Processing vaccess requests, 1 outstanding

*Apr 23 08:57:59.639: VT:Create and clone subif, base Vi2 V1l

*Apr 23 08:57:59.639: VT[Vi 2.1]: Reuse subinterface, recycle queue size 1
*Apr 23 08:57:59.639: VI[Vi 2.1]: Recycl ed subinterface becones Vi2.1

*Apr 23 08:57:59.639: VI[Vi2.1]:doning a recycl ed vaccess

*Apr 23 08:57:59.639: VI[Vi2.1]: Processi ng vaccess response,

id 0x73000015, result success (1)

*Apr 23 08:57:59.643: Vi2.1 Tnl/Sn 35837/9 L2TP:

Virtual interface created for user @i sco.com bandw dth 64 Kbps

*Apr 23 08:57:59.643: Vi2.1 Tnl/Sn 35837/9 L2TP: VPDN session up

*Apr 23 08:57:59.643: Vi2.1 Tnl/Sn 35837/9 L2TP:

Session state change fromwait-for-service-selection to established

*Apr 23 08:57:59.643: Vi2.1 PPP: Phase is AUTHENTI CATI NG Authenticated User
*Apr 23 08:57:59.643: Vi2.1 CHAP: O SUCCESS id 1 len 4
*Apr 23 08:57:59.643: Vi2.1 PPP: Phase is UP
*Apr 23 08:57:59.643: Vi2.1 PPP: Process pending ncp packets
*Apr 23 08:57:59.643: Vi2.1 IPCP: O CONFREQ [Closed] id 1 len 10
*Apr 23 08:57:59.643: Vi2.1 | PCP: Address 192.168.1.1 (0x0306C0A80101)
*Apr 23 08:57:59.667: Vi2.1 |PCP: | CONFREQ [ REQsent] id 125 len 10
*Apr 23 08:57:59.667: Vi2.1 | PCP: Address 0.0.0.0 (0x030600000000)
1

*Apr 23 08:57:59.667: Vi2.
we want 0.0.0.0

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0,



*Apr 23 08:57:
we want 0.0.0.
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
*Apr 23 08:57:
LNS2#

HXER

59.

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.

667:

667:
667:
667:
667:
667:
683:
683:
699:
699:
699:
699:
699:
703:
703:

- B EREHIN
- ZBVPDN
- AR EERTRHR
- HARF ¥ - Cisco Systems

Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.
Vi 2.

P RPRRPRRRPRRPRRPRRRERERER

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0,

Pool s to search : VpdnUsers

Pool
| PCP
| PCP
| PCP
| PCP
| PCP
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

VpdnUsers returned address = 192.168.1.2
Pool returned 192.168.1.2
O CONFNAK [ REQsent] id 125 len 10
Address 192.168.1.2 (0x0306C0A80102)
I CONFACK [ REQsent] id 1 len 10
Address 192.168.1.1 (0x0306C0A80101)
I CONFREQ [ ACKrcvd] id 126 len 10
Address 192.168.1.2 (0x0306C0A80102)
O CONFACK [ACKrcvd] id 126 len 10
Address 192.168.1.2 (0x0306C0A80102)
State is Open
Install route to 192.168.1.2
Add link info for cef entry 192.168.1.2


//www.cisco.com/en/US/docs/ios/12_0t/12_0t1/feature/guide/l2tpT.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/11_3/feature/guide/multih2.html?referring_site=bodynav
//www.cisco.com/web/psa/technologies/index.html?c=277907760&referring_site=bodynav
//www.cisco.com/en/US/customer/support/index.html?referring_site=bodynav
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