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http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

LAC

Client /ﬂfu E1/0

EE  EPPPREZERPPPRIFERN AIHIAEIHTPPPIEHFHKEEI RGN , ZHEPPPRIER
CPEFILNSZEHE , MTARELACHE. LACT T Z#EKPPP2iE, It , HCPERZIPPP-
LCPLER , MMRLACH RELNSEIERE (BEBRT ) , WEANLCPIHHE SIS SR
(HRAEKRENRETIMRRU] ) MHETHEALAK, HLACFILNSZERIIPALAMR , LNSHLE
CPEEFH M 2 (MRRU)LCPEIN , AREH &X Fig % oI LB ik Fik S KPPP1E,
B E:

ERmEHE LWEE RGN TR

interface Ethernet0/0

no ip address

pppoe enable group global

pppoe-client dial-pool-number 1

interface dialerl

bandwidth 64

IP

encapsulation ppp

dialer pool 1

dialer idle-timeout O

keepalive 30

ppp max-failure 30

ppp chap hostname user@cisco.com

ppp chap password cisco

PPP



no cdp enable

LAC & E:
LACBE 28 VB E RBIM T AR -

LAC

vpdn enable

vpdn-group 1

12tp

cisco.com

initiate-to ip 192.168.1.2

no 12tp tunnel authentication
|

BBAPPPOE

virtual-template 1

interface Ethernet0/0

no ip address

pppoe enable group global
Ethernetl/0

ip address 192.168.1.1 255.255.255.0
interface Virtual-Templatel

no ip address

ppp authentication chap

PPP

LNS B E:



LNSEEHES FVELE RAIM AT -

vedn enable

vpdn-group 1

accept-dialin

12tp

virtual-template 1
terminate-from hostname LAC
lcp renegotiation on-mismatch

no 12tp tunnel authentication

user@cisco.comcisco

int loopbackQ

ip address 10.10.10.10 255.255.255.0
Ethernetl1/0

ip address 192.168.1.2 255.255.255.0
interface Virtual-Templatel

mtu 1492

ip unnumbered loopbackO

peer default ip address pool

ppp authentication chap

PPP

ip local pool cisco 10.10.10.11 10.10.10.24

Rrir

EEFin, LACHMILNS EEAN TR :



- debug ppp negotiation
- @ik pppoeEH
- Pidppp multilinkZE 4

- BidvpdnE 4
. i@idvpdnFE I} E 4
ERimAE:
*Jan 14 11:01:12.744:PADI:=0/0
*Jan 14 11:01:12.744:PPPoE 0:I PADO R:aabb.cc02.bd00 L:aabb.cc02.bc00
Et0/0
*Jan 14 11:01:14.824:PPPOE:padopado
*Jan 14 11:01:14.824:PPPoEPADR
*Jan 14 11:01:14.825:PPPoE 9:1I PADS R:aabb.cc02.bd00 L:aabb.cc02.bc00
Et0/0
*Jan 14 11:01:14.825:PPPoOEPAD
*Jan 14 11:01:14.825:%DIALER-6-BIND:Vi3Dil
*Jan 14 11:01:14.825:PPPoE:
*Jan 14 11:01:14.825:PPPoE:Encap
*Jan 14 11:01:14.825:[0]PPPoOE 9:PPPOE
*Jan 14 11:01:14.834:%LINK-3-UPDOWN:Virtual-Access3up
*Jan 14 11:01:14.834:Vi3 PPP:UP
*Jan 14 11:01:14.834:Vi3 PPP:CstateUp
*Jan 14 11:01:14.834: PPP:[2A970D92ES8]
*Jan 14 11:01:14.834:pppl4d PPP:
*Jan 14 11:01:14.834:Vi3 PPP:
*Jan 14 11:01:14.834:Vi3 PPP:Treating connection as a callout
*Jan 14 11:01:14.834:Vi3 PPP:[C2000013]1ID[14]
*Jan 14 11:01:14.834:Vi3 LCP:[][]
*Jan 14 11:01:14.834:Vi3 PPP:
*Jan 14 11:01:14.834:Vi3 LCP:0 CONFREQ [] i1id 1 len 30
*Jan 14 11:01:14.834:Vi3 LCP: MagicNumber O0xBC220EF6 (0x0506BC220EF6)
*Jan 14 11:01:14.835:Vi3 LCP: MRRU 1524 (0x110405F4)
*Jan 14 11:01:14.835:Vi3 LCP: EndpointDisc 1
user@cisco.com(0x1310017573657240737572662E6F7267)
*Jan 14 11:01:14.835:Vi3 LCP: [UP] [REQsent]
*Jan 14 11:01:14.835:Vi3 LCP:I CONFREQ [REQsent] id 1 len 29
*Jan 14 11:01:14.835:Vi3 LCP: MRU 1492 (0x010405D4)
*Jan 14 11:01:14.835:Vi3 LCP: AuthProto CHAP (0x0305C22305)
*Jan 14 11:01:14.835:Vi3 LCP: MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
*Jan 14 11:01:14.835:Vi3 LCP: MRRU 1524 (0x110405F4)
*Jan 14 11:01:14.835:Vi3 LCP: EndpointDisc 1 LAC(0x1306014C4143)
*Jan 14 11:01:14.835:Vi3 LCP:0 CONFNAK [REQsent] id 1 len 8
*Jan 14 11:01:14.835:Vi3 LCP: MRU 1500 (0x010405DC)
*Jan 14 11:01:14.835:Vi3 LCP:Event[Receive ConfReg-] State[REQsent to
REQsent]
*Jan 14 11:01:14.835:Vi3 LCP:I CONFACK [REQsent] id 1 len 30
*Jan 14 11:01:14.835:Vi3 LCP: MagicNumber O0xBC220EF6 (0x0506BC220EF6)
*Jan 14 11:01:14.835:Vi3 LCP: MRRU 1524 (0x110405F4)
*Jan 14 11:01:14.835:Vi3 LCP: EndpointDisc 1
user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:
ACKrcvd]

01:14.835:Vi3 LCP:Event|[Receive ConfAck] State[REQsent to



*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
Open]

*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14

user@cisco.
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14

user@cisco.
:01:
:01:
:01:
:01:
:01:
:01:
:01:

*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14

user@cisco.
:01:14.862:Vi3 PPP:user@cisco.com

*Jan 14

11
11
11
11
11
11
11
11
11
11
11
11
11

11
11
11
11
11
11
11
11
11
11
11
11

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

11
11
11
11
11
11
11

11

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

14
14
14
14
14
14
14
14
14
14
14
14
14

14
14
14
14
14
14
14
14
14
14
14
14

.836
.836
.836
.836
.836
.836
.836
.836
.836
.836
.836
.836
.836

.854
.854
.856
.856
.856
.856
.861
.861
.861
.861
.861
.861

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3

LCP:I CONFREQ [ACKrcvd] id 2 len 29
LCP: MRU 1500 (0x010405DC)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
LCP: MRRU 1524 (0x110405F4)

LCP: EndpointDisc 1 LAC(0x1306014C4143)

LCP:0 CONFACK [ACKrcvd] id 2 len 29
LCP: MRU 1500 (0x010405DC)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
LCP: MRRU 1524 (0x110405F4)

LCP: EndpointDisc 1 LAC(0x1306014C4143)

LCP:Event [Receive ConfReg+] State[ACKrcvd to

PPP:Phase is AUTHENTICATING, by the peer
LCP:State is Open
CHAP:I CHALLENGE id 1 len 24 from "LAC"

CHAP:CHAP

CHAP:CHAP

CHAP:0ID 1 len 34 from "user@cisco.com"

LCP:I CONFREQ [] id 1 len 39

ILCP: MRU 1492 (0x010405D4)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21E526 (0x0506BC21E526)

LCP: MRRU 1524 (0x110405F4)
LCP: EndpointDisc 1

com (0x1310017573657240737572662E6F7267)

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

.861
.861
.861
.861:
.861
.861
.861
.861
.861
.861
.861
.861
.861
.861

.861:Vi3 PPPPPP
.861:

PPP:NET STOPAAA

:Vi3 LCP:Event [LCP Reneqg] []
:Vi3 LCP:[]1[]
:Vi3 PPP:DOWN
PPP: [2A970D9898]
:pppléd PPP:
:Vi3 PPP:
:Vi3 PPP:Treating connection as a callout
:Vi3 PPP: [2B000014]ID[14]
:Vi3 LCP:[]1[]
:Vi3 PPP:
:Vi3 LCP:0 CONFREQ [] id 1 len 30
:Vi3 LCP: MagicNumber 0xBC220F12 (0x0506BC220F12)
:Vi3 LCP: MRRU 1524 (0x110405F4)
:Vi3 LCP: EndpointDisc 1

com (0x1310017573657240737572662E6F7267)

14
14
14
14
14
14
14

.862
.862
.862
.862
.862
.862
.862

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3

LCP: [UP] [REQsent]

LCP:I CONFREQ [REQsent] id 1 len 39

LCP: MRU 1492 (0x010405D4)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21E526 (0x0506BC21E526)
LCP: MRRU 1524 (0x110405F4)

LCP: EndpointDisc 1

com (0x1310017573657240737572662E6F7267)



*Jan 14 11:
*Jan 14 11:
*Jan 14 11:

REQsent]

*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:

01:
01:
01:

01:
01:
01:
01:

14
14
14

14
14
14
14

.862
.862
.862

.862
.862
.862
.862

Vi3
Vi3
Vi3

1Vi3
1Vi3
1Vi3
1Vi3

LCP:0 CONFNAK [REQsent] id 1 len 8
LCP: MRU 1500 (0x010405DC)
LCP:Event [Receive ConfReg-] State[REQsent to

LCP:I CONFACK [REQsent] id 1 len 30

LCP: MagicNumber 0xBC220F12 (0x0506BC220F12)
LCP: MRRU 1524 (0x110405F4)
LCP: EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:

ACKrcvd]
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14
*Jan 14

11
11
11
11
11
11

01:14.862:Vi3 LCP:Event[Receive ConfAck]

:01:
:01:
:01:
:01:
:01:
:01:

14
14
14
14
14
14

.862
.862
.862
.862
.862
.862

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3

State[REQsent to

LCP:I CONFREQ [ACKrcvd] id 2 len 39

LCP: MRU 1500 (0x010405DC)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21E526 (0x0506BC21E526)
LCP: MRRU 1524 (0x110405F4)

LCP: EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

14
14
14
14
14
14
14

11
11
11
11
11
11
11

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

:01:
:01:
:01:
:01:
:01:
:01:
:01:

14
14
14
14
14
14
14

.862
.862
.862
.862
.862
.862
.862

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3

PPP:user@cisco.com

LCP:0 CONFACK [ACKrcvd] id 2 len 39

LCP: MRU 1500 (0x010405DC)

LCP: AuthProto CHAP (0x0305C22305)

LCP: MagicNumber O0xBC21E526 (0x0506BC21E526)
LCP: MRRU 1524 (0x110405F4)

LCP: EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:

Open]
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

01:

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

14

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

.884
.884
.895
.895
.895
.895
.896
.896
.897
.897
.897
.897
.897
.897
.897
.897
.897
.897
.897:
.897
.897:
.897:
.897:
.897:
.897:

.862:Vi3 LCP:Event[Receive ConfReqg+]

1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
1Vi3
PPP:
:pppl5 PPP:

Vid
Vid
Vid
Vid

State[ACKrcvd to

PPP:Phase is AUTHENTICATING, by the peer
LCP:State is Open

CHAP:I CHALLENGE id 2 len 27 from
CHAP:CHAP

CHAP:CHAP

CHAP:0ID 2 len 34 from "user@cisco.com"
CHAP:I SUCCESS id 2 len 4

PPP:Phase is FORWARDING, Attempting Forward
PPP:Phase is ESTABLISHING, Finish LCP

MLP:
PPP:
MLP:
MLP:
MLP:
MLP:
MLP:SSS
MLP:Dil
MLP:SSSVi4
[2A970D95CO]

" LNS "

SSS
Dil

MLP:10000064
MLP:
MLP:1001524
MLP:1001524

$DIALER-6-BIND:Vi4Dil



*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

ACKsent]

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

14
14
14
14
14
14

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

11
11
11
11
11
11

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

:01:
:01:
:01:
:01:
:01:
:01:

to ACKsent]

*Jan
*Jan
*Jan
Open
*Jan
*Jan
*Jan
*Jan

14
14
14
]
14
14
14
14

11
11
11

11
11
11
11

:01:
:01:
:01:

:01:
:01:
:01:
:01:

#show ppp all

/ID

Vi4

Vi3

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

14
14
14
14
14
14

14
14
14

14
14
14
14

OPEN+ Nego*

.897:
.897:
.897:
.897
.897:
.897:
.897:
.898
.898:
.898:
.914
.914:
.914:
.914:
.914:
.914:
.914:
.914:
.915:
.915:
.915:
.915:
.915:

.915:
.915:
.915:
.915:
.915:
.915:

.936:
.936:
.936:

.954:
.954:
.954:
.954:

Vid
Vid
Vid

:Vi3

Vid
Vid
Vid

:Vi3

MLP:
MLP
MLP
MLP
MLP:
MLP
MLP
MLP

Dil

Vi3
10404
:InitEnabledl

:Vi3LNS
:1001524
:SSSPPP[0x6F000015]

SLINEPROTO-5-UPDOWN:Virtual-Access3up

Vid

Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid

MLP:

PPP:
PPP:
IPCP

IPCP:

IPCP

IPCP:

IPCP
IPCP

IPCP:

IPCP

IPCP:

IPCP

:$LINK-3-UPDOWN:Virtual-Access4up

MLPLCP

Phase 1is UP

:CP[]

(111

:0 CONFREQ [] id 1 len 10
0.0.0.0(0x030600000000)

: [UP] [REQsent]

:I CONFREQ [REQsent] id 1 len 10
10.10.10.10(0x03060a0a0a0a)
:0 CONFACK [REQsent] id 1 len 10
10.10.10.10(0x03060a0a0a0a)
:Event [Receive ConfReg+] State[REQsent to

SLINEPROTO-5-UPDOWN:Virtual-Accessdup

Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Vid
Dil

IPCP

IPCP:

IPCP

IPCP:

IPCP

IPCP

IPCP:

IPCP

IPCP
IPCP

:I CONFNAK [ACKsent] id 1 len 10
10.10.10.18 (0x03060A0A0A12)

:0 CONFREQ [ACKsent] id 2 len 10
10.10.10.18 (0x03060A0A0A12)

:Event [Receive ConfNak/Rej] State[ACKsent

:I CONFACK [ACKsent] id 2 len 10
10.10.10.18(0x03060A0A0A12)
:Event [Receive ConfAck] State[ACKsent to

:State is Open
:IP10.10.10.18

DilAVLtopoid 010.10.10.10
Dil IPCP:Install route to 10.10.10.10

IPCP+ LocalT 10.10.10.10 LNS

LCP+ LocalT 10.10.10.10 LNS

#show ppp multilink



LNS

LNS

[1] user@cisco.com

user@cisco.com

[1] user@cisco.com

00:00:17641/255

121921524
1
0/0/
00
0/0/0
0x30x0
1255

vi300:00:17

*Jan 14
Et0/0

*Jan 14

*Jan 14
Et0/0

*Jan 14

*Jan 14
Et0/0

*Jan 14

*Jan 14

*Jan 14

*Jan 14

11:

11

11:

11:

11:

11:

11

11:

11:

01:

:01:

01:

01:

01:

01:

:01:

01:

01:

12.

12.

12.

12.

14.

14.

14.

14

14.

744 :PPPoE 0:IP PADI R:aabb.cc02.bc00 L:ffff.ffff.ffff

744 :

744 :PPPoE 0:0 PADOR:aabb.cc02.bd00 L:aabb.cc02.bc00

744 :

824 :PPPoE 0:I PADR R:aabb.cc02.bc00 L:aabb.cc02.bd00

824:

824 :PPPoOE:Encap

.824:[9]PPPoE 9:1IE

824:[9]PPPOE 9:AAAID 17



*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14
Et0/0

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

11

11:

11:

11:

11:

11

11:

11:

11:

11:

11

11:

11:

11:

11:

11

11:

11:

11

:01:

01:

01:

01:

01:

:01:

01:

01:

01:

01:

:01:

01:

01:

01:

01:

:01:

01:

01:

14

14.

14.

14.

14.

14

14.

14.

14.

14.

14

14.

14.

14.

14.

14

14

14.

.824:

824:

824:

825:

825:

.825

825:

825:

825:

825:

.825

825

825

825

825

.835

.835

835

:ppp9

ejeiek
ejejel
ejeiel
ejejel
1ppp9
ejeiel
ejejel

:ppp9

[9] PPPOE 9:AAA

[9]PPPOE 9:SSS

[9]1PPPOE 9:R:aabb.cc02.bd00 L:aabb.cc02.bc00 Et0/0
[9] PPPOE 9:NAS_PORT_POLICY_INQUIRYSSS

PPP: [2A970D9898]

PPP:

[9] PPPOE

[9] PPPOE

[9] PPPOE

[9] PPPOE

PPP

9:PPP
9:SSS
9:PROVISION PPPSSM

9:0 PADS R:aabb.cc02.bc00 L:aabb.cc02.bd00

: VPN

PPP:

PPP

LCP:

PPP

LCP

LCP:
ILCP:

:01:14.835:ppp9 LCP:

: [B4000009]1ID[9]

[11]

LCP: []

:I CONFREQ [] i1id 1 len 30

MagicNumber O0xBC220EF6 (0x0506BC220EF6)
MRRU 1524 (0x110405F4)

EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

*Jan 14

11:

11:

11:

11:

11:

11:

11:

01:14.835:ppp9 LCP:0 CONFREQ [] id 1 len 29

01:

01:

01:

01:

01:

01:

14.

14

14.

14.

14.

14.

835

.835

835

835

835

835

ejeiel
1ppp9
ejeiel
ejejel
ejeiel

:ppp9

LCP:

LCP:

LCP:

LCP:

LCP:

LCP

MRU 1492 (0x010405D4)

AuthProto CHAP (0x0305C22305)
MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
MRRU 1524 (0x110405F4)

EndpointDisc 1 LAC(0x1306014C4143)

:O CONFACK [] 1id 1 len 30



*Jan 14 11:

*Jan 14 11:

*Jan 14 11:
user@cisco.

*Jan 14 11:
ACKsent]

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

Open]

*Jan

*Jan

*Jan

*Jan

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

11:

11:

11:

11:

11:

11:

11:

11:

11:
to ACKsent]

11:

11:

11

11:

11:

11

11:

11:

11:

11:

11:

01:14.835:ppp9 LCP: MagicNumber O0xBC220EF6 (0x0506BC220EF6)
01:14.835:ppp9 LCP: MRRU 1524 (0x110405F4)

01:14.835:ppp9 LCP: EndpointDisc 1
com (0x1310017573657240737572662E6F7267)

01:14.835:ppp9 LCP:Event[Receive ConfRegt] State[Stopped to

01:14.836:ppp9 LCP:I CONFNAK [ACKsent] id 1 len 8
01:14.836:ppp9 LCP: MRU 1500 (0x010405DC)

01:14.836:ppp9 LCP:0 CONFREQ [ACKsent] id 2 len 29
01:14.836:ppp9 LCP: MRU 1500 (0x010405DC)

01:14.836:ppp9 LCP: AuthProto CHAP (0x0305C22305)
01:14.836:ppp9 LCP: MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
01:14.836:ppp9 LCP: MRRU 1524 (0x110405F4)

01:14.836:ppp9 LCP: EndpointDisc 1 LAC(0x1306014C4143)

01:14.836:ppp9 LCP:Event[Receive ConfNak/Rej] State[ACKsent

01:14.836:ppp9 LCP:I CONFACK [ACKsent] id 2 len 29

01:14.836:ppp9 LCP: MRU 1500 (0x010405DC)

:01:14.836:pppY% LCP: AuthProto CHAP (0x0305C22305)

01:14.836:ppp9 LCP: MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)

01:14.836:ppp9 LCP:  MRRU 1524 (0x110405F4)

:01:14.836:ppp9 LCP: EndpointDisc 1 LAC(0x1306014C4143)

01:14.836:ppp9 LCP:Event[Receive ConfAck] State[ACKsent to

01:14.856:pppY9 PPP:Phase is AUTHENTICATING, by this end
01:14.856:ppp9 CHAP:O“LAC”CHALLENGE ID 1 len 24
01:14.856:ppp9 LCP:State is Open

01:14.856:ppp9 CHAP:I RESPONSE ID 1 len 34 from

"user@cisco.com"



*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

LAC#show ppp all

/ID OPEN+ Nego*

856:

856

856

857:

857

857

857

857

857

857:

857:

857:

859

859:

859:

859:

859

859

859:

859

860

860

860

ppp9 PPP:Phase is FORWARDING, Attempting Forward
:VPDN[uid:9]:

:VPDN [uid:9]:

[9]PPPOE 9:IE NAS

:VPDN uid:9TX (10000000)RX (10000000)
:VPDN uid:9TX (10000000)RX (10000000)
:VPDN uid:9 L2TUNF600000C

:VPDN uid:9L2-L2idb
:VPDN[uid:9]:192.168.1.2

[9]PPPOE 9:LCP NEGOTIATIONPPP
[9]1PPPOE 9:SSS

[9]PPPOE 9:SSS

:VPDNL2TUN

VPDN uid:9swidb

[9]1PPPOE 9:SSS

[9]1PPPOE 9:SSS

:VPDNL2TUN

:VPDN[uid:9] :user@cisco.com

VPDN uid:9 VPDN

:VPDN [uid:9]:

:ppp9 PPP:

:[9]1PPPoOE 9:LCP_NEGOTIATIONPPP

:[9]PPPOE 9:

0xB4000009 LCP+ CHAP* Fwded 0.0.0.0 user@cisco.com



LAC#show ppp multilink

LNS

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:
user@cisco.

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

01:14.861:pppl3 LCP:

14

14.

14.

14.

14.

14

14.

14.

14.

14.

14

14.

14.

14.

14.

14

14.

14.

.858

859

859:

860

860

.860:

860

860

860

861

.861

861

861

861

861

.861

861

861

:VPDNL2TUN

:VPDN uid:13 L2TUN

VPDN uid:13L2-L2idb

:VPDNL2TUN

:VPDN uid:13 VPDN

PPP: [2A970D95CO]

:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3
:pppl3

:perpl3

PPP:

LCP:

LCP

LCP:

LCP:

LCP:

LCP:

LCP:

PPP

LCP

LCP:

LCP:

[1[]

:I FORCED rcvd CONFACK29

MRU 1500 (0x010405DC)

AuthProto CHAP (0x0305C22305)
MagicNumber O0xBC21F6F0 (0x0506BC21F6FO0)
MRRU 1524 (0x110405F4)

EndpointDisc 1 LAC(0x1306014C4143)
:LCPrcv CONFACK

:CONFACK len 30

MagicNumber O0xBC220EF6 (0x0506BC220EF6)
MRRU 1524 (0x110405F4)

EndpointDisc 1

com (0x1310017573657240737572662E6F7267)

01:14.861:pppl3 LCP: [DOWN] []

01:14.861:pppl3 LCP:[]I]

01:14.861:pppl3 LCP:[][]



*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

01:

01:

01:

01:

14

14

14

14.

.861:pppl3
.861:pppl3

.861 :pppl3

861 :pppl3

01:14.861:pppl3

01:14.861:pppl3 LCP:

LCP

LCP:

LCP:

LCP:

LCP:

:0 CONFREQ [] id 1 len 39

MRU 1492 (0x010405D4)

AuthProto CHAP (0x0305C22305)
MagicNumber O0xBC21E526 (0x0506BC21E526)
MRRU 1524 (0x110405F4)

EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

01:

01:

01:

01:

01

14.

14.

14.

14.

:14.

861 :pppl3
862 :pppl3
862 :pppl3
862 :pppl3

862 :pppl3

LCP

LCP

LCP:

LCP:

LCP:

: [UP] [REQsent]

:I CONFREQ [REQsent] id 1 len 30
MagicNumber 0xBC220F12 (0x0506BC220F12)
MRRU 1524 (0x110405F4)

EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

01

01:

01:

01:

01

:14.

14.

14.

14.

:14.

862 :pppl3 PPP:user@cisco.com

862 :pppl3 LCP:0 CONFACK [REQsent] id 1 len 30

862 :pppl3
862 :pppl3

862 :pppl3

LCP:

LCP:

LCP:

MagicNumber 0xBC220F12 (0x0506BC220F12)
MRRU 1524 (0x110405F4)

EndpointDisc 1

user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:

ACKsent]

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

*Jan 14 11:

01:14.862:pppl3 LCP:Event[Receive ConfReqgt] State[REQsent to

01:

01:

01:

01:

01:

01:

01:

01:

14

14.

14.

14.

14

14

14

14.

.862:pppl3

862 :pppl3
862 :pppl3

862 :pppl3

.862:pppl3
.862:pppl3

.862:pppl3

862 :pppl3

LCP

LCP:

LCP

LCP:

LCP:

LCP:

LCP:

LCP:

:I CONFNAK [ACKsent] 1d 1 len 8

MRU 1500 (0x010405DC)

:0 CONFREQ [ACKsent] id 2 len 39

MRU 1500 (0x010405DC)

AuthProto CHAP (0x0305C22305)
MagicNumber O0xBC21E526 (0x0506BC21E526)
MRRU 1524 (0x110405F4)

EndpointDisc 1



user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:01:14.862:pppl3 LCP:Event[Receive ConfNak/Rej] State[ACKsent
to ACKsent]

*Jan 14 11:01:14.863:pppl3 LCP:I CONFACK [ACKsent] id 2 len 39

*Jan 14 11:01:14.863:pppl3 LCP: MRU 1500 (0x010405DC)

*Jan 14 11:01:14.863:pppl3 LCP: AuthProto CHAP (0x0305C22305)

*Jan 14 11:01:14.863:pppl3 LCP: MagicNumber 0xBC21E526 (0x0506BC21E526)
*Jan 14 11:01:14.863:pppl3 LCP: MRRU 1524 (0x110405F4)

*Jan 14 11:01:14.863:pppl3 LCP: EndpointDisc 1
user@cisco.com(0x1310017573657240737572662E6F7267)

*Jan 14 11:01:14.863:pppl3 LCP:Event[Receive ConfAck] State[ACKsent to
Open]

*Jan 14 11:01:14.895:pppl3 PPP:Phase is AUTHENTICATING, by this end
*Jan 14 11:01:14.895:pppl3 CHAP:O“LNS”ID 2 len 27
*Jan 14 11:01:14.895:pppl3 LCP:State is Open

*Jan 14 11:01:14.895:pppl3 CHAP:I RESPONSE ID 2 len 34 from
"user@cisco.com"

*Jan 14 11:01:14.895:pppl3 PPP:Phase is FORWARDING, Attempting Forward
*Jan 14 11:01:14.895:pppl3 PPP:AUTHENTICATING

*Jan 14 11:01:14.895:pppl3 PPP:Phase is FORWARDING, Attempting Forward
*Jan 14 11:01:14.896:VPDN uid:13user@cisco.coml0000 Kbps

*Jan 14 11:01:14.896:user@cisco.comVPDN Vi310000 Kbps

L2X ADJ:Vi3ctxl

*Jan 14 11:01:14.896:VPDNL2TUNUP

*Jan 14 11:01:14.896:Vi3 PPP:AUTHENTICATING

*Jan 14 11:01:14.896:Vi3 CHAP:0 SUCCESS id 2 len 4

*Jan 14 11:01:14.896:Vi3 MLP:

*Jan 14 11:01:14.896:Vi3 PPP:

*Jan 14 11:01:14.896:Vi3 MLP:



*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

14

11

11:

11:

11:

11:

11

11

11:

11:

11:

11

11:

11:

11:

11:

11

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

:01:

01:

01:

01:

01:

:01:

:01:

01:

01:

01:

:01:

01:

01:

01:

01:

:01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

14

14.

14.

14.

14.

14

14

14.

14.

14.

14

14.

14.

14.

14.

14

14

14.

14.

14.

14.

14

14.

14.

14.

14.

14

.896

896

896

897

897

.897:

.897

897:

897

897

. 897

897

897

897

897

.898

.898:

898

915:

915

915

. 915

915

915

915

915

. 915

:Vi3

Vi3

:Vi3

Vi3

Vi3

MLP:

MLP:SSS

MLP:1

MLP:SSS

MLP:1

$LINK-3-UPDOWN:Virtual-Access3up

Vi3

MLP:SSSVi4

PPP: [2A970D9898]

:Vid

:Vi4

Vi3

:Vi4d

Vi3

:Vid

Vi3

:ppplé4 PPP:

MLP:10000010000

MLP:Vi3

MLP:37492MTU1488

MLP:1000010000

MLP:InitEnabledl

MLP:Vi3user@cisco.com

MLP:SSSPPP[0x5900000E]

SLINEPROTO-5-UPDOWN:Virtual-Access3up

:Vid

MLP:

SLINK-3-UPDOWN:Virtual-Access4dup

:Vi4d

Vi3

:Vid

:Vi4

:Vid

:Vid

:Vid

:Vi4d

PPP:MLPLCP

PPP:IPCP[1] id[1]

PPP:Phase is UP

IPCP:CP[]

IPCP:[] ]

IPCP:0 CONFREQ [] id 1 len 10

IPCP: 10.10.10.10(0x03060a0a0ala)

IPCP: [UP] [REQsent]



*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11
*Jan 14 11:

*Jan 14 11:
REQsent]

*Jan 14 11:
*Jan 14 11:

*Jan 14 11:
ACKrcvd]

*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:
*Jan 14 11:

*Jan 14 11:
Open]

*Jan 14 11:
*Jan 14 11:

*Jan 14 11:

LNS#show ppp all

01:

01:

01:

01:

01:

01:

:01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

14.

14.

14.

14.

14.

14.

14

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

14.

/ID OPEN+ Nego*

Vid4 IPCP+ LocalT

915

915

915

915

915

915

.915

915

915

915

915

915

916:

936:

936

936:

936

936

965

965

965

:Vi3

Vi3

:Vid

:Vi4

:Vid

:Vid

:Vid

:Vi4d

:Vi4

:Vid

:Vi4

:Vid

PPP:Process pending ncp packets

IPCP

IPCP

IPCP

:Vi4

:I CONFREQ [REQsent] id 1 len 10

: 0.0.0.0(0x030600000000)

IPCP0.0.0.00.0.0.0

IPCP

IPCP

IPCP:

IPCP

IPCP

IPCP:

IPCP

:10.10.10.18

:O CONFNAK [REQsent] id 1 len 10

:Event [Receive

10.10.10.18 (0x03060A0A0A12)

ConfReg-] State[REQsent to

:I CONFACK [REQsent] id 1 len 10

:Event [Receive

10.10.10.10(0x03060a0a0a0a)

ConfAck] State[REQsent to

$LINEPROTO-5-UPDOWN:Virtual-Access4up

Vi4 IPCP:I CONFREQ

:Vid

vid

:Vid

:Vid

:Vid

IPCP:

IPCP

IPCP:

IPCP

IPCP

[ACKrcvd] id 2 len 10

10.10.10.18 (0x03060A0A0A12)

:O0 CONFACK [ACKrcvd] id 2 len 10

:Event [Receive

:State is Open

:Vi4AVLtopoid 010.10.10.

:Vid IPCP:Install route

10.10.10.18 user@cisco.com

10.10.10.18 (0x03060A0A0A12)

ConfReg+] State[ACKrcvd to

18

to 10.10.10.18



Vi3 LCP+ CHAP+ LocalT 10.10.10.18 user@cisco.com
LNS#show ppp multilink

4

user@cisco.com

user@cisco.com

[1] user@cisco.com

LNS

[1] user@cisco.com

00:00:10100001/255

1219215

0/0/

00

0/0/0

0x00x3
1255

LAC:Vi3(192.168.1.1)00:00:10375001488

HRER

- BEEFPImE3NIR AVPDNERE
- THAREZ#EHF XA — Cisco Systems



http://www.cisco.com/c/zh_cn/td/docs/ios/vpdn/configuration/guide/15_1/vpd_15_1_book/client_init_dial-in.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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