HRBHH DNIS FRNER TEESAFN
VPDN

RADIUS R el iE
Loang

show <% i H =1
P B BR

HEHE R D
1815t 4 HH R 1
HXES

fifr

AR BEHEDNISE B E A VPDNR AR E & R A

FEREH
ER
YRR ETRENER,

{6 F B9 45 #F
AXEPHEERET U TR FE AR

. Cisco IOS®FHFIRZA12.1(4) R E SR,

- BRIOSEHIRAR12.1(4) THRE S MR Ao
AXEAHNEENRETHERREREFNEZEREN, AXEPEANFAERERAEXARE
HB(B®AN)BE, NREFEANREENE , ERRZELTHMEGSHNEER I,



1
BXRXEANBFMES , H5H Cisco HFARERAN,
HRER

EERXLITABRSME(VPDN)ZREF , MEEAIRSER(NAS) (L2TPEAEHRESRDLAC ) BRERAFH
EEEEBEVYIREMK(LNS)HVPDNRRE, 1thVPDNBRE a] LA R 2R & (L2F)RFE2ZFRE L
(L2TP), EWERAF RENEAVPDNIZE |, ERE :

. BEREEEEAFEY, fl , FHHF &tunneime@cisco.com, NASHF Itk F 77 36 % B
cisco.comiIBEi&,

- B ESBEEERSDONIS), XRETHWUSHBHFIUERE, XEWRENAST UG EGSEH I
SBNFTE R UEESIENMPEE, Flin , NRREHNHWUSEBR5551111 , MIFEAa] LAk $E
FIVPDNP2E , mMEN5552222 IR 5, MINEEERTelcoMEZRRMHHIUSEER.,

BXVPDNEEMIFMEER , SR 7 #VPDN,

EREBERT , B EEERAFEZEVPDNBRE , TiEREFEEIT R, 50 , B Fciscouserd]
LLB IS F5E 1% S Blcisco.com , M E M A - aJ ATENAS E AR 45 1F

AR WAFBT2RE LAFHEER.

VPDN#E A P B B 20 B 1E % FA 85 B R B RAAABRSS SR BRI B NG ML A P B LR T S HKIE, RIX
2K (AAA)BRSS 2R, X ECisco IOSE#HEE® N £ A FEI R DNISKI N AR B E X BEERE .

EE
AEB 7 R A < WA ES B A AL PR Th BB RV 1E BLo
A EERAXRAXHEPEANGTHEMES  BEADTERIEBUEMRER).

P 4 P

RMHEERARTHERE :

|=0M Client
7
Aoy ((

Lines

DAL Server
172.2253.2M
= _\ﬁ PRI
Line —
PSTH j

mauli-naz-02 —]
E0172.22.53.140 \)_%
Winclowes Cliert _/}
WPDM LNS

Home Gateway

o

NAS(LAC) L% #& FH FVPDNKI I — % EVPDN@ 2 £ FE & @ S vpdn enableFlvpdn authen-
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beforward. vpdn authen-before-forward@s 38 RNAS(LAC)E M B A RRZBIN ZTEBAFBH# 1T

BRI, AT, REAAARSHBNEANIAFREMNES , BIVPDNRRE ; MMRAAARRS #F AR

E(IEIVPDNFM MAEEABE L, ATHWRED R T ERS SR EEEBOER T 5B
Fﬁ EIJEIDTJO

AE  MWEETEMH. NZEHEKVPDN, ZEOMAAAT S,

AE M ARIBEDUMAAAD N EB HAXHNEE, it , LEEEAAAA
RADIUSERSS 28K MEL2TPREE, AR LAL 1N 1L /Y BRI MEL B R E B H AR E R B HAAATD L.

AXEERUTEE

. VPDN NAS(LAC)
VPDN NAS(LAC)

aaa new-model

aaa authentication ppp default group radius

!--- Use RADIUS authentication for PPP authentication.
aaa authorization network default group radius !---
Obtain authorization information from the Radius server.
!-—— This command is required for the AAA server to
provide VPDN attributes. ! vpdn enable !--- VPDN is
enabled. vpdn authen-before-forward !--- Authenticate
the complete username before making a forwarding
decision. !--- The LAC sends the username to the AAA
server for VPDN attributes. ! controller E1 0 pri-group
timeslots 1-31 ! interface Serial0:15 dialer rotary-
group 1 !--- D-channel for E1 0 is a member of the
dialer rotary group 1. ! interface Dialerl !--- Logical
interface for dialer rotary group 1. ip unnumbered
Ethernet0 encapsulation ppp dialer in-band dialer-group
1 ppp authentication chap pap callin ! radius-server
host 172.22.53.201 !--- The IP address of the RADIUS
server host. !--- This AAA server will supply the
NAS(LAC) with the VPDN attributes for the user. radius-
server key cisco !--- The RADIUS server key.

RADIUS AR5 25 &

LA 2Cisco Secure for Unix(CSU)RADIUSARE 88 L — A FEL B

1. EENAS LML IR

userl Password = "cisco"
Service-Type = Framed-User

2. NAHEIVPDNRENAF :

user?2 Password = "cisco"
Service-Type = Framed-User,

Cisco-AVPair = "vpdn:ip-addresses=172.22.53.141",
Cisco-AVPair = "vpdn:1l2tp-tunnel-password=cisco",
Cisco-AVPair "vpdn:tunnel-type=12tp"

NAS(LAC){EFHClsco AVPair VPDNIE EH & MR /3 30 ZIREM <K VPDNBRE, ARG REMXE
B N #EZ K BANASH VPDNBEE

WU



R

E(A\Y

AR ARENEETRATHIAEHNEERSER T,

HOREAREFIE (XEEMAS ) ZEFEL show s , AL T ERLIEEN show i
W N2,

. show calleruser — EREBEAFNSH , MERANTTYLE, RLEOD (L, HERIKO
). DSOEES. F#IRAES. 2ENIPHu, PPPHIPPPHESSHE., MRER CCisco
IOSIRARZFEARTGT , B MAshow userin &

. show vpdn — & RAXVPDNHEZL2F ML2TPIMXBEE M E BARRFNE R,

show &5 H R

MY ERERS | 5 Ashow caller user username @+ Fshow vpdn@i SR IEMFW 2 E K.
RBIINTARR :

maui-nas-02#show caller user vpdn_ authen

User: vpdn_authen, line tty 12, service Async
Active time 00:09:01, Idle time 00:00:05
Timeouts: Absolute 1Idle Idle
Session Exec

Limits: - - 00:10:00

Disconnect in:
TTY: Line 12,
DSO:
Line: Baud rate
Status:

running PPP on Asl2
(slot/unit/channel)=0/0/5
(TX/RX) is 115200/1152
Active, No Exit Banner,
HW PPP Support Active
Capabilities:

Ready,

Hardware Flowcontrol In,
Modem Callout, Modem RI
Line is permanent async
Modem State: Ready
User: vpdn_authen, line Asl2, service
Active time 00:08:58, Idle time

Absolute 1Idle

Timeouts:
Limits:
Disconnect in: - -

PPP: LCP Open, CHAP (<- AAA)

IP: Local 172.22.53.140

VPDN: NAS , MID 4, MID Unknown

HGW NAS CLID 0, HGW CLID O,

’

00,
Async Interface Active

no parity, 1 stopbits, 8 databits

Hardware Flowcontrol Out
is CD,

interface, Integrated Modem

PPP
00:00:05

tunnel open

!--- The VPDN tunnel is open.
0 CRC,
collisions,

Counts: 85 packets input, 2642 bytes,

1577 bytes,

0 no buffer 0 input

errors, 0 frame, 0 overrun 71 packets output, 0 underruns 0 output errors, 0

0 interface resets maui-nas-02#show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
6318 3 HGW est 172.22.53.141 1701 1
LocID RemID TunID Intf Username State Last Chg Fastswitch

4 3 6318 Asl2 vpdn_authen est 00:09:33 enabled
!-—— The tunnel for user vpdn_authen is in established state.
PPTP tunnels

%No active L2F tunnels %No active

%No active PPPoE tunnel

B P B BR
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A RENERTATHEERLTREHR.
YRR

AR : £R Hidebugin 528l , FZHBEXDebugin THEEE L.,

- debug ppp authentication — £ RPPPH A RIFHASCER , BIERAETF & 0K IEHIL
(CHAP)BE BRI M & R IE NI (PAP) ik,

- debug aaa authentication — & R E3<AAA/RADIUS & 3 B IEHI{E B

- debug aaa authorization — & "R XAAA/RADIUSER I E 2.

- debug radius - 75 RADIUS XEXMiFARIAFEE. FAMEREE T E(CEME,)RBE
HRADIUSIEE., fltn , FZ0@iREmHRE 8. EAXE B HradiuslERBEEDER
&,

. debug tacacs — & RETACACS+XE MM FRE R,

. debug vpdn event — & RL2xEHIRMEBH |, XEHRFTEHZVPDNIEERERE I XA —
i

- debug vpdn error — & RVPDNIHMEE iR

- debug vpdn I12x-event — & RVPDNIEERREE I X3 B IFAL2x5E IR MEH,

- debug vpdn 12x-error — & -RVPDN L2xMY & iR

i i 4 HH R B

LTRADEARNEREE, EARMF , FER , NASMRadiusiR55 273K ENVPDNRESE R B 14



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

|0 Client ALA Server

1722253201
_‘\H\, FFRI
PSTH “)‘)

Line _I —

maui-nas-02
EQ1722253.140

&

WD LMS
Home Gateveay

Windows Client

CALL COHHECTS

PPP HEGOTIATION BEGINS

- COMFREG CHAP
COMFACK CHAP | -
| CHAP Challenge
) |
=
J
CHAF Response AA AT I THERISTARTS
o
MAS receives Access-Accept from the server . o PASS
A0 N I THORLCP

The NAS then uses the Attribute Yalue Pairs
(A%P=] from the RADILS zerver to establizh the
WPDM tunnel to the Home Gateway

maui-nas-02#show debug
General 0S:

AAA Authentication debugging is on

AAA Authorization debugging is on
PPP:

PPP authentication debugging is on
VPN:

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is onRadius protocol debugging is on
maui-nas-02#
*Jan 21 19:07:26.752: $ISDN-6-CONNECT: Interface Serial0:5 is now connected
to N/A N/A
!-—- Incoming call. *Jan 21 19:07:55.352: $LINK-3-UPDOWN: Interface Asyncl2, changed state to up
*Jan 21 19:07:55.352: Asl2 PPP: Treating connection as a dedicated line *Jan 21 19:07:55.352:
Asl2 AAA/AUTHOR/FSM: (0): LCP succeeds trivially *Jan 21 19:07:55.604: Asl2 CHAP: O CHALLENGE id
1 len 32 from "maui-nas-02" *Jan 21 19:07:55.732: Asl2 CHAP: I RESPONSE id 1 len 32 from
"vpdn_authen"
!-—- Incoming CHAP response from user vpdn_authen. *Jan 21 19:07:55.732: AAA: parse name=Asyncl2
idb type=10 tty=12 *Jan 21 19:07:55.732: AAA: name=Asyncl2 flags=0x1ll type=4 shelf=0 slot=0
adapter=0 port=12 channel=0 *Jan 21 19:07:55.732: AAA: parse name=Serial0:5 idb type=12 tty=-1
*Jan 21 19:07:55.732: AAA: name=Serial0:5 flags=0x51 type=1 shelf=0 slot=0 adapter=0 port=0
channel=5 *Jan 21 19:07:55.732: AAA/ACCT/DS0: channel=5, dsl=0, t3=0, slot=0, ds0=5 *Jan 21
19:07:55.732: AAA/MEMORY: create_user (0x628C79EC) user='vpdn_authen' ruser='"' port='Asyncl2'



rem_addr="'async/81560"' authen_type=CHAP service=PPP priv=1 *Jan 21 19:07:55.732:
AAA/AUTHEN/START (4048817807): port='Asyncl2' list='' action=LOGIN service=PPP *Jan 21
19:07:55.732: AAA/AUTHEN/START (4048817807): using "default" list *Jan 21 19:07:55.732:
AAA/AUTHEN/START (4048817807): Method=radius (radius) *Jan 21 19:07:55.736: RADIUS: ustruct
sharecount=1 *Jan 21 19:07:55.736: RADIUS: Initial Transmit Asyncl2 id

6 172.22.53.201:1645, Access-Request, len 89

*Jan 21 19:07:55.736: Attribute 4 6 AC16358C
*Jan 21 19:07:55.736: Attribute 5 6 0000000C
*Jan 21 19:07:55.736: Attribute 61 6 00000000
*Jan 21 19:07:55.736: Attribute 1 13 7670646E
*Jan 21 19:07:55.736: Attribute 30 7 38313536
*Jan 21 19:07:55.736: Attribute 3 19 014CF9D6
*Jan 21 19:07:55.736: Attribute 6 6 00000002
*Jan 21 19:07:55.736: Attribute 7 6 00000001

*Jan 21 19:07:55.740: RADIUS: Received from id 6 172.22.53.201:1645,
Access-Accept, len 136

*Jan 21 19:07:55.740: Attribute 6 6 00000002

*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 30 0000000901187670

VPDNP2EFTE K B HEEX (AVP)ARADIUS RSS2 A T #i%x, {ER , debug radius& 4 K —1NwiE
W, ETAVPREE, SO EEEATE R H RS ARERF TE(REMEF
Jo ATHGEHRHEENTERENWMEDEL

Access-Request 172.22.53.201:1645 id 6

Attribute Type 4: NAS-IP-Address is 172.22.53.140

Attribute Type 5: NAS-Port is 12

Attribute Type 61: NAS-Port-Type is Asynchronous

Attribute Type 1: User-Name is vpdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156

Attribute Type 3: CHAP-Password is (encoded)

Attribute Type 6: Service-Type is Framed

Attribute Type 7: Framed-Protocol is PPP
Access-Accept 172.22.53.201:1645 id 6

Attribute Type 6: Service-Type is Framed

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

*Jan 21 19:07:55.740: AAA/AUTHEN (4048817807): status = PASS

*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:ip-addresses=172.22.53.141"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:1l2tp-tunnel-password=cisco"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:tunnel-type=12tp"
*Jan 21 19:07:55.744: AAA/AUTHOR (733932081): Post authorization status = PASS_REPL
*Jan 21 19:07:55.744: AAA/AUTHOR/VPDN: Processing AV service=ppp
*Jan 21 19:07:55.744: AAA/AUTHOR/VPDN: Processing AV ip-addresses=172.22.53.141
*Jan 21 19:07:55.744: AAA/AUTHOR/VPDN: Processing AV l1l2tp-tunnel-password=cisco
*Jan 21 19:07:55.744: AAA/AUTHOR/VPDN: Processing AV tunnel-type=12tp
!--- Tunnel information. !--- The VPDN Tunnel will now be established and the call will be
authenticated. !--- Since the debug information is similar to that for a normal VPDN call, !---
the VPDN tunnel establishment debug output is omitted.

HXER

. T ## VPDN
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