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« UCCE/RZ12.5(1)
. BEFBEEIIF(CVP)MRA12.5(1)
- BREEMLIEZF X K[ (VVB)

fE R4 ¢
AR ERET AT RIS -

« UCCE 12.5(1)

« CVP 12.5(1)
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« CVP#REESIA (OAMP)
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A , NOAMPIZHIFTheE M ELE. MCCE 12.5(1) , HTFZ BB AHM(SRC) , MEE5CCEE®ER
FMNOAMPHYBE & ™1 BE ZEHTTPIMY T K.

NTEAZRUEBREFRAXENARFZANETEREBRE , RSEREAVIES IR — I
HFE, T—HIFANBEATXEz ARMBALRIUAELAENSR

« CCE AWHARS 8= MICCE#/U R Al AR 55 27
« CVP OAMPHRS 88 FICVPA #4BR 585

S
CCE AWk S5 85 MICCE# /U N A BR 55 25
FERSGHBEZRUERNAHNSLIFTRLRIEBSAHPHAL,

CCE AWRRS 27 : IR HRFERBU TR EMIES

« Windows¥ A : BEH S Mi2 %85 (ROGGER){A/B}. #\EMx(PG){A/B}MFTEAW/ADS,
N % EEISMBUELR S (DFP)ES,

- VOS¥ A : Finesse, CUIC, SERIE(LD). HFHRFE(DS). mEEMNEMERRSER
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SRR AZR\ICFERR, PGHIFIBAWMRS 255 HIISIES.

EZH  NEBHESR\ICRKER. PGHFIBAWARS 275 HiDFPIE+,

E =% . FIISFIDFPIE$¥ MRouter\Logger, PGFIAWS AAWARSS 85
FEMSF . MAWBRS 2 FIISUE+H S A EIRouter\LoggerFfPG,

/N xs - Fmzw

B IAT 0 B4R FE F LAAdministrator S 03T F a6
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1. THJavaE BENBRER JavaZ A TENNVE, BB /LAEERJavaTikE,

%1 T.CLIGS :

echo %JAVA_HOME%

F2WMBIESRREREFHRE , MEFR.

Control Panel »

System and Security > Systemn

Control Panel Home

G Device Manager
@ Remote settings

$ Advanced system settings

Secunty and Maintenance

Computer Name Hardware] Advanced | Remote

You must be logged on as an Administrator to make mast of these changes

Perdormance
Visual effects. processor scheduling, memorny usage, and vitual memary

Settings
User Profiles
Deskiop settings related to your signn
Settings
Statup and Recovery
System statup. system fadure. and debuggng information
Settings
Ervvironment Variables...

hak

0

Envirenment Variables

User vaniables for Administrator

Vanable Value

Path %USERPROFILES:\AppDatatLe
TEMP F%USERPROFILES\AppDataile
TMP %USERPROFILES\AppDataile

Systern variables

Variable Value

o TP = n
JAVA_HOME C:\Program Files (x86)\Javalj

e PemrrepreTen
NUMBER_OF_PROCESSORS &

o5 Windows_NT

Path Chicrn\bin: 2l AVA_HOMES\b
PATHEXT LOM: EXE BAT: . CMD- VBS: VI

~ 5 : EUCCE 12.5 L |, BRIAEE R 1 c\Program Files (x86)\Javaljrel.8.0 221\bino 1B 2 , MIRIEBF
F12.5(1a)RERFREE T12.5 ES55 ( S&O0pendDKES ) , NI{EA
%CCE_JAVA_HOME% , T /2%JAVA_HOME% , RN R4 B8 R 2 B OpenJDK— 2 E X,

B XCCEMCVPH M Open/DKIIBHFMER , B

SHELAT XY : £CCE 12.5(1)F %

FEMIEBE OpenDKMECVP 12.5(1)F Z &= T & F|OpenJDK,

2. cacerts M\ IR & 19 3Z{IaAVA_HOMENibisecurityfF o RAT UG H S $IZI Hb &,
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https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
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) URL:https://{ servername}

CCE via Chrome Browser

= c A Mot secure | aw125a.bora.com
General Details  Certfication Path thi & &« Certificate Export Wizard
Show: | <Al w —
. Export File Format
T Lal
F".!d el ¢ d Certificates can be exported in a variety of fle formats,

. Version V3 |

., Serial rumber 00 89 ab b3 be 76 % 76 &f

)| Signature algarithm chalsenca -

_ Sgnalure hash sigerithm shalss Select the format you want to use:

)| Ismuer aw 125 bora,com Liet () DER encoded binary ¥, 509 {.CER)

|Wakd from Manday, September 30, 2019 ... =
= L1 4 X. !
_|vald to Sunday, September 25, 2039 ... I 8 8ase 64 encoded X. 503 (L CER) I
e dhviact 1752 hewa e < (D) Cryptographic Message Syntax Standard - PKCS 27 Certficates (P78)
ik I A R R T p——
i Persanal Information Exchange - PKCS 212 {PFY
I certificates
lmm| 2 el o & e
Copy to File...

2. %lan ) FEBRFE |Kﬁﬁ‘fi1¢9€c:\temp\certs ) #ﬁﬂ.—t:ﬁﬁ"%?ﬂICM{wr}[ab].cero

o %R T Base-64 encoded X.509(.CER),

£ \EBHRICRKER. PCHABAWARS RS HDFPIE+H,
1. EAWBRS 2R £, sTFFRINERR , AESMEBIRSEE (MR, 12RBJ/IROGER. PGH

AW ) DFP URL:https://{ servername} :7890/icm-dp/rest/DiagnosticPortal /GetProductV ersiono
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¢ Framework Portico
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) 7 1E$F %k IBase-64 encoded X.509(.CER),
E=% : FISFIDFPIE+ MRouter\Logger, PGFIAWS AAWIRS 25,

N EE . A SERRANEEERBhngt. MERDENRS FNEE | IS AE KT

o

WEFISEZRIER S AAWRSEF. E1TkeytoolBIEER A  %wIAVA_HOMEbino

keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_IIS -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myrgra.domain.com

N B S ASHIFEAWERS BN A RS SIS,

AT EDFPEZXRIULPFAAWERSHNGTD



keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_DFP -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myrgra.domain.com

N B S ASHIFEAWES BN A RS RIS,

EAWHRS 28 L E#7 /3 3 Apache TomcatiRS
FEMSF . MAWBRS 2 FIISUE+H S A EIRouter\LoggerFfIPG,

BT HAWIISBEZR RS ABHB\ICKI/MPGRZ NG S -

keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_IIS -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myawa.domain.com_

~ EE  SASHBEIARMBIREIRouter\LoggerMIPGIR S 85I FFEAW IISARS BFIEH .

f£Router\LoggerFfIPG RS 85 £ E #1/3 31 Apache TomcatfRS .
2 1 .VOST & M AREFMAWIRS 25 < 8 {9 $ X i

D TER M IR PR BN S RUT -

HER1:FHVOST AR RSERILES.
EZL  FVOSTEMNAIERHF AAWERS .

R RERTAREVOSKA , Hlan :

* Finesse
« CUIC\LD\IDS
.« miEE

HIR1:F HVOSF & B A ARSS BRUE+ o

i.§#n Z Cisco Unified Communications Operating System Administration 32 [
-https://{FQDN}:8443/cmplatform,

ii. S = Security > Certificate Management , F#Etomcat-trust XX ER A EHR N AEFHN ERS][ALE,
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iii. JE$RAE P H B FHpownload .PEM File , SMER ERFEEAWIRS 85 LAY GBS UK A,

-Certilicate Seitings
File Mame cop. bors . com pem
Certificate Purpase ramcak-trust
Certfhicate Type Erudt-cens
Certhcate Group product-cpe

Dezscripton] frigndly namel Trust Certificate

- Certificate File Data
[ a

Wersion: W1

Senal Number: SCISBILASAETAT19BBESBEA2OFT 10D

Signaturedigonthm: SHAZS&withRSA (1.2.840.113549.1.1.11) —

Iggper Name: LeBXE, STwmb, CNwecp, Borh. oM, OU=BER TAC, OwTEC, CuUf

Validity From: Mon Dec 16 10:55:22 EST 2019

To: Sat Dec 148 10:5%:21 EST 2024
Subjest Name: L=BNB, STwimg, CHedop, beds o0m, QU=BER TAC, O=TaC, CalUs
Key: RSA [1.2.840.113549.1.1.1)
Eey valae:

305201000282010100c1420ced 76c23b9d6000 1 efbf3319670c55246350a8af31343042ca8 7654199
ERf5a80a1 24581 dbeRadc BE5a8401 23 c1d 9800050690 35200001 36 A0fE4fbiddade T 12T 004592

G8e0ehl6e6daddddcIN03 62 00dche 0BS5S0 10060ef)SedaTbE60 30615302087 32352 00ebabefbT2]
f140215a%e5acalfTATL14138TE0a1 1621800240002 16 8028 5298 200 Scb T4 72244 Taceb2ad S 1 baf

5204a3083902064213632946 36842500 1M0d 5660006 0dc14291 668020066047 2ba0eScefE 5444178 o

Delete | Download PEM File || Download .DER File |

N s HAPHTHERNSE.

EZH  FVOSFENAS AAWERSER.

BITHRATIEMNERE © {JAVA_HOMENbin

ATEABERIEHHNGT



keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fgdn_of_vos} -file c:\tem
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N B EEGAWRSE LR THEENES.

CVP OAMP k55 88 MICVP4A ik 55 25
XERSHASKRIERHAGHNLATAERIERSARFNAL,
i. CVP OAMPHRSS 85 : tARSBRBERB AT HEMIES -

« Windows¥ & : RBCVPIREZH| MR E RS F[HIWeb RS EEEF(WSM)IEH,
-« VOS¥ A : ERATEFEIKECVAERKNERIVVB | EHATFWebex il & (WXM)E KK
~EERS R

i. CVPRRSS 28 : LIRS BRF/ERB U TAERILES :

« Windows¥ & : OAMPRSE 28 HIWSMIE+H,
« VOS¥ A : EBATFWXMERKN =IE#EIRSE M Cisco VVBARE 85,

iii. CVPHR&EBRS 2% | WARFEBRFBEUTIUES ¢

« Windows¥ & : OAMP RS 22 FIWSMIE$,
iv. Cisco VVBERS 87 © WLARSEB/RFERB U TR ERIES :

« Windows¥ & : CVPARS 22K VXMLIEH MCVP RS 22K CallserveriE $i,
LT=ZWNA 7T EZCVPHRREHERRR AL RIUEBIIRNI R,

1 37 .CVP OAMPRRZ 88 5 CVPARSS 88 K 3R &5 AR 5525 2 18] RYAE P 33 #R,
2 ¥.CVP OAMPARS S8 MVOSF & R A 2 A M EF X #k,
3 7 .CVPARE 25 AVVBAR S 85 Z A YL P ik,

1 ¥.CVP OAMPRSS 88 5 CVPARSS 28 K 3R &5 AR 55 27 2 IR Y 1IE 45 32 4R

B D FERK L SR PR R S BRANT

SB1MCVPIRSE . RERS [ MOAMPIRS 855 HWSMIE$,
E=%  FWSMIEBMCVPARS BF MR LIRSS B85S AOAMPAR S5 856
F£=% : JFCVP OAMPREZBWSMIEHB S ACVPIRE S MR & RS 28,

N xE FRoE BARERATRE -
IUEBRBMITAGSE .
2. ZiR 5% E#E , '\%J‘i? Tﬁf%more %CVP_HOM E%\conf\security.propertieso
3.121Tkeytoolir S AT FE E B,
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,& 4.M =] i%CVP_HOM E%\conf\security\ , J‘i/'_l_' ap , copy .keystore backup.keystoreo
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ATFSHBELRIERPHNTS :
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -export -a

ii. N\ A RS 23 1 B8 2 & #IAE B c\Cisco\cvPconfisecuritywsmeert , FIRIE RS 2R B F HE p BwsmX orto
F2H  MWSMIE+H MCVPIRS 28 MR & AR 5588 5 AOAMPRR S5 85

. FFWSMIE B N EANCVPIRS 28 MR & IR S5 88 (wsmX ort) & Bl EloscvP_HOME\confisecurity OAMP AR S5 88 £
Y B %o

i EANATESSAXLEIES
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

i EFE RS S
F£=4% . FWSMIEEMCVP OAMPARS 285 ACVPIRS 28 MR & RS 25,

i. FFOAMP AR 55 88 WSMIIE F5 (wsmoampx..crt) & Hll ElloecvP_HOMEYe\confisecurity FIT B CVP BR 55 85 F1 3k & AR 55 85
B R,

i.EARSSALS :
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

i EFB RS ER.
2 7 .CVP OAMPARS 28 FMVOSF A R A 2 B YL P 3 R
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« SEE

HT1MVOSF & F H RIS,

i.§#n Z Cisco Unified Communications Operating System Administration 72 [
:https://{FQDN}:8443/cmplatforms,

ii. S i1l & security > Certificate Management , F fEtomcat-trust X R EHR N AR FN ERSF[ILEH,
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iii. 1E 32 UF 5 7 B thDownload .PEM File , SAEFHRFEOAMPAR S 25 L BV i@ A ST R


https://FQDN:8443/cmplatform

- Statlus

@ Statusg: Ready

= Certificate Settings

Flg Hame Wbl 25 Bers, Dom, P
Certibiate Purpaie bt al-Erast
Certicate Type Erust-certs

Certificate Group prod wct-opi

Descriptson|friendly name) Trust Cerbficate

= Certificate File Data
[ &

Wersaan: Wl
Senal Numiber: GEFERSFSEFEE3L 10B44DE3 568825008403
Signaturealgorthm: SHA2S&withRESA (1.2.840.113%49.1.1.11)
lssuer Hame: L=mg, STens, CH=wbll5 bern, oam, QU =lak, O=hers, C=US
Valdity From: Thu Dec 05 06:51:10 PST 201%
To: Tue Des 03 066:51:09 PST 2024

Subject Name: L=rip, ST=ng, CHewvvbl25.bora.com, QUs=lah, O=bora, C=U5
Fey: RS& (1.2.840,113549,1.1.1)

Ky value:

308201 0a0282010100f 16das8Edbefb L A8 TS L TRO&CIaFF P dSdEAdLT 1 9FSdbeed2 208 1bebe 7E TADD

Sled2T26c526036113207d157d001 78040470 10462 T a9 T L Te BT e 040807 705 56Mc2 000065
T096e81d65bdodOcadbcbdd 1 df1d9ad 097 5a32 90 e SdeScc2deASFECIBodBedS0e1 3301 ddE0SS 24T

0110957 dbe0e 22 Thod 1476165 2fdb2an T H0B2 db T84 2 440205290756 1 /1 BO4 2 345358425000
c77deldad0el SFlc0aed0bo03dd81SceabSfodba00daccd8101 3bd69 361468402 720500 2004553004 ¢

Celete ‘ Dowvnload PEM File | Covwriload OER File

ETH  FVOSNAIUEHF AOAMPARS 5.

. fFVOSIE+ & | Fwcyp HOMEY confisecurity OAMP IR 5588 LBV B %,
i ER TS ALESD :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

iil. EM B3RS R
3 T.CVPARS 282 MVVB AR S5 88 2 [H] Y iE 5 Tk

XERRACVPEHMERP OLAHZENSIPEEZENAESR, BXFHAFEE, BSH CVPE
EiEmE . CVPEEREE —%Z%.

CVP Call Studio Web R & 5

BRUMMAMAWebIERE TEFRest_Client tEZERB Y ZEBENFMESR , 155 Cisco Unified CVP



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html

VXMLAR S8 # Cisco Unified Call Studioh4x12.5(1)- Webfg55 & B [Cisco Unified Customer Voice
Portal] - Ciscoo.
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« CCE OpenJDKE#

« CVP OpenJDKIEE
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/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html
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