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cd c:\icm\serviceability\diagnostics\bin

5 3 & : MK A48 E BDiagnostic PorticofJiE+, E{TIHES :

DiagFwCertMgr /task:UnbindCert

t number from s onfiguration file:

NG TO UNBIND CER A\TE FROM WINDOWS HTTP

ALTTemptT

c:hicmh\serviceability‘\diagnostics\bin>

4L IFALRUAEBHEHThumbprintFENIBHEANR (FTEZEK) .

AR BARMESINBENIT LG EWBREMBEEFRF. RICER++XFAV 48RS AT AR B

SR B X L R 98 F o



General | Detals | Certification Path
Show: | <all> i
Feld Vahe A
(&1, Autharity Key Identifier KeylD=03 2f 5102 27 8c c7 3...
(i CRL Distribution Points [1]CRL Destribution Poant: Distr...
@m&mw Information Access [ 1)Autherity Info Access: Ace...
Ii; Certificate Template Inform... Template=CC Web Server(l.3...
()| Apphication Policies [1]Appication Certificate Poic...
5. Key Usage Digital Signature, Key Encipher... |=
) Thumbprint ithen shal

97 93 74 00 99 19 53 dé 4e Ob c5 6= cd 4c bd
9% 36 dc 4b cb

Edcht Proparties. .. I Copy to Fie. ..

FHL BTG THEUEFERE.

DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>



MRIEFHBERY , W& ERIEFHLGERNVALIDHEE.

BEARL RINEBPHERERN. BITIHIES :

DiagFwCertMgr /task:ValidateCertBinding

JjalidateCert
om i

Attempting
a

look up
"~ Pe

AE  BMIABERT , DiagFwCertMgrfE F i 07890,

MRIEFHRERY , W& ERIEFRHERNVALIDHEER.

SUCCESSFULLY




SR7TEMBHUMERRES. STUATHT

net stop DiagFwSvc
net start DiagFwSvc

MRCMERRUEFHE  WEsHARFNA2EREBHEIRES,

6. FHRIEH M AUEHF AJavaZ A E

AR Bz  BYXNENGBREANEER FHMavax B RIETH T,

ST RJavaE BB RUBEREARJavaF A TEWNE, BT /LG EERKjava homei& &,

I%EI01: CLIA % echo %CCE_JAVA_HOME%

_HOME®

(x86)\0OpenlDK\jre-8.8.272.18-hotspot

®I2  BYERREREFHRE , MEFRTR

L o - 4+ E I Control Panel » System and Security » 'S,-s‘.erV\I w O

Control Panel Home

@ Device Manager Computer Name  Hardhware Femate

§ Remote settings Environment Variables
You must be logged on a3 an Administrator o make most of these changes

9 Advanced systemn settings

Performance
Wisual effects, processor scheduling, memary usage, and virtual meemony

User variables for Administrator

Variable Value
Settrgs i Path Co\Users\Adminastratod\AppData\Local Micresef\WindowsApps:
i TEMP C\Users\Administrator\AppDataiLocal Temp
e e ™F CA\sers\Administrator\ AppDataiLocal Temp
Deskiop settings relsted o your signn
Settings.
Startup and Recovery
System startup, systeen falure, and debugging information hew... Edit... Delete
Settings..

System vanables

. PIOTAP_Profilen... Enablesarrciiler

T

_ s — i
Ermvirorment Varisbles
_JANA ) CAProgram Files (x26)\Open) DK\ jre-2.0.272.10-hotspot

oK Cacel Com3pec CoWindows\systemid D emd.eve
COR_EMABLE_PROFILING 1
COR_PROFILER AppDynamicsAgentProfiler
CORECLR_ENABLE PROFILI.. 1
CORECLR PROFILER AgolvnamicsAgentProfiler bat
Mew... Edit... Dedete

F =% : MICMF1OpenDKEEE<ICMZ %% B F>\ssl\




%CCE_JAVA_HOME%\lib\security\cacerts%& {3 cacerts X ff. ZALAFHEFI T HME,

B=F UEERAFOHASRTERD , RBESTUTHT

cd %CCE_JAVA_HOME%\bin
keytool.exe -keystore <ICM install directory>\ssl\cacerts -trustcacerts -import -file <path where the R
keytool.exe -keystore %CCE_JAVA_HOME%\1ib\security\cacerts -trustcacerts -import -file <path where the

X FTENBEIERERRTEATERBIERNCA, ENECAH ( XRLAHCAWHAERE K

, LRECAER L ) , BFEESARIERMPEIES, EEEREMEHIEIICATR (BEESE
BEFEEMENAICARAN ) , BREES AR, RIEHMFELEPSHS AICMA
OpenJDKZ4AE |, [®F System CLIAEA OpenJDKZ4AE

CVPARAR
1.4 FIFQDN4 BE$

I3 A2 35 BE A0 A48 F FQDN ) Web FR S & ER 88 (WSM), TEZXML(VXML), TR BR S SERR e 1
(OAMP) RS 4 FRE $ o

AR RECVPH , IEBAMXEERSEHNEBH , MAZEFQDN , Bt , EFEEHEX
o

R FFRZE, DTIRITUATERE -

1LUEBRFHITAS®TED,

23 F12.6.2 , EMIRFHAEZTE , HHEI%CVP_HOME%\binX #Xk Hi=1T
DecryptKeystoreUtil.bat3X 4

3.3 TF12.6.1, BIRBEZAERD , HIZ{T8w T , more
%CVP_HOME%\confi\security.properties,

4.5z 1Tkeytooltn TN HEE L HB,

5.M%CVP_HOME %\confisecurity\ B 3= 1T @5 % copy .keystore backup.keystore,

CVPARSS 2%

SR ERBRCVPIRS |/ |, BIZTUAT@HS

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a



HIMIRRE | AR ERD,
E_d BEERWSMIES |, EETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , M ARAERD,

X BRABRT , IEBERNBNRE., EH — validity XXXXIR B E# 4 KIEFH TR EIH B
B, BNAEBERHNIOR , A EFERLNEZBTHCAZ R, N TRSHULRIES |, 3-5F
AR E BRI E .

UTR-EREERERA

— 4 365
M F 730
=% 1095
w3 1460
R 1895
T 3650

SEE  M12.5IE PSR SHA 256, F4A K/N2048FN IR EERSA |, BEAUTSERE
& : -keyalg RSAH] — keysize 2048, CVPEAFE T A BIE — storetype JCEKSS K
o MBERXEM , B, BRREENZRETRESRIA,

FERIBHIEERSI|AFQDN , BN EFMUERMT AL ?




FEHEA B EHRRTA
[R&]:<EEOU>

RABNEHRRMAAL

[RAL<IEEALN B>

FEHET R XEHRA A ?

[ H): <38 B3 /3 (X B 5 7>
BRIER/EAX/ERTHNEHRMAA?
[RA<EEMN/EHEH>
HRENERKBRZD (BINFF) ?
[REL<EERANF RO ER/MHX RG>
FEET RN AIEEyes.

=4 : Xvxml_certificate M callserver_certificateil ITH B SR :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP#k & Bk S5 85

ST ERBRWSMAIR S RS BRUES |, HETATHT :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HIVRRE |, MAZPERD,
E_d BEERWSMIES |, EETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai



HIRRE , MARAERD,
EEATERNNRSBFFQDNEN AN BT AL ? AREMITECVPRS BRMEEN SR,

=2 : Ytcallserver_certificateil ITAHEIN L LR -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIMBERE |, WARPAERB,
CVP OAMP ( UCCEBE )

BT HEPCCEMRG RRA12.xH , ZHERE RO BAHSBMBASPOGEES , FEKRLZFEOAMP , &
XN FUCCERRBRRASRME , I FBXEDR,

ST EMERWSMAMOAMPIRSTZRIEP |, HETUAT T ¢

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HIVRRET |, M ARPAERB,
E_d BEERWSMIES |, EETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , M ARAERD,
EERTERANRSBRFQDNEN BN B BT L ? AREMITECVPRSHFHEEN SR,

F=% : Joamp_certificate L THEN S

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , M ARAERD,

2.4 MCSR



EE  FERFCH280FR AN M MR ERSMEBHEMIETERZ A BM(SAN), EEK
CSREY , ATLAFESANAF A — extS BT R ILRF,

EFRERBN

-extZRATRAFERARBES . ERNROAMT EEZABI(SAN) , ZEMNTERFZHNTE
PREH B (FQDN) AR A E 4. EtSANFERAERNIES S RERM.

BHHSANFKE TIE .

ip:192.168.0.1
dns:myserver.mydomain.com
email:name@nmydomain.com

Flan -

-ext san=dns:mycvp.mydomain.com,dns:localhost

CVPHRSS 25

SR1UERBBNIERER, STHGSHEEFREFR N (HIW , wsm_certificate ) :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , MARAERD,

F =% : Svxml_certificate M callserver_certificatei {THHEMN F & :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , M ARAERD,
CVP#k & BRS5 85

SRUERBNBNIERER, STHGFSHFERFRMH (B0, wsmreport_certificate )



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIERE , mABPHESRDB,
L =% : Xcallserver_certificatei\ ITHREIN S B :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIERTE |, mARAERD,
CVP OAMP ( {XJRUCCEZE )

SR1ERBBNIERER, STHGSHFEEREFERH (B0, wsmoamp_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE | WA ZRERD,
F =% : Joamp_certificate N THEN SR :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , M ARAERD,
3IRIMCAZZ UL

SER1ECALLEEBIEH ( CVPIRFEMWSM, CallserverFIVXMLEERS 28 ; CVP OAMPRR S 25 Y
WSMFOAMP , CVPIk & RS BRI WSMFCallserver ) o

B NCAHM THNAIEBMRIES.

F=F . FRIEPANCALZRIEBEHEE S RS %CVP_HOME%\confisecurity\ 3 43k /.,

\

4.5 ACAZZiFH

FXESBENATCVPERRARNAIERSSE. NEESAZRSESE LAHNIEBRCAZRIESR,
SIS ARBUER, STIHIES :



%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIERES | W ARAERIB, fETrust this certificate 2 RE T , B AYes,

MRBFERELES , BETUATHT

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRRE | W ARAERL, fETrust this certificate 2 RE T , #AYes,

EZL . NZBRFEFEP ( CVP. ReportingfIOAMP ) § ACALEWSM, ETHIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIVERET |, M AREAERIE, fETrust this certificate 2 REF T , # AYes,

E=% : ECVPRSEFBANIRE RS EFH S ACallserver CAZZIER, 21THIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HINIERET | W AREAERID, ETrust this certificatei2 REF T , & AYes,

FUL  ECVPRRF P FAVXMLERS BRCAZBIUEH, BITIHET :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIVRRET | A RLAERE, TETrust this certificate B REFT , #AYes,

EHE : ECVP OAMPHRS 8 ( UEA FTUCCE ) 5§ AOAMPRRSEBCAZS Rt H, BITIIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIIERES | W ARAERIB, fETrust this certificate 2 RE T , B AYes,

BERSG  EMBIRS R
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( CVP#&. CVPERFERE ) o

VOSHR% 2%
1. £ CSRIEPH

R F R A NANE T BRHE T RERS(VOS)HF &4 K Tomecat CSRIEF o
e EEATETVOSHNA |, fln :

* Finesse

« CUIC \3ErEHE(LD\F 17 IR S5-25(IDS)
. miEE

- B®VVB

P S M ZECisco Unified Communications Operating System Administration T2 [
. https://FQDN :<84438%443>/cmplatform,

BoH  SMERESUERERE , REEFELEMCSR,

Tgw v Iy v ety v Lobewelinysia v Iotviom v Help ¢

,_qi_}_:,ll-li-uni--l-ll-l-l Eamum“m Lil': (it G
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Forad Caama'erbh Lail mbabrd | 871 ulit 8 | bobgms sty || Pl | Ohgae Bl | 9 | =

By grifew ey Pleppn gy peer saerrh el paing by gplses: s
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B=F  £MCSRIEF G , XME A HEE THCSR,
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@ Download Certificate Signing Reguest - Mazills Farefox - O x

D & https/10.201.224.234 /cmplatformycertificateDownloadMewCsr.do e

Download Certificate Signing Reguest

Ctatux
|- .3 Cartthcate namas not Eted balow do net have a Eﬂl‘l‘-ﬁ!-ﬂ-tlrldir'lﬂ iCSR

Download Certificate Signing Reguest
Iil:-:rt'rﬁmt-: Furpose " | bomcat 1 -

Download CSR. || Close

@ Y. indicates required tam,

Z | »

EHE : BHSave Fileo XHRIFEDownload X XK,



Opening tomcat.csr X

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https://10.201.224.234

What should Firefox do with this file?
O Qpen with = Applications\notepad.exe (default) Pt

OK Cancel

2 REICAZ RIEP

FR1:ECALS HiVtomcatiEf EZH,
B=H  THNANMMCANFIIAERN RIS,
3. L& M A MARIEF

ST S ZECisco Unified Communications Operating System Administration T3 [
. https://FQDN:<84438443>/cmplatform,

BT SMBRE>UPER , RREE LEIEBALPEE,

Show ~ Seflings » Security » Software Upgrades = Services = Help ~

La‘_}] Generate Seif-signed % Upload Certificate/Certificate chain E@L Generate CSR



https://FQDN

=2 : EUpload certificate/Certificate chain® A# , i%£#¥tomcat-trust in certificate purpose FE&
H* ERBIES,

Upload Certilicate/Certificate chain

Sy uetend 73 cone

~Status

@ warning: Uplsadang o duster-wede certficate will distnbite it 1o all servers in thes cluster

~Upload Certificate fCertificate chain

I;m-f-:r.t Purpese” | tamcat-trust Ll
ELarphdntinemdly name)
Upload File Choois File | Mo hile choden

iUiplaad Close

FEMSL  FFRENES ( WRE ) ERtomeat-trust 4%,

%R . EUpload certificate/Certificate chain ( LAAIEBAER4EE ) BAF |, EFECertificate
Purpose (iEB AR ) ZEFHInow tomcat , RE LERMFACAZRWIES,



Upload Certificate f Certificate chaln
Eé'. Upioes E'E Close

~Siatus

@H‘ammg: Uploading a duster-wsde certificate will distribute it to all servers in this cluster

= Uplead CertificatefCertificate chain

Certficate P'ufﬂﬂ:l:i I_I.ﬂl'l"lf-lll
Descrpton(friendly name]  Sef¥-sigred cerbficate
Lplaad File Browse... | Mo file selacied.

| slons | con

'@ *. indicates requered item.

£ #

EAREL  EFBIRSEES.

IOUr

EFBYIRSHERE , BHITUTSRURIECALZZHEM
S ITFHWebi K ZH BREF,

EZL  xH , REBXITFAMNKESE.

W#E , BLABIUERTRUATHCAZRMIES , AAMNRREOPERIERRELRN , BT
ZEE BHETT,

HUEHEER

REFPEERTHRCAZ B IEBREHREN SR,

HXER

- CVPEIEERM — &%

« UCCEZ 25

- PCCEE®{EME

- XMPCCEEHZHiEYH — PCCE 12.5



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html

« Exchange UCCEHZ&iF$f — UCCE 12.5
- XMPCCEEBXZUI$H — PCCE 12.6

« Exchange UCCEE ¥ &iF$ — UCCE 12.6
s ERRMEHERF

o BFARZEFF Y - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1261/218324-exchange-certificates-with-contact-cente.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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