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cabl e vi deo
encryption
linecard 1/0 ca-system dvb scranbl er dvb-csa
dvb
ecng NAGRA ELK id 1
node tier-based
type nagra
ca-systemid 2775 3
aut o- channel -id
ecm pi d-source auto 48 8190
connection id 1 priority 1 10.48.88.12 3337
overrul e
m n-cp-durati on 300000
er - based
ecng name NAGRA ELK access-criteria c972bfd7701e6d28069ae85f 5d701d63aclaec4a
fail-to-clear
enabl e
servi ce-distribution-group SDG ACDC- LAB- TEST1 id 1
onid 100
rf-port integrated-cable 1/0/3
virtual -carrier-group VCG ACDC- LAB-TEST1 id 1
encrypt
servi ce-type narrowcast
rf-channel 32-35 tsid 42496-42499 out put - port-nunmber 1-4
bi nd-vcg
vcg VCG ACDC- LAB- TEST1 sdg SDG ACDC- LAB- TEST1
| ogi cal - edge- devi ce LED- ACDC- LAB- TEST1 id 1
prot ocol table-based
vi rtual - edge-input-ip 10.10.10.10 input-port-nunber 1
vcg VCG ACDC- LAB- TEST1
active
t abl e- based
vcg VCG ACDC- LAB- TEST1
rf-channel 32
session vodl input-port 1 start-udp-port 65 num sessions-per-gam 1 processing-type remap
start-program1
1
controller Integrated-Cable 1/0/3
max-carrier 44
base- channel - power 40
rf-chan 32 35
type VI DEO
f requency 850000000
rf-output NORMAL
power - adj ust 0.0
gamprofile 3
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https://wiki.videolan.org/Documentation:Documentation/

ME B M5 TETSDuck:TSDuck , HZ AP B MU R EZNERNEEE R,

ZETSDuckfa , AT A ERE iR O (-p) LIZTECMGIIEE |, H 6 F 1% 41 % 1 (-v) R A 3B RY B L 4 5 (-
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sudo tsecmg -p 3337 -v -d7
Lo
f£cBR-8 L

ECBR-BLBEMMATFES , IURIISCERGCLE , ANXRETRIRE , SERAEFE
) #E.Tmu'ﬁﬁ]kuu, :

acdc- cbr 8- 2#show cable video session all

Sessi on Qut put Frequency Streamn ng Sess Sessi on Source UDP  Cut put

I nput Cut put | nput Qut put Encrypt Encrypt Low PW  Session

Id Por t Hz Type Type Ucast Dest IP/Mast IP (S G Port Program
State State Bitrate Bitrate Type St at us Lat NUM Narme

1048576 1 850000000 Renap UDP 10.10.10.10 65 1 OFF
ON 0 0 DvB Pendi ng N - vodl. 1.0.1.32.65

BHAFRE , BB INZWANANEARE , BWRECMGHE K3 , WcBR-8 LK IE T fail-

to-clear”

acdc- cbr 8- 2#show cable video sess logical-edge-device id 1

Sessi on CQut put Frequency Stream ng Sess Session Source UubP  Cut put

I nput Cut put | nput Qut put Encrypt Encrypt Low PMW  Session

Id Por t Hz Type Type Ucast Dest |P/Mast IP (S 0O Port Program
State State Bitrate Bitrate Type St at us Lat NUM Name

1048576 1 850000000 Renap UDP 10. 10.10. 10 65 1

ACTI VE- PSI ON 15403951 15164562 DVB Cl ear N - vodl.1.0.1.32.65

gt R FHECMGHY | #2F BB BIUAA E R B I1% -

acdc-cbr 8- 2#sh cable video sess logical-edge-device id 1

Sessi on Qut put Frequency Stream ng Sess Session Source UDP  Cut put

I nput Cut put | nput Qut put Encrypt Encrypt Low PW  Session

Id Por t Hz Type Type Ucast Dest |IP/Mast IP (S G Port Program
State State Bitrate Bitrate Type St at us Lat NUM  Nane

1048576 1 850000000 Renap UDP 10. 10.10. 10 65 1

ACTI VE- PSI ON 15353613 15476997 DVB Encrypt ed N - vodl.1.0.1.32.65

MELXFNEAES


https://tsduck.io/

acdc- cbr 8- 2#sh cable

Sessi on Name
Session |d
Creation Tine

Cut put Port

TSI D

ONI D

Nurmber of Sources
Destination I P
UDP Port

Config Bitrate

Jitter

Processi ng Type

Stream Rat e

Pr ogr am Nunber

I dl e Tineout

Init Tineout

Of Ti neout

Encryption Type

Encryption Status

I nput Session Stats:

St ate: ACTI VE- PSI,
| P Packet s:
TP Packet s:

video sess logical-edge-device id 1 session-id 1048576

vodl.1.0.1.32.65
1048576
Thu Dec 6 14:12:54 2018
1

42496

100

1

10. 10. 10. 10

65

not specified

100 s

Remap

VBR

1

2000 nsec

2000 nsec

60 sec

DvB

Encrypt ed

Uptime: 0 days 00: 31: 33

In 899927, RTP O, Drop O

0

In 6299489, PCR 6408, PSI 4424, Null
Unreference 2212, Discontinuity O
Sync loss 0, CC error 795, PCR Junp 7,
Under fl ow 215, Overflow 4, Block O
Measured 16483732 bps, PCR 17930489 bps

Errors:
Bitrate:

Qut put Session Stats:

St at e:
TP Packet s:

ON, Uptine: O days 00: 31: 33
In 6297330, PCR 6395, PSI 4416,

Drop 12801, Forward 6280113, Insert 6029

Errors: Info Overrun 0, Info Error 0, Block 0, Overdue 54210,
Invalid Rate 0, Underflow O, Overflow O
Bitrate: Measured 16433824 bps
PAT I nfo
Version 26, TSID 8724, len 16, section 0/0
Program 1: PMI 32
I nput PMI I nfo:
Program 1, Version 28, PCR 100, Info len O
PI D 100: Type 27, Info len 6, (lang eng)
Qut put PMT | nfo:
Program 1, Version 5, PCR 49, Info len 6, (CA SYS-1D 10101, PID 79)

PID 49: Type 27, Info len 6, (lang eng)
Cut put PI D Map:

PID 32 -> 48

PID 100 -> 49
L RECMGEERSH®T



acdc- cbr 8- 2#show cable video encryption dvb ecmg id 1 connection

ECMG ECMG ECMG CA Sys CA Subsys PID Lower Upper Streans/ Open
Streans/ Auto Chan Slot ECMG ECMG

ID Nane Type I D 1D Source limt limt ECM5 ECMG
1D Connections Application

1 NAGRA _ELK nagra 0x2775 0x3 auto 48 8190 1 1
Enabl ed RP 1 Ti er - Based

ECMG Connections for ECMG ID = 1

Conn Conn 1P Por t Channel Conn Open
-ID Priority Address Nurmber I D St at us Streans
1 1 10. 48. 88. 12 3337 1 Open 1

AX : —HcBR-8#EIWZEIECM , ECMFHERES , MIREECMGHEEEX , NEEFH
ECMFRATINE , EEIWREIFHIECM,

I2ECMG

HTERTIAR , S LB SECMGHMSCSZ R FIEEE (55 M)A B AT R LR

)

ci sco@i mul crypt: ~$ sudo tsecmg -p 3337 -v -d7
debug level set to 7
* Debug: setting socket reuse address to 1
* Debug: binding socket to 0.0.0.0: 3337
* Debug: server listen, backlog is 5
* TCP server listening on 0.0.0.0:3337, using ECM5 <=> SCS protocol version 2
* Debug: server accepting clients
* Debug: received connection from 88. 88. 88. 89: 56102
* Debug: server accepting clients
* 88.88.88.89:56102: 2018/ 12/06 14:38:35: session started
* Debug: received nmessage from 88. 88. 88. 89: 56102
channel _set up ( ECM<=>SCS)
prot ocol _version = 0x02
nmessage_t ype = 0x0001
ECM channel _id = 0x0001
Super _CAS_id = 0x27750003

* Debug: sending nmessage to 88.88.88.89: 56102
channel _st atus ( ECM&<=>SCS)
prot ocol _version = 0x02
nmessage_t ype = 0x0003
ECM channel _id = 0x0001
section_TSpkt flag = 1
AC del ay_start = 200
AC del ay_stop = 200
del ay_start = 200
del ay_stop = 200
transition_delay_start = -500
transition_delay_stop = 0
ECM rep_period = 100



max_streans = 0

m n_CP_duration = 10
lead_CW=1

CW per_nmsg = 2
max_conp_tinme = 100

* Debug: received nmessage from 88. 88. 88. 89: 56102
stream set up ( ECM<=>SCS)
protocol _version = 0x02
nmessage_type = 0x0101
ECM channel _id = 0x0001
ECM stream.id = 0x0001
ECM.id = 0x0001
nom nal _CP_duration = 100

* Debug: sending nmessage to 88.88.88.89: 56102
stream st atus ( ECM&<=>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0103
ECM channel _id = 0x0001
ECM stream.id = 0x0001
ECM.id = 0x0001
access_criteria_transfer_node = 0

* Debug: received nmessage from 88. 88. 88. 89: 56102
CW provi si on ( ECM&x=>SCS)
protocol _version = 0x02
message_t ype = 0x0201
ECM channel _id = 0x0001
ECM stream.id = 0x0001
CP_nunber = 0
access_criteria (20 bytes) =
C9 72 BF D7 70 1E 6D 28 06 9A E8 5F 5D 70 1D 63 AC 1A EC 4A

CP =0
COW (8 bytes) = 4E OA 45 9D DC 10 4A 36
cP=1
CW (8 bytes) = AB FF 00 AA 9C 4F 11 FC

* Debug: sending nmessage to 88.88.88.89: 56102

ECM r esponse ( ECM&<=>SCS)

protocol _version = 0x02

nmessage_t ype = 0x0202

ECM channel _id = 0x0001

ECM stream.id = 0x0001

CP_nunber = 0

ECM dat agram (188 bytes) =
47 5F FF 10 00 80 70 35 80 AA 03 00 30 00 10 00 08 4E OA 45
10 4A 36 00 11 00 08 AB FF 00 AA 9C 4F 11 FC 00 12 00 14 C9
D7 70 1E 6D 28 06 9A E8 5F 5D 70 1D 63 AC 1A EC 4A FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF

* Debug: received nmessage from 88. 88. 88. 89: 56102
channel _test (ECM&=>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0002
ECM channel _id = 0x0001

* Debug: sending nmessage to 88.88.88.89: 56102
channel _status ( ECMc<=>SCS)



prot ocol _version = 0x0
nmessage_t ype = 0x0003
ECM channel _id = 0x000
section_TSpkt flag =1
AC del ay_start = 200
AC del ay_stop = 200
delay_start = 200

del ay_stop = 200
transition_del ay_start
transition_del ay_stop
ECM rep_period = 100
max_streans = 0

m n_CP_duration = 10
lead_CW=1

CW per_nmsg = 2
max_conp_tinme = 100

2

1

= -500
=0

* Debug: received nmessage from 88. 88. 88. 89: 56102
stream test (ECMX==>SCS)

prot ocol _version = 0x0
message_t ype = 0x0102

ECM channel _id = 0x000
ECM stream.id = 0x0001

2

1

* Debug: sending nmessage to 88.88.88.89: 56102

stream st atus ( ECMG<=>
protocol _version = 0x0
nmessage_t ype = 0x0103
ECM channel _id = 0x000
ECM stream.id = 0x0001
ECM.id = 0x0001
access_criteria_transf

TP B BR

SCS)
2

1

er _node

=0

cBR-8L , LA LMEAREN B IRIRF RN NWMENEESIZFEREHFRNZRE (FETIC

ERRBMEBHES ) :

set platform software trace sup-veman rp active scs debug

cBR-8MECMGZ il [E# XX #UH BRI BN T AR ¢

show platform software trace message sup-veman rp active reverse

12/ 07 15:34:43.963 [scs]:
12/ 07 15:34:43.965 [scs]:
12/ 07 15:34:43.965 [scs]:
12/ 07 15:34:43.965 [scs]:
12/ 07 15:34:43.965 [scs]:

12/ 07 15:34:43.965 [scs]:
streamid 1

12/ 07 15:34:43.965 [scs]:

12/ 07 15:34:43.965 [scs]:

[47872] :
[47872] :
[47872] :
[47872] :
[47872] :

[47872] :

[47872] :

[47872] :

(debug):
(debug) :
(info):
(debug) :
(debug) :

(debug):

(info):

(debug) :

ECMG Recei ved channel _status for channel _id 1

ECMG Send channel _setup for channel _id 1
ECMG Channel

Open stream 1

ECMG Send stream setup for channel _id 1,

0 setup to ip 10.48.88.12 port 3337

streamid 1

ECMG Recei ved stream status for channel _id 1,

ECMG Stream 1 setup to ip 10.48.88.12 port 3337

Request

ECM for CP O



12/ 07 15:34:43.965 [scs]:

channel _id 1,

12/ 07 15: 34: 43. 966

12/ 07

12/ 07

12/ 07

12/ 07

12/ 07

12/ 07

15: 34:

15: 34:

15: 34:

15: 34:

15: 35:

15: 35:

streamid 1

HXRER

. DVBRIZFARME , ANBI BN ERFTEARME : ETSI TS 103 197 V1.5.1(2008-10)
- AR R - Cisco Systems

43.

43.

56.

56.

18.

18.

966

966

015

016

039

042

streamid 1
[scs]:
[scs]:
[scs]:
[scs]:
[scs]:
[scs]:

[scs]:

[47872] :

[47872] :
[47872] :
[47872] :
[47872] :
[47872] :
[47872] :

[47872] :

(debug) :

(debug) :
(debug) :
(debug) :
(debug) :
(debug) :
(debug) :

(debug) :

ECMG Send CW provision with 20 AC bytes for

Recei ved ECM response for channel _id 1, streamid 1
ECMZ: Forward ECM pkts to SCS

Received ECM for CP O

ECMG Send channel _test for channel _id 1

ECMG Recei ved channel _status for channel _id 1

ECMG Send streamtest for channel _id 1, streamid 1

ECMG Recei ved stream status for channel _id 1,



https://www.etsi.org/deliver/etsi_ts/103100_103199/103197/01.05.01_60/ts_103197v010501p.pdf
https://www.cisco.com/c/zh_cn/support/index.html
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