Acesso de gerenciamento para WLC AireOS por
meio do Microsoft NPS
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Introduction

Este documento descreve como configurar o acesso de gerenciamento para a GUl e CLI do
AireOS WLC através do Microsoft Network Policy Server (NPS).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Conhecimento das solugdes de seguranga sem fio
. Conceitos de AAA e RADIUS

- Conhecimento basico do Microsoft Server 2012

- Instalagao do Microsoft NPS e Ative Diretory (AD)

Componentes Utilizados

As informacgdes fornecidas neste documento sdo baseadas nos seguintes componentes de
software e hardware.

- Controladora AireOS (5520) em 8.8.120.0
- Microsoft Server 2012

Note: Este documento destina-se a dar aos leitores um exemplo da configuragdo necessaria
em um servidor Microsoft para acesso de gerenciamento WLC. A configuragao do servidor
Microsoft Windows apresentada neste documento foi testada no laboratério e foi encontrada
para funcionar como esperado. Se tiver problemas com a configuragcao, entre em contato
com a Microsoft para obter ajuda. O Cisco Technical Assistance Center (TAC) nao oferece



suporte a configuragao do servidor Microsoft Windows. Os guias de instalagao e
configuragado do Microsoft Windows 2012 podem ser encontrados no Microsoft Tech Net.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Informagdes de Apoio

Quando a CLI/GUI da WLC é acessada, o usuario € solicitado a inserir as credenciais para fazer
login com éxito. As credenciais podem ser verificadas em um banco de dados local ou em um
servidor AAA externo. Neste documento, o Microsoft NPS esta sendo usado como o servidor de
autenticacao externa.

Configuragdes

Neste exemplo, dois usuarios sdo configurados no AAA (NPS) viz. loginuser e adminuser.
loginuser tem apenas o acesso somente leitura enquanto adminuser recebe acesso total.

Configuragédo de WLC

Etapa 1. Adicione o servidor RADIUS a controladora. Navegue até Security > RADIUS >
Authentication. Clique em Novo para adicionar o servidor. Verifique se a opgao de gerenciamento
esta habilitada para que esse servidor possa ser usado para acesso de gerenciamento, como
mostrado nesta imagem.
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Etapa 2. Navegue até Seguranga > Ordem de prioridade > Usuario de gerenciamento. Verifique
se RADIUS esta selecionado como um dos tipos de autenticagao.
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Note: Se RADIUS for selecionado como a primeira prioridade na ordem de autenticagao, as
credenciais locais serdo usadas para autenticagao somente se o servidor RADIUS estiver
inacessivel. Se RADIUS for selecionado como uma segunda prioridade, as credenciais
RADIUS serao primeiro verificadas no banco de dados local e, em seguida, verificadas em
relacdo aos servidores RADIUS configurados.

Configuragdo do Microsoft NPS

Etapa 1. Abra o servidor Microsoft NPS. Clique com o botao direito do mouse em Clientes Radius.



Cliqgue em New para adicionar a WLC como o cliente RADIUS.

Insira os detalhes necessarios. Certifique-se de que o segredo compartilhado seja 0 mesmo que o
configurado na controladora enquanto o servidor RADIUS é adicionado.
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Etapa 2. Navegue para Politicas > Politicas de solicitagdo de conexdo. Clique com o botao direito
do mouse para adicionar uma nova politica, como mostrado na imagem.
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Etapa 3. Na guia Condigdes, selecione Identificador NAS como a nova condigao. Quando
solicitado, insira 0 nome do host do controlador como o valor, como mostrado na imagem.




| Overview | Condtiens. | Settings |

Configure the condtions for this network policy.

¥ condtions match the connection request, NPS uses this policy to authorize the connection request. ¥ conditions do not match the
connection request, NFS skips this policy and evaluates other policies, ¥ addtional policies are configured.

Condition Value

o NAS Identifier Cisco-WLC

Condition dascription:
The NAS Identfier condition spacifies a chamacter siring that is the name of the network access server (NAS). You can use pattem matching
gyt to specly NAS names.

Etapa 4. Navegue até Politicas > Politicas de rede. Clique com o botao direito do mouse para
adicionar uma nova politica. Neste exemplo, a politica € denominada Cisco WLC RW, o que
implica que a politica é usada para fornecer acesso completo (leitura/gravagao). Verifique se a
politica esta configurada conforme mostrado aqui.
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Etapa 5. Na guia Condigdes, clique em Adicionar. Selecione os grupos de usuarios e clique em
Adicionar, como mostrado na imagem.




Cisco WLC RW Properties X

| Overview | Condiions | Constraints | Settings |
Configure the condtions for this netwerk policy.

i condiions match the connection reguest, NP'S uses this policy to authorize the conneclion request, F condiions do not maich the
connection request, NP5 skips this policy and evaluales other policies, f additional policies are configured,

Sedect a condtion, and then click Add.
aroups
Windows Groups

The \Windows Groups conditon specifies that the connecling user or computer must belong to one of the selectad
groups.

Machine Groups
The Machine Groups condition specifies that the connecting compuier mast belong to one of the selected groups.
User Groups
The User Groups condiion specifies that the connecting user must belong to ane of the selected groups.
HCAP

Location Groups

ag The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) location groups
resuired to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access sarvars (NASs). See your NAS decumentation before using this condition.

B -

Etapa 6. Clique em Adicionar grupos na caixa de didlogo exibida. Na janela Selecionar grupo

exibida, selecione o tipo de objeto e local desejados e insira 0 nome do objeto necessario, como
mostrado na imagem.



Cisco WLC RW Properties
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A condicgéo, se adicionada corretamente, deve ser exibida como mostrado aqui.



| Overview | Cendtions | Constraints | Settings |

Corfigure the condtions for this network pobicy.

¥ conditions maich the connection requast, NP5 uses this policy to authorize the connection request. F conditions do not maich the
connection requast, NP S skips thes policy and evaluates cther policies,  additional policies are configured,

Candtion Valss
&% User Groups WLANLSC\Domain Admins
Condition descrpbion:

The User Groups condiion specifies that the connecting user must balong 1o one of the sslacted groups.

| Add. || E#. || Remove

Note: Para descobrir a localizag&o e os detalhes do nome do objeto, abra o ative diretory e
procure o nome de usuario desejado. Neste exemplo, os Domain Admins consistem em
usuarios que recebem acesso total. adminuser faz parte deste nome de objeto.
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Passo 7. Na guia Restrigées, navegue para Métodos de autenticagio e verifique se somente a
autenticacéo nao criptografada esta marcada.



Overview | Condtions | Constraints | Settings |

Configure the constraints for this netwark palicy.
¥ all constraints are not matched by the connection request, network access is denied.

Constraints:
Enaﬁrﬂ

Alow access only to thoss chants that suthenticats with the specifisd methods.

futhentication Methods

o8 Idle Timeout EAF types are negotiated between NP$ and the clent in the order in which they ame
g Session Timeout i
LS| Called Station ID

% Day and time restrictions . .
T MAS Port Type _ Mowve Diown

EAF Types:

Morve Up

Edt Remove
Less secune authentication methods:
[] Micmaoft Encrypted Authentication vemion 2 (MSCHAP«Z)
Uzer can changs password after it has expned

[ ] Microseft Encrypted Authetication (MS-CHAP)

[_] User can changs password after it has sxpined
(] Encrypted authantication [CHAF)
(v Unencrypted authertication (PAFP, SPAF)
[] Alow chents to connect without negotiating an authentication method
[ Perform machine heakth check: only

Etapa 8. Na guia Settings, navegue para RADIUS Attributes > Standard. Clique em Add para
adicionar um novo atributo, Service-Type. No menu suspenso, selecione Administrative para
fornecer acesso total aos usuarios mapeados para essa politica. Clique em Aplicar para salvar as
alteragdes, conforme mostrado na imagem.



Cisco WLC RW Properties [ x|

Owerview | Condiions | Constraints | Settings |

Configure the settings for this network pobicy.
F condtions and constraints match the connection request and the policy grants accass, seltings are appled,

Settings:
RADIUS Attnibutes

[ Vendor Specific
Hebwork Access Prolech
&g, NAP Enforcament
{E Exended State
Routing and Hermole S

oty Mubtilink and Bandwic Fitribute Vahue:
Allscation Protecol (B () Commonly used for Diak-Up or VPN

Erumerator

¥ IFFilters F—
& Encrypbion () Commenly used for 802.1x
gy IP Settings CIONe

Note: Se desejar fornecer acesso somente leitura a usuarios especificos, selecione NAS-
Prompt na lista suspensa. Neste exemplo, outra politica chamada Cisco WLC RO é criada
para fornecer acesso somente leitura aos usuarios sob o nome do objeto Usuarios de
dominio.



m|mlm|m|

Corfigre the condbons for ths network pobcy

¥ conditions match the connection request, NIFS uses this pollicy to suthorze the connection reguest. F oonditions do not match the
connsction requast, NPS skips this polcy and evalustes other policies, f addiional policies sre configuned.

Condition Value
B User Groups WLANLSC Domain Usars
Condition description;

The Lisar Groups condiion speciies thal the connecting user must belong o ons of the sslected groups.

| Add. || Ed. | Remove |

| ok || Concel || ooy




Cisco WLC RO Properties x|

Corfigune the seftings for ths network; pobcy
¥ condiions and consiraints match the connssciion requeest and the policy grants actess, selings are apphed
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s S Attribute Information (———
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1. Quando as credenciais loginuser sao usadas, o usuario nao tem permissao para configurar
nenhuma alteragcao no controlador.
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Authorization Failed. No sufficient privileges

No debug aaa all enable, vocé pode ver que o valor do atributo service-type na resposta de
autorizacao é 7, o que corresponde ao prompt do NAS.

*aaaQueueReader: Dec 07 22:20:14.664: 30:01:00:00:00:00 Successful transmission of
Authentication Packet (pktId 14) to 10.106.33.39:1812 from server queue 0, proxy state
30:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:20:14.664: 00000000: 01 Oe 00 48 47 £8 £3 5c 58 46 98 ff 8e £f8 20 7a
L WHGOA\XE.L L. z

*aaaQueueReader: Dec 07 22:20:14.664: 00000010: £6 al f1 dl 01 Ob 6c 6f 67 69 6e 75 73 65 72 02
...... loginuser.

*aaaQueueReader: Dec 07 22:20:14.664: 00000020: 12 c2 34 69 d8 72 fd Oc 85 aa af 5c bd 76 96 eb

*aaaQueueReader: Dec 07 22:20:14.664: 00000030: 60 06 06 00 00 00 07 04 06 0Oa 6a 24 31 20 Ob 43
S j81..C
*aaaQueueReader: Dec 07 22:20:14.664: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*radiusTransportThread: Dec 07 22:20:14.668: 30:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (gid:0) with port:1812, pktId:14

*radiusTransportThread: Dec 07 22:20:14.668: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:20:14.668: RadiusIndexSet(l), Index (1)

*radiusTransportThread: Dec 07 22:20:14.668: StrUCLUTreSIizZe . vt i ittt ittt ittt ineneeeennennn 304
*radiusTransportThread: Dec 07 22:20:14.668:

ProtocolUsed. i ittt ittt ettt et e 0x00000001

*radiusTransportThread: Dec 07 22:20:14.668:

pProxyState. . i e e e 30:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:20:14.668: Packet contains 2 AVPs:
*radiusTransportThread: Dec 07 22:20:14.668: AVP[01l] Service-

1. < 1= 0x00000007 (7) (4 bytes)
*radiusTransportThread: Dec 07 22:20:14.668: AVP[02]
L = DATA (44 bytes)

2. Quando as credenciais de administrador sao usadas, o usuario deve ter acesso total com o
valor 6 do tipo de servigo, que corresponde ao administrativo.



P (= Ixiclllslélclll 4 B e
@ Monitoring
B
*aaaQueueReader: Dec 07 22:14:27.439: AuthenticationRequest: 0x7fba240c2£00
*aaaQueueReader: Dec 07 22:14:27.439: CallbacKk. ...ttt ittt ettt 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:14:27.439
PrOXYState . vttt it e i e 2E:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:14:27.439: Packet contains 5 AVPs:
*aaaQueueReader: Dec 07 22:14:27.439: AVP[01l] User-NamMe. ..ttt ittt eeeeennnnnneeeennn adminuser
(9 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[04] Nas-Ip-
2N L et = 0x0a6a2431 (174728241) (4 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[05] NAS-TIdentifier. ...t eeeeeenennn Cisco-WLC

(9 bytes)

*radiusTransportThread:

Dec 07 22:14:27.442: 2e:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (gid:0) with port:1812, pktId:13
*radiusTransportThread: Dec 07 22:14:27.442: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:14:27.442: structureSize........ ...t iiiiiiiiiiiinnnn. 304
*radiusTransportThread: Dec 07 22:14:27.442:
ProtocolUsed. c i ittt ittt ettt it 0x00000001
*radiusTransportThread: Dec 07 22:14:27.442:
PrOXYSEatE . vttt it e 2E:01:00:00:00:00-00:00
*radiusTransportThread: Dec 07 22:14:27.442: AVP[01l] Service-
1 1 0x00000006 (6) (4 bytes)
*radiusTransportThread: Dec 07 22:14:27.442: AVP[02]
[ = = DATA (44 bytes)
Troubleshoot

Para solucionar problemas de acesso de gerenciamento a WLC através do NPS, execute o

comando debug aaa all enable.

1. Os registros quando credenciais incorretas

Dec 07 22:36:39.
Authentication Packet (pktId 15)
32:01:00:00:00:00-00:00

*aaaQueueReader: 753:

sao usadas sao mostrados aqui.

32:01:00:00:00:00 Successful transmission of
to 10.106.33.39:1812 from server queue O,

proxy state

*aaaQueueReader: Dec 07 22:36:39.753: 00000000: 01 Of 00 48 b7 e4 16 4d cc 78 05 32 26 4c ec 8d
LHO L MLx.28L. .

*aaaQueueReader: Dec 07 22:36:39.753: 00000010: c7 a0 5b 72 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

..[r..loginuser.

*aaaQueueReader: Dec 07 22:36:39.753: 00000020: 12 03 a7 37 d4 cO0 16 13 fc 73 70 df 1f de e3 e4
T SPe....

*aaaQueueReader: Dec 07 22:36:39.753: 00000030: 32 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43

20, 3$1..C

*aaaQueueReader: Dec 07 22:36:39.753: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 User entry not found in the Local FileDB

for the client.

*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Counted 0 AVPs (processed 20

left 0)
*radiusTransportThread:

bytes,

Dec 07 22:36:39.763:

32:01:00:00:00:00 Access-Reject received from



RADIUS server 10.106.33.
*radiusTransportThread:

39 (gid:0) with
Dec 07 22:36:39.

deleted in the RADIUS cache database

*radiusTransportThread:
'Authentication Failed'
*radiusTransportThread:
*radiusTransportThread:
*radiusTransportThread:
*radiusTransportThread:
protocolUsed
*radiusTransportThread:

*emWeb: Dec 07 22:36:39.

Dec 07 22:36:39.
(-4) for mobile

port:1812, pktId:15
763: 32:01:00:00:00:00 Did not find the macaddress to be

763: 32:01:00:00:00:00 Returning AAA Error
32:01:00:00:00:00 serverIdx 1

Dec 07 22:36:39.763: AuthorizationResponse: 0x7fbaebebf860
Dec 07 22:36:39.763: structureSize. ... ..ottt 136
Dec 07 22:36:39.763: resultCode. ..ttt nneennennn -4
Dec 07 22:36:39.763:

................................. Oxffffffff
Dec 07 22:36:39.763: Packet contains 0 AVPs:
763: Authentication failed for loginuser

2. Os registros quando service-type € usado com um valor diferente de Administrative (value=6)
ou NAS-prompt (value=7) sdo mostrados da seguinte maneira. Nesse caso, o login falha mesmo
se a autenticacao for bem-sucedida.

*aaaQueueReader: Dec 07
*aaaQueueReader: Dec 07
*aaaQueueReader: Dec 07
*aaaQueueReader: Dec 07
proxyState
*aaaQueueReader: Dec 07
*aaaQueueReader: Dec 07
(9 bytes)
*aaaQueueReader: Dec 07
*aaaQueueReader: Dec 07
72 ©
*aaaQueueReader: Dec 07
AddresSS. . veeeeeeeeeennnn
*aaaQueueReader: Dec 07

(9 bytes)

*radiusTransportThread:
*radiusTransportThread:
*radiusTransportThread:
*radiusTransportThread:
*radiusTransportThread:
protocolUsed
*radiusTransportThread:
*radiusTransportThread:

*emWeb: Dec 07 22:46:31.

.849:
.849:
.849:

.849:

:46:

22:46:31.

22:46:31.

Authentication succeeded for adminuser

853:

AuthenticationRequest:
Callback
protocolType

AVP[02]
AVP[03]
0x00000007
AVP[04]
0x0ab6az2431

AVP[05]

0x00000001

0x7fba240c56a8
0Oxa3cl3ccb70
0x00020001

39:01:00:00:00:00-00:00

Packet contains 5 AVPs:
AVP[01]

User-Name adminuser

User-Password
Service-

(7) (4 bytes)
Nas-Ip-
(174728241) (4 bytes)

NAS-Identifier Cisco-WLC

: AuthorizationResponse: 0xa3d3fb25a0
RadiusIndexSet (1), Index (1)
structureSize

resULtCOde. v v vttt ittt e e e e
0x00000001
Packet contains 2 AVPs:
AVP[01] Service-
(1) (4 bytes)
AVP[02]
(44 bytes)

853:

853:
DATA
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