Solucionar problemas do servidor na solugao
CNDP

Contents

Introduction

Informacdes de Apoio

Problema

Solucao

Exemplo de saida para contéineres
Exemplo de saida para VMs

SSH para o host UCS

Introduction

Este documento descreve como identificar um Unified Computing System (UCS) e verificar
entradas de falhas nele na Cloud Native Deployment Platform (CNDP).

Informacgdes de Apoio

Os alertas relacionados ao hardware sao relatados no ambiente de execugdo comum (CEE) do
Gerente de cluster (CM) do Ultra Cloud Core Subscriber Microservices Infrastructure (SMI). Os
Kubernetes (K8s), docker, etc., sdo relatados no CM virtual IP (VIP).

Caution: Consulte Projeto de rede e Questionario de informagdes do cliente (CIQ) para
verificar os IPs.

Problema

O erro "Alarme do equipamento” é relatado em mostrar alertas.

- Efetue login no CM-CEE, execute o comando show alert ative detail e show alert history
summary para exibir todos os alertas ativos e histéricos.
- Observe o IP do servidor relatado no alerta.

....show alerts active detail
alerts active detail server-alert 9c367ce5ee48

severity maj or

type "Equi prent Al ar nf’

startsAt 2021-10-27T17: 10: 37. 0252

source 10. 10. 10. 10

sunmary "DDR4_P1_Cl1l_ECC: DIMM 5 is inoperable : Check or replace DI MM

| abel s [ "alertname: server-alert" "cluster: cr-chr-deployer" "description:

DDR4_P1_Cl1_ECC. DIMM5 is inoperable : Check or replace DIMVW "fault_id: sys/rack-unit-
1/ board/ nemarray- 1/ mem 5/ f aul t - F0185" "id: 134219020" "nonitor: pronetheus"” "replica: cr-chr-
depl oyer" "server: 10.10.10.10" "severity: major" ]



annotations [ "dn: cr-chr-depl oyer/10. 10. 10. 10/ sys/rack-uni t -1/ board/ nemarray-1/ nmem 5/ faul t -
F0185/134219020" "summary: DDR4_P1_Cl_ECC. DIMM 5 is inoperable : Check or replace DIMM "type:
Equi prrent Al arni' ]

[I ab- depl oyer/| abceec01l] cee# show alerts history summary

NANVE u D SEVERI TY STARTS AT DURATI ON  SOURCE SUMVARY

vmalive f6a65030b593 m nor 09-02T10: 28:28 1n40s 10-192-0-13 | abd0123 is alive.
vmerror 3a6d840e3eda mmjor 09-02T10: 27: 18 1m 10-192-0-13 | abd0123 i s down.
vmalive 49b2c1941dc6 m nor 09-02T10: 25: 38 1n40s 10-192-0-14 | abd0123 is alive.
Solugao

Identifique os servigos (contéineres) e/ou a maquina virtual (VM) ou a maquina virtual baseada
em kernel (KVM) hospedada no servidor no SMI, execute o comando show running-config e
encontre a configuragao para o IP do servidor.

1. Faga login no CM VIP (nome de usuario: usuario de nuvem)

2. Obtenha o IP do Centro OPS para o namespace smi-cm

3. Faca login no Centro OPS e verifique a configuracao do cluster
4. Identificar nés e VMs que sao executados no servidor

cl oud- user @ ab-depl oyer-cm pri mary: ~$ kubectl get svc -n smi-cm

NAME TYPE CLUSTER- | P EXTERNAL- | P
PORT( S) AGE

cluster-files-of fline-sm-cluster-deployer Clusterl P 10.102.200.178 <none>

8080/ TCP 98d

i so-host-cluster-files-sm -cluster-depl oyer Clusterl P 10.102.100. 208 192.168. 1. 102
80/ TCP 98d

i so- host - ops-center-sni-cl uster-depl oyer Clusterl P  10.102. 200. 73 192.168. 1. 102
3001/ TCP 98d

net conf - ops-cent er-smi - cl ust er - depl oyer Clusterl P 10.102.100. 207 192. 168. 184. 193
3022/ TCP, 22/ TCP 98d
ops-center-smi-cluster-deployer ClusterIP 10.10.20.20 <none>

8008/ TCP, 2024/ TCP, 2022/ TCP, 7681/ TCP, 3000/ TCP, 3001/ TCP  98d

squi d- pr oxy- node- port NodePor t 10. 102. 60. 114 <none>

3128: 32261/ TCP 98d

cl oud- user @ ab-depl oyer-cmpri mary: ~$ ssh -p 2024 admin@10.10.20.20
adm n@o0. 10. 20. 20' s password:
Wl come to the G sco SM Custer Deployer on | ab-depl oyer-cmpri mary
Copyright © 2016-2020, Ci sco Systens, Inc.
Al rights reserved.
adm n connected from 192. 168. 1. 100 usi ng ssh on ops-center-sni-cl uster-depl oyer-7848c69844- xzdwe
[l ab-depl oyer-cmprimary] SM O uster Depl oyer# show running-config clusters

Exemplo de saida para contéineres

Neste exemplo, o servidor € usado pelo n6 primary-1.

[l ab-depl oyer-cm primary] SM C uster Depl oyer# show running-config clusters lab0l-smf nodes
primary-1
clusters lab0Ol-smf
nodes primary-1
mai nt enance fal se
k8s node-type primary



k8s ssh-ip 10. 192. 10. 22

k8s sshd-bind-to-ssh-ip true

k8s node-ip 10. 192. 10. 22

k8s node-| abel s sm . cisco. conf node-type oam
exit

k8s node-1| abel s smi . cisco.conlnode-type-1 proto
exit

ucs-server cintc user admin

ucs-server cimc ip-address 10.10.10.10

Exemplo de saida para VMs

O servidor pode ser usado para a VM baseada em KVM.

Neste exemplo, o servidor tem UPFs (User Plane Functions, Fungdes do Plano do Usuario) - upf1
e upf2.

[l ab-depl oyer-cm primary] SM C uster Depl oyer# show running-config clusters lab0l-upf nodes
labupf

clusters labOl-upf

nodes labupf

mai nt enance fal se

ssh-ip 10. 192.30.7
type kvm
vms upfl

upf software |ab...

type upf

exit
vms upf2

upf software |ab...

type upf
exit
ucs-server cinc user adnin

ucs-server cimc ip-address 10.10.10.10

exit
SSH para o host UCS

Conecte-se ao host UCS e verifique as entradas de falha com falha de escopo, mostre as
entradas de falha e mostre o histérico de falhas.

| abucs111-cnpl-11 /fault # show fault-entries
Time Severity DesCription ---------mmmo oo e oo

2021-03-26T10: 10: 10 naj or "DDR4_P1_Cl_ECC. DIMM 19 is inoperable : Check or replace D MM

. show fault-history
Ti me Severity Sour ce Cause Description

2021 Dec 10 02:02:02 UTC info 9%l MC EQUI PMENT_| NOPERABLE

"[ FO174] [ cl ear ed] [ equi pnent -i noper abl e][ sys/rack-unit-1/board] | ERR A catastrophic fault has
occurred on one of the processors: Cleared "

2021 Dec 1 01:01:01 UTC critical 9l MC EQUI PMENT _| NOPERABLE



"[FO174] [critical][equi pnent-inoperabl e][sys/rack-unit-1/board] IERR A catastrophic fault has
occurred on one of the processors: Please check the processor's status. "
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