Usando o SNMP com PIX/ASA dos dispositivos
de seguranca
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Introduction

Epossivel monitorar os eventos do sistema no PIX usando o SNMP (Protocolo simples de gestio
de rede). Este documento descreve como usar o SNMP com o PIX, que inclui:

- Comandos para executar o SNMP através do PIX ou para o PIX

- Amostra do PIX

- Suporte a Base de Informagdes de Gerenciamento (MIB - Management Information Base) no
software PIX versao 4.0 e posterior

- Niveis de armadilhas

. exemplos de nivel de gravidade syslog

- Problemas no descobrimento de dispositivos PIX e SNMP



Observagao: a porta para snmpget/snmpwalk € UDP/161. A porta para interceptagdes SNMP &
UDP/162.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas no Cisco Secure PIX Firewall Software Release
4.0 e posteriores.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Produtos Relacionados

Essa configuragao também pode ser usada com o Cisco Adaptive Security Appliance (ASA)
versao 7.x.

Conventions

Algumas linhas de saida e dados de registro deste documento foram retornadas por
consideragdes de espaco.

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

SNMP através do PIX/ASA

Armadilhas de fora para dentro

Inside ‘ QOutside

&
Network Management Station Metwork Device
10.10.10.10 20050 5050
static to 20505075

Para permitir armadilhas de 50.50.50.50 a 10.10.10.10:
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conduit permit udp host 50.50.50.75 eq snmptrap host 50.50.50.50
static (inside,outside) 50.50.50.75 10.10.10.10 netmask 255.255.255.255 0 0

Se vocé usa listas de controle de acesso (ACLs), disponiveis no PIX 5.0 e posteriores, em vez de
conduites:

access-list Inbound permit udp host 50.50.50.50 host 50.50.50.75 eq snmptrap
access-group Inbound in interface outside

O PIX mostra:

302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 laddr 10.10.10.10/162

Armadilhas de dentro para fora

Inside ‘ Dutside

-y
Network Device Network Management Station

103115 ‘ 5050 50 50
static to 5050 5080

Por padréao, o trafego de saida é permitido (na falta de listas de saida), e o PIX mostra:

305002: Translation built for gaddr 50.50.50.80 to laddr 10.31.1.5
302005: Built UDP connection for faddr 50.50.50.50/162
gaddr 50.50.50.80/2982 laddr 10.31.1.5/2982

Controlando de fora para dentro

Inside Dutside

=
Network Device Network Management Station
10.10.10.20 171.68.113.113

staticto 171.63.118.130

Para permitir a pesquisa de 171.68.118.118 para 10.10.10.20:



static (inside,outside) 171.68.118.150 10.10.10.20 netmask 255.255.255.255 0 0
conduit permit udp host 171.68.118.150 eq snmp host 171.68.118.118

Se vocé usa ACLs, disponiveis no PIX 5.0 e posteriores, em vez de conduites:

access-list Inbound permit udp host 171.68.118.118 host 171.68.118.150 eqg snmp
access-group Inbound in interface outside

Controlando de dentro para fora

Inside ‘ Outside

&
Network Management Station Pl Network Device

17118124 115 ‘ 99 99 995
gets 99.99.99 11 from global

Por padréo, o trafego de saida é permitido (na falta de listas de saida), e o PIX mostra:

305002: Translation built for gaddr 99.99.99.11 to laddr 172.18.124.115
302005: Built UDP connection for faddr 99.99.99.5/161
gaddr 99.99.99.11/36086 laddr 172.18.124.115/36086

SNMP para PIX/ASA

Suporte de MIB por versao

Estas sao as versodes do suporte MIB no PIX:

- Software PIX Firewall versdes 4.0 a 5.1—Grupo de sistemas e interfaces de MIB-II (consulte
RFEC 1213 ) mas nao os grupos AT, ICMP, TCP, UDP, EGP, transmissao, IP ou SNMP
CISCO-SYSLOG-MIB-V1SMI.my.

- Software PIX Firewall versbes 5.1.x e posteriores—MIBs anteriores e CISCO-MEMORY-
POOL-MIB.my e a filial cfwSystem do CISCO-FIREWALL-MIB.my.

- Software PIX Firewall versdes 5.2.x e posteriores — MIBs anteriores e a ipAddrTable do
grupo IP.

- Software PIX Firewall versdes 6.0.x e posteriores — MIBs anteriores e modificagao do OID
MIB-II para identificar PIX por modelo (e habilitar o suporte ao CiscoView 5.2). Os novos
identificadores de objeto (OIDs) sdo encontrados no CISCO-PRODUC-MIB; por exemplo, o
PIX 515 tem 0 OID 1.3.6.1.4.1.9.1.390.

- Software PIX Firewall versdes 6.2.x e posteriores—MIBs anteriores e CISCO-PROCESS-
MIB-V1SMI.my.

. Software PIX/ASA versao 7.x—MIBs e |IF-MIB anteriores, SNMPv2-MIB, ENTITY-MIB,
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CISCO-REMOTE-ACCESS-MONITOR-MIB, CISCO-CRYPTO-ACCELERATOR-MIB,
ALTIGA-GLOBAL-REG .
Observagao: a segéo suportada do MIB PROCESS ¢ a filial comCPUTotalTable da filial comCPU
da filial ciscoProcessMIBObijects. Nao ha suporte para os produtos ciscoProcessMIBNotifications,
ciscoProcessMIBconformance ou para as duas tabelas, comProcessTable e
cpmProcessExtTable, no produto cpomProcess do produto ciscoProcessMIBObjects do MIB.

Ativando o SNMP no PIX/ASA

Emita estes comandos para permitir pesquisas/consultas e armadilhas no PIX:

snmp-server host #.#.#.#
!-—— IP address of the host allowed to poll !--- and where to send traps. snmp-server community
<whatever> snmp-server enable traps

As versdes do software PIX 6.0.x e mais recentes permitem maior granularidade com relagao a
armadilhas e consultas.

snmp-server host #.#.#.#

!-—— The host is to be sent traps and can query. snmp-server host #.#.#.# trap
!-—— The host is to be sent traps and cannot query. snmp-server host #.#.#.# poll
! -——- The host can query but is not to be sent traps.

As versdes 7.x do software PIX/ASA permitem mais granularidade em relagao a armadilhas e
consultas.

hostname (config) #snmp-server host <interface name> <ip address> trap community <community

string>

!--- The host is to be sent traps and cannot query !--- with community string specified.
hostname (config) #snmp-server host <interface name> <ip address> poll community <community
string>

!--- The host can query but 1is not to be sent traps !--- with community string specified.

Observagao: especifique interceptagao ou pesquisa se quiser limitar o NMS a receber apenas
interceptagdes ou navegacao (pesquisa). Por padrao, o NMS pode usar ambas as fungoes.

As interceptagdes SNMP (traps) sdo enviadas na porta UDP 162 por padréao. Vocé pode alterar o
numero da porta com a palavra-chave udp-port.

SNMP para PIX/ASA - Pesquisa

As variaveis que o PIX retorna dependem do suporte de mib na versdo. Um exemplo de saida de
um snmpwalk de um PIX executado6.2.1 esta no final deste documento. As versdes anteriores do
software retornam somente os valores de mib anotados anteriormente.

SNMP para PIX/ASA - Armadilhas

Observagao: um OID SNMP para PIX Firewall € exibido em intercepta¢des de eventos SNMP
enviadas do PIX Firewall. O OID 1.3.6.1.4.1.9.1.227 foi usado como o OID do sistema do PIX
Firewall até a versao 6.0 do software PIX. Os novos OIDs especificos para o modelo sao
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encontrados no CISCO-PRODUCTS-MIB.

Emita estes comandos para ativar as interceptagdes no PIX:

snmp-server host #.#.#.#
!-—- IP address of the host allowed to do queries !--- and where to send traps. snmp-server
community

Traps Versao 4.0 Até 5.1

Ao usar o PIX Software 4.0 e posterior, vocé pode gerar estas armadilhas:

cold start = 1.3.6.1.6.3.1.1.5.1

link_ up = 1.3.6.1.6.3.1.1.5.4

link_down = 1.3.6.1.6.3.1.1.5.3

syslog trap (clogMessageGenerated) = 1.3.6.1.4.1.9.9.41.2.0.1

Alteracoes de armadilha (PIX 5.1)

No software PIX versao 5.1.1 e posterior, os niveis de interceptacao (trapping) sao separados dos
niveis de syslog para as interceptacoes de syslog. O PIX ainda envia armadilhas de syslog, mas
mais granularidade pode ser configurada. Este exemplo de arquivo raw trapd.log (e este é o
mesmo para o HP OpenView [HPOV] ou Netview) incluiu 3 armadilhas de link_up e 9 armadilhas
de syslog, com 7 IDs de syslog diferentes: 101003, 104001, 111005, 111007, 199002, 302005,
305002.

Exemplo de trapd.log

952376318 1 Mon Mar 06 15:58:38 2000 10.31.1.150 - 1=20 2=7
3=Syslog Trap 4=199002:
PIX startup completed. Beginning operation. 5=0;1 .1.3.6.1.4.1.9.9.4 1.2.0.1 0

952376318 1 Mon Mar 06 15:58:38 [10.31.1.150.2.2] %PIX-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=8Syslog Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376332 1 Mon Mar 06 15:58:52 [10.31.1.150.2.2] %PIX-1-101003: (Secondary)
Failover cable not connected (this unit)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7

3=Syslog Trap 4=305002:
Translation built for gaddr 50.50.50.75 to laddr 171.68.118.118 5=2800;1
.1.3.6.1.4.1.9.9.41.2.0.1 0

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Syslog Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
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gaddr 50.50.50.75/162 laddr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Syslog Trap 4=111007: Begin configuration: console reading from terminal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Syslog Trap 4=111005: console end configuration: OK
5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

Descricao de cada interceptacao - trapd.log

199002 (syslog)
4=199002: PIX startup completed. Beginning operation.
5=0;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

104001 (syslog)
Mar 6 15:58:38 [10.31.1.150.2.2] %$PIX-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

101003 (syslog)

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=Syslog Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

101003 (syslog)
Mar 6 15:58:52 [10.31.1.150.2.2] %$PIX-1-101003: (Secondary) Failover cable not
connected (this unit)

305002 (syslog)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=8Syslog Trap 4=305002: Translation built for gaddr 50.50.50.75
to laddr 171.68.118.118 5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

302005 (syslog)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Syslog Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 laddr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

Linkup (linkup)
952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1



.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Linkup (linkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Linkup (linkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 Agent Interface Up (linkUp
Trap) enterprise:ENTERPRISES.9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Linkup (syslog)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Syslog Trap 4=111007: Begin configuration: console reading from terminal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111007 (syslog)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Syslog Trap 4=111007: Begin configuration: console reading from terminal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111005 (syslog)

952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Syslog Trap 4=111005: console end configuration: OK
5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

Exemplos de Nivel de Gravidade syslog

Eles sao reproduzidos com base na documentagao para ilustrar as sete mensagens.

Alert:
$PIX-1-101003: (Primary) failover cable not connected (this unit)
$PIX-1-104001: (Primary) Switching to ACTIVE (cause:reason)
Notification:
$PIX-5-111005:IP_addr end configuration: OK
$PIX-5-111007:Begin configuration: IP_addr reading from device.
Informational:
$PIX-6-305002:Translation built for gaddr IP_addr to laddr IP_addr
$PIX-6-302005:Built UDP connection for faddr faddr/fport gaddr gaddr/gport
laddr laddr/lport
$PIX-6-199002:Auth from laddr/lport to faddr/fport failed
(server IP addr failed) in interface int name.

Interpretar os niveis de gravidade do syslog

vel Significado
Sistema inutilizavel - emergéncia

Tomar agdes imediatas - alerta

Mensagem de erro - erro

Mensagem de aviso - aviso

N
0
1
2 Condicéo critica - critica
3
4
5

Condi¢cado normal, mas significativa -




notificacao

6 Informativo - informativo

7 Mensagem de depuracéao - debug

Configure o PIX 5.1 e posterior para um subconjunto de armadilhas

Se a configuragao do PIX tiver:

snmp-server host inside #.#.#.#

as unicas armadilhas geradas sado as armadilhas padrao: inicializagao a frio, link ativo e link
inativo (ndo syslog).

Se a configuragao do PIX tiver:

snmp-server enable traps
logging history debug

em seguida, todos os desvios padrao e de syslog sdo gerados. Em nosso exemplo, essas sao
entradas de syslog 101003, 104001, 111005, 11007, 199002, 302005 e 305002, e qualquer outro
syslog saida de log do PIX gerado. Como o histoérico de registro definido para depuracao e esses
numeros de interceptagao (trapping) estao nos niveis de notificagéo, alerta e informagao, o nivel
de depuracao inclui estes:

Se a configuragao do PIX tiver:

snmp-server enable traps
logging history (a_level_below debugging)

Todos as padrao e todas as armadilhas no nivel abaixo de depuragao sado geradas. Se o
comando logging history notification for usado, isso incluira todas as interceptac¢des de syslog nos
niveis de emergéncia, alerta, critico, erro, aviso e notificacdo (mas nao nos niveis informativos ou
de depuracao). No nosso caso, 11005, 111007, 101003 e 104001 (e quaisquer outros que o PIX
gerasse em uma rede ativa) seriam incluidos.

Se a configuragao do PIX tiver:

snmp-server enable traps
logging history whatever_ level
no logging message 305002
no logging message 302005
no logging message 111005

as mensagens 305002, 302005 e 111005 nao serao geradas. Com o PIX definido para depuragao
de histérico de registro, vocé vé mensagens 104001, 101003, 111007, 199002 e todas as outras



mensagens PIX, mas ndo as 3 listadas (305002, 3020 05, 11005).

Configurar PIX/ASA 7.x para um subconjunto de armadilhas

Se a configuragao do PIX tiver:

snmp-server host

as unicas armadilhas geradas sédo as armadilhas padrao: autenticagao, inicializagao a frio, link
ativo e link inativo (ndo syslog).

A configuragao restante é semelhante a versao do software PIX 5.1 e posterior, exceto no
PIX/ASA versao 7.x , 0 comando snmp-server enable traps tem op¢des adicionais como ipsec,
acesso remoto e entidade

Observacgao: consulte a secao Ativacdo do SNMP de Monitoramento do Security Appliance para
saber mais sobre as interceptacbes SNMP no PIX/ASA

Problemas de SNMP

Descoberta PIX

Se o PIX responder a uma consulta SNMP e relatar seu OID como 1.3.6.1.4.1.9.1.227, ou no PIX
Firewall Software versdes 6.0 ou posterior, como um ID listado no CISCO-PRODUC-MIB para
esse modelo, o PIX esta funcionando como projetado.

Em versdes do codigo PIX anteriores a 5.2.x quando havia suporte adicionado para ipAddrTable
do grupo IP, as estac¢des de gerenciamento de rede podem n&o conseguir desenhar o PIX no
mapa como um PIX. Uma estagdo de gerenciamento de rede deve sempre ser capaz de detectar
o fato de que o PIX existe se for capaz de fazer ping no PIX, mas pode ndo desenha-lo como um
PIX - uma caixa preta com 2 luzes. Além de precisar de suporte para ipAddrTable do grupo IP,
HPOV, Netview e a maioria das outras estagées de gerenciamento de rede, o OID que esta
sendo retornado pelo PIX é o de um PIX para que o icone apropriado seja exibido.

O suporte do CiscoView para gerenciamento de PIX foi adicionado ao CiscoView 5.2; A versao
6.0.x do PIX também € necessaria. Em versdes anteriores do PIX, um aplicativo de
gerenciamento de terceiros permite que o gerenciador de n6 de rede do HPOV identifique os PIX
Firewalls e sistemas que executam o PIX Firewall Manager.

Descubra os dispositivos dentro do PIX

Se o PIX estiver configurado corretamente, ele passara consultas SNMP e traps de fora para
dentro. Como a Conversao de Endereco de Rede (NAT - Network Address Translation) é
normalmente configurada no PIX, seria necessario estatica para fazer isso. O problema ocorre
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quando a estagao de gerenciamento de rede faz um snmpwalk do enderecgo publico, que fica
estatico em um endereco privado na rede, o cabecgalho externo do pacote ndo concorda com a
informagao do ipAddrTable. Aqui, 171.68.118.150 é caminhado, que € estatico para 10.10.10.20
dentro do PIX e vocé pode ver onde o dispositivo 171.68.118.150 relata que ele tem duas
interfaces: 10.10.10.20 e 10.31.1.50:

ip.ipAddrTable.ipAddrEntry.ipAdEntAddr.10.10.10.20 : IpAddress: 10.10.10.20
ip.ipAddrTable.ipAddrEntry.ipAdEntAddr.10.31.1.50 : IpAddress: 10.31.1.50

Isso fara sentido para uma estagcédo de gerenciamento de rede? Provavelmente ndo. O mesmo
problema estara presente para armadilhas: se a interface 10.31.1.50 fosse desativada, o
dispositivo 171.68.118.150 relataria que a interface 10.31.1.50 estava inativa.

Outro problema ao tentar gerenciar uma rede interna de fora é "desenhar" a rede. Se a estagao
de gerenciamento for Netview ou HPOV, esses produtos usardo um daemon "netmon" para ler as
tabelas de rotas dos dispositivos. A tabela de rotas € usada na descoberta. O PIX n&o suporta o
suficiente de RFC 1213 para devolver uma tabela de roteamento a uma estagao de
gerenciamento de rede e, por motivos de segurancga, isso ndo € uma boa ideia de qualquer forma.
Enquanto os dispositivos dentro do PIX informam suas tabelas de rota quando o estatico é
consultado, todos os dispositivos de IP publico (estaticos) informam todas as interfaces privadas.
Se os outros enderecos privados dentro do PIX ndo tiverem estatica, eles ndo poderao ser
consultados. Se eles tém estatica, a estagao de gerenciamento de rede ndo tem como saber
quais sao as estatisticas.

Descobrir dispositivos fora do PIX

Como uma estacao de gerenciamento de rede dentro do PIX consulta um endereco publico que
relata interfaces "publicas", a descoberta de fora para dentro nao se aplica.

Aqui, 171.68.118.118 estava dentro e 10.10.10.25 estava |4 fora. Quando 171.68.118.118
caminhou 10.10.10.25, a caixa relatou corretamente suas interfaces, ou seja, o cabecgalho é o
mesmo que dentro do pacote:

ip.ipAddrTable. ipAddrEntry.ipAdEntAddr.10.10.10.25 : IpAddress: 10.10.10.25
ip.ipAddrTable. ipAddrEntry.ipAdEntAddr.10.31.1.50 : IpAddress: 10.31.1.50

snmpwalk de PIX versao 6.2

O comando snmpwalk -c public <pix_ip_address> foi usado em uma estagao de gerenciamento
HPOV para executar snmpwalk. Todos os MIBs disponiveis para o PIX 6.2 foram carregados
antes da execugao do snmpwalk.

system.sysDescr.0 : DISPLAY STRING- (ascii):

Cisco PIX Firewall Version 6.2(1)
system.sysObjectID.0 : OBJECT IDENTIFIER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoProducts.390
system.sysUpTime.0 : Timeticks: (6630200) 18:25:02.00
system.sysContact.0 : DISPLAY STRING- (ascii):
system.sysName.0 : DISPLAY STRING- (ascii): satan
system.sysLocation.0 : DISPLAY STRING- (ascii):
system.sysServices.0 : INTEGER: 4
interfaces.ifNumber.0 : INTEGER: 3
interfaces.ifTable.ifEntry.ifIndex.1l : INTEGER: 1


http://www.ietf.org/rfc/rfc1213.txt

interfaces.ifTable.ifEntry.ifIndex.2 INTEGER: 2
interfaces.ifTable.ifEntry.ifIndex.3 INTEGER: 3
interfaces.ifTable.ifEntry.ifDescr.1 DISPLAY STRING- (ascii):
PIX Firewall 'outside' interface
interfaces.ifTable.ifEntry.ifDescr.2 DISPLAY STRING- (ascii):
PIX Firewall 'inside' interface
interfaces.ifTable.ifEntry.ifDescr.3 DISPLAY STRING- (ascii):
PIX Firewall 'intf2' interface
interfaces.ifTable.ifEntry.ifType.1 INTEGER: ethernet-csmacd
interfaces.ifTable.ifEntry.ifType.2 INTEGER: ethernet-csmacd
interfaces.ifTable.ifEntry.ifType.3 INTEGER: ethernet-csmacd
interfaces.ifTable.ifEntry.ifMtu.l INTEGER: 1500
interfaces.ifTable.ifEntry.ifMtu.?2 INTEGER: 1500
interfaces.ifTable.ifEntry.ifMtu.3 INTEGER: 1500
interfaces.ifTable.ifEntry.ifSpeed.1l Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.2 Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.3 Gauge32: 10000000
interfaces.ifTable.ifEntry.ifPhysAddress.1l OCTET STRING-
(hex): length = 6

0: 00 50 54 fe ea 30 - - —=- == == == == —= —= —— —-—
PT..0..........
interfaces.ifTable.ifEntry.ifPhysAddress.?2 OCTET STRING- (hex): length =

0: 00 50 54 feea 31 - - —=- == == == —= —= —= —— —-—
PT..1..........
interfaces.ifTable.ifEntry.ifPhysAddress.3 OCTET STRING- (hex): length =

0: 00 90 27 42 fb be - - -—= == == == —= —= = —— —-—

= 2

interfaces.ifTable.ifEntry.ifAdminStatus.1l INTEGER: up
interfaces.ifTable.ifEntry.ifAdminStatus.?2 INTEGER: up
interfaces.ifTable.ifEntry.ifAdminStatus.3 INTEGER: down
interfaces.ifTable.ifEntry.ifOperStatus.1 INTEGER: up
interfaces.ifTable.ifEntry.ifOperStatus.2 INTEGER: up
interfaces.ifTable.ifEntry.ifOperStatus.3 INTEGER: down
interfaces.ifTable.ifEntry.ifLastChange.1l Timeticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.ifLastChange.2 Timeticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.ifLastChange.3 : Timeticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.ifInOctets.1 Counter: 0
interfaces.ifTable.ifEntry.ifInOctets.2 Counter: 19120151
interfaces.ifTable.ifEntry.ifInOctets.3 Counter: 0
interfaces.ifTable.ifEntry.ifInUcastPkts.1l Counter: 0
interfaces.ifTable.ifEntry.ifInUcastPkts.2 Counter: 1180
interfaces.ifTable.ifEntry.ifInUcastPkts.3 Counter: 0
interfaces.ifTable.ifEntry.ifInNUcastPkts.1l Counter: 0
interfaces.ifTable.ifEntry.ifInNUcastPkts.2 Counter: 246915
interfaces.ifTable.ifEntry.ifInNUcastPkts.3 Counter: 0
interfaces.ifTable.ifEntry.ifInDiscards.1 Counter: 0
interfaces.ifTable.ifEntry.ifInDiscards.2 Counter: 0
interfaces.ifTable.ifEntry.ifInDiscards.3 Counter: 0
interfaces.ifTable.ifEntry.ifInErrors.1 Counter: 0
interfaces.ifTable.ifEntry.ifInErrors.2 Counter: 0
interfaces.ifTable.ifEntry.ifInErrors.3 Counter: 0
interfaces.ifTable.ifEntry.ifOutOctets.1 Counter: 60
interfaces.ifTable.ifEntry.ifOutOctets.2 Counter: 187929
interfaces.ifTable.ifEntry.ifOutOctets.3 Counter: 0
interfaces.ifTable.ifEntry.ifOutUcastPkts.l Counter: 1
interfaces.ifTable.ifEntry.ifOutUcastPkts.2 Counter: 2382
interfaces.ifTable.ifEntry.ifOutUcastPkts.3 Counter: 0
interfaces.ifTable.ifEntry.ifOutNUcastPkts.1 Counter: 0
interfaces.ifTable.ifEntry.ifOutNUcastPkts.2 Counter: 0
interfaces.ifTable.ifEntry.ifOutNUcastPkts.3 Counter: 0
interfaces.ifTable.ifEntry.ifOutDiscards.1l Counter: 0



interfaces.ifTable.ifEntry.ifOutDiscards.2 Counter: 0
interfaces.ifTable.ifEntry.ifOutDiscards.3 Counter: 0
interfaces.ifTable.ifEntry.ifOutErrors.1 Counter: 0
interfaces.ifTable.ifEntry.ifOutErrors.2 Counter: 0
interfaces.ifTable.ifEntry.ifOutErrors.3 Counter: 0
interfaces.ifTable.ifEntry.ifSpecific.1 OBJECT IDENTIFIER:

.ccitt.zeroDotZero

interfaces.ifTable.ifEntry.ifSpecific.2 OBJECT IDENTIFIER:
.ccitt.zeroDotZero

interfaces.ifTable.ifEntry.ifSpecific.3 OBJECT IDENTIFIER:
.ccitt.zeroDotZero
ip.ipAddrTable.ipAddrEntry.ipAdEntAddr.212.3.3.1 IpAddress:
212.3.3.1

ip.ipAddrTable.ipAddrEntry.ipAdEntAddr.10.48.66.47 IpAddress:
10.48.66.47

ip.ipAddrTable.ipAddrEntry.ipAdEntAddr.127.0.0.1 IpAddress:
127.0.0.1

ip.ipAddrTable.ipAddrEntry.ipAdEntIfIndex.212.3.3.1 INTEGER: 1
ip.ipAddrTable.ipAddrEntry.ipAdEntIfIndex.10.48.66.47 INTEGER: 2
ip.ipAddrTable.ipAddrEntry.ipAdEntIfIndex.127.0.0.1 INTEGER: 3
ip.ipAddrTable.ipAddrEntry.ipAdEntNetMask.212.3.3.1 IpAddress:
255.255.255.0
ip.ipAddrTable.ipAddrEntry.ipAdEntNetMask.10.48.66.47 IpAddress:

255.255.254.0

ip.ipAddrTable.ipAddrEntry.ipAdEntNetMask.127.0.0.1 IpAddress:
255.255.255.255
ip.ipAddrTable.ipAddrEntry.ipAdEntBcastAddr.212.3.3.1 INTEGER: O
ip.ipAddrTable.ipAddrEntry.ipAdEntBcastAddr.10.48.66.47 INTEGER: O
ip.ipAddrTable.ipAddrEntry.ipAdEntBcastAddr.127.0.0.1 INTEGER: O
ip.ipAddrTable.ipAddrEntry.ipAdEntReasmMaxSize.212.3.3.1 INTEGER:
65535

ip.ipAddrTable.ipAddrEntry.ipAdEntReasmMaxSize.10.48.66.47 INTEGER:
65535

ip.ipAddrTable.ipAddrEntry.ipAdEntReasmMaxSize.127.0.0.1 INTEGER:
65535

cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.

ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolName. 1
DISPLAY STRING-
cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.

(ascii): PIX system memory
ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolAlternate.1
INTEGER: 0
cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.
ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolValid. 1l
INTEGER:
cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.

true

ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolUsed. 1l
Gauge32: 21430272
cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.
ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolFree.l
Gauge32: 12124160
cisco.ciscoMgmt.ciscoMemoryPoolMIB.ciscoMemoryPoolObjects.
ciscoMemoryPoolTable.ciscoMemoryPoolEntry.ciscoMemoryPoolLargestFree.1l
Gauge32: 0
cisco.ciscoMgmt.ciscoProcessMIB.ciscoProcessMIBObjects.cpmCPU.

cpmCPUTotalTable.cpmCPUTotalEntry.cpmCPUTotalPhysicalIndex. 1 INTEGER: O
cisco.ciscoMgmt.ciscoProcessMIB.ciscoProcessMIBObjects.cpmCPU.
cpmCPUTotalTable.cpmCPUTotalEntry.cpmCPUTotal5sec. 1 Gauge32: 0
cisco.ciscoMgmt.ciscoProcessMIB.ciscoProcessMIBObjects.cpmCPU.
cpmCPUTotalTable.cpmCPUTotalEntry.cpmCPUTotallmin. 1 Gauge32: 0
cisco.ciscoMgmt.ciscoProcessMIB.ciscoProcessMIBObjects.cpmCPU.
cpmCPUTotalTable.cpmCPUTotalEntry.cpmCPUTotalb5min. 1 Gauge32: 0

cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareInformation.

6 : OCTET STRING- (ascii):



cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareInformation.
7 : OCTET STRING- (ascii):
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareStatusValue.
6 : INTEGER: 0
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareStatusValue.
7 : INTEGER: O
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareStatusDetail.
6 : OCTET STRING- (ascii): Failover Off
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatus.cfwHardwareStatusTable.cfwHardwareStatusEntry.cfwHardwareStatusDetail.
7 : OCTET STRING- (ascii): Failover Off
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
4.3 : OCTET STRING- (ascii): maximum number of allocated 4 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
4.5 : OCTET STRING- (ascii): fewest 4 byte blocks available

since system startup
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
4.8 : OCTET STRING- (ascii): current number of available 4 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
80.3 : OCTET STRING- (ascii): maximum number of allocated 80 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
80.5 : OCTET STRING- (ascii): fewest 80 byte blocks available

since system startup
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
80.8 : OCTET STRING- (ascii): current number of available 80 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
256.3 : OCTET STRING- (ascii): maximum number of allocated 256 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
256.5 : OCTET STRING- (ascii): fewest 256 byte blocks available

since system startup
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.

256.8 : OCTET STRING- (ascii): current number of available 256 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
1550.3 : OCTET STRING- (ascii): maximum number of allocated 1550 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
1550.5 : OCTET STRING- (ascii): fewest 1550 byte blocks available

since system startup
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatInformation.
1550.8 : OCTET STRING- (ascii): current number of available 1550 byte blocks
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
4.3 : Gauge32: 1600
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
4.5 : Gauge32: 1599
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
4.8 : Gauge32: 1600



cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
80.3 : Gauge32: 400
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
80.5 : Gauge32: 374
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
80.8 : Gauge32: 400
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
256.3 : Gauge32: 500
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
256.5 : Gauge32: 498
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
256.8 : Gauge32: 500
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
1550.3 : Gauge32: 1252
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
1550.5 : Gauge32: 865
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry.cfwBufferStatvValue.
1550.8 : Gauge32: 867
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatDescription.40.6
OCTET STRING- (ascii): number of connections currently in use
by the entire firewall
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatDescription.40.7
OCTET STRING- (ascii): highest number of connections in use
at any one time since system startup
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatCount.40.6
Counter: 0
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatCount.40.7
Counter: 0
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatvalue.40.6
Gauge32: 0
cisco.ciscoMgmt.ciscoFirewallMIB.ciscoFirewallMIBObjects.cfwSystem.
cfwStatistics.cfwConnectionStatTable.cfwConnectionStatEntry.
cfwConnectionStatValue.40.7
Gauge32: 0
End of MIB View.

Informacoes a serem coletadas se vocé abrir um caso de TAC

Se vocé ainda precisar de assisténcia apés concluir as
etapas de solugao de problemas neste documento e
quiser abrir um caso no Cisco TAC, certifique-se de
incluir essas informagdes para solucionar problemas do
PIX Firewall.




- Descrigao do problema e detalhes relevantes de
topologia
- Solucao de problemas executada antes de abrir o
caso
.- Saida do comando show tech-support
- Saida do comando show log apds a execugao com o
comando de depuragdo de registro colocado em
buffer ou capturas do console que demonstram o
problema (se disponivel)
Anexe os dados coletados a sua ocorréncia em formato
de texto simples descompactado (.txt). Vocé pode anexar
informacdes ao seu caso fazendo o upload usando a
TAC Service Request Tool (somente clientes_registrados)
. Se ndo conseguir acessar a Case Query Tool, vocé
podera enviar as informagdées em um anexo de e-mail
para attach@cisco.com com o numero do caso na linha
de assunto da sua mensagem.

Informacoes Relacionadas

- Referéncias do comando Cisco Secure PIX Firewall
- Suporte ao produto do software Cisco PIX Firewall

- Solicitagdo de comentarios (RFCs)

- Suporte Técnico e Documentagao - Cisco Systems



//tools.cisco.com/ServiceRequestTool/create/launch.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
mailto:attach@cisco.com
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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