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Introdugao

Este documento descreve como gravar os encabegamentos de mensagens processados através
da ferramenta de segurancga do email de Cisco (ESA).

Como fazem os encabegamentos de mensagem de registro 1?

Em alguns casos, é util gravar a presencga e os indices dos encabegamentos de mensagem
porque passam através do dispositivo. Vocé especifica os encabe¢gamentos para gravar atravées
do logconfig > dos logheaders. O ESA gravara os cabecgalhos da mensagem especificados nos
logs do correio de texto de lronPort, em logs da entrega de IronPort, e em logs do salto de
IronPort. Se 0 encabegamento esta presente, o sistema grava o nome do encabegamento e do
valor. A informacgao de cabegalho recored apods a informagao de entrega.

Esta abaixo um exemplo de como permitir o registro para gravar toda a mensagem com o X-IPA-
resultado dos encabegamentos e o X-lronPort-AV:

ny_esa. | ocal > | ogconfig

Currently configured | ogs:

Log Nane Log Type Retrieval Interval

anp AWP Engi ne Logs Manual Downl oad None

anpar chi ve AVP Archive Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asarchive Anti-Spam Archive Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli_logs CLI Audit Logs Manual Downl oad None

encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Mail Logs Manual Downl oad None
euq_l ogs Spam Quar antine Logs Manual Downl oad None
euqgui _| ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _| ogs HTTP Logs Manual Downl oad None
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16. mail _logs IronPort Text Ml Logs Manual Downl oad None
17. mail _l ogs_copy lronPort Text Miil Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None

20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None
23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None

26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None

28. updater_l ogs Updater Logs Manual Downl oad None

29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

Retorne a alerta principal CLI, e comprometa alguns/todas as mudancgas.

Quando vocé revé os mail_logs, vocé vera o resultado dos encabegamentos injetados agora nos
logs como configurados:

ny_esa. |l ocal > | ogconfig

Currently configured | ogs:

Log Nanme Log Type Retrieval Interval

anp AMP Engi ne Logs Manual Downl oad None

anpar chi ve AVMP Archi ve Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asar chive Anti-Spam Archi ve Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli _logs CLI Audit Logs Manual Downl oad None
encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Miil Logs Manual Downl oad None
euq_l ogs Spam Quar anti ne Logs Manual Downl oad None
euqgui _I ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _l ogs HTTP Logs Manual Downl oad None

nmai | _logs IronPort Text Mail Logs Manual Downl oad None
nmai | _| ogs_copy lronPort Text Ml Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None
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20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None

23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None

26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None

28. updater_l ogs Updater Logs Manual Downl oad None

29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

Do email recebido, se vocé devia olhar diretamente os encabecamentos nesse email, vocé vera o
X-IPA-resultado e os encabegamentos X-IronPort-AV destacados nos cabegalhos originais antes
do primeiro salto recebido:

ny_esa. |l ocal > | ogconfig

Currently configured | ogs:

Log Nanme Log Type Retrieval Interval

anp AMP Engi ne Logs Manual Downl oad None

anpar chi ve AMP Archi ve Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asar chi ve Anti-Spam Archi ve Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli_logs CLI Audit Logs Manual Downl oad None

encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Mail Logs Manual Downl oad None
euq_l ogs Spam Quar antine Logs Manual Downl oad None
euqgui _| ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _l ogs HTTP Logs Manual Downl oad None

mai | _l ogs IronPort Text Mail Logs Manual Downl oad None
mai | _| ogs_copy lronPort Text Mail Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None

20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None
23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None
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26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None
28. updater_l ogs Updater Logs Manual Downl oad None
29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

Note: O RFC para o protocolo S TP é ficado situado em
http://www.fags.org/rfcs/rfc2821.html e define encabegamentos definidos pelo utilizador.
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